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Preface

Revision History

1.0 Initial Release of AppViewX v2021.1.0 CERT+. | September 2021

About this Guide

Welcome to the complete guide to perform Certificate Lifecycle Management (Discovery, Monitor, Enroll,
Renew, Push, Regenerate, Reissue, Revoke, and Inventorize certificate) and manage organization PKI

posture. CERT+ helps you to enroll and manage public and private certificates.

Audience

This guide is intended for CISO, PKI Security, and Application Teams.

Text Conventions

The following text conventions are used in this document:

boldface Boldface type indicates graphical user interface elements associated with

an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which

you supply particular values.

codeblock Indicates commands within a paragraph, URLS, code in examples, text that

appears on the screen, or text that you enter.
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Chapter 1: Getting Started

» About AppViewX

» Getting started with CERT+
* What's In It for you?

* Pre-requisites

About AppViewX

AppViewX is an advanced cybersecurity and network management, automation, and orchestration
platform for Enterprise IT. AppViewX Lifecycle Management Solution for Certificates on ADC or Load
Balancers, Servers, Firewall, Cloud, Web Application Firewall (WAF), and enterprise mobility solution
aims to avoid network outages due to unplanned certificate expiration and improve organization security
posture. This remote monitoring and management platform helps network operations move faster,

enforce compliance, eliminate errors, and reduce costs in the organization.

CERT+ Overview

AppViewX’'s CERT+ provides an end-to—end lifecycle management of x.509 digital certificates across
complex networks to secure your business. With CERT+, security teams can manage the certificate
lifecycle from an intuitive single-pane management Interface. It enables the Certificate Lifecycle
Management and Automation solution which helps enterprise IT manage and automate the entire

lifecycle of their internal and external PKI. The key stages of the certificate lifecycle can be broken into the

following stages:

Discover

&F
) Visibility & honitar
.
Irfegratians zelf-sarice

Aufomation

Alert L Remediate (
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« Certificate Discovery & Inventory Management - Allows users to discover certificates across the
network and manage inventory of all certificates in one place.

« Visibility and Monitoring - Enables the user to monitor certificate expiry and usage. The monitored
data is represented as a detailed report on the web portal along with options to trigger email alerts.
Allows users to gain insights into certificates; monitor and take remedial action.

» Certificate Enrollment - Allows users to request certificates from a certificate authority (CA) which
confirms their identity and generates a certificate.

« Certificate Renewal - Allows users to either manually or automatically renew a certificate before the
expiry date by retaining the old private key.

« Certificate Regeneration - Allows users to enroll new certificates with similar parameters to an old
certificate. When a user generates a new private key, the user can modify the parameters if required.

» Certificate Reissuance - Allows users to enroll new certificates with similar parameters to an old
certificate. But the newly issued certificate comes with the same validity as the older certificate and can
modify the parameters.

 Certificate Revocation - Allows users to revoke a certificate in the event of certificate loss,

compromise, or any other reason when the certificate is no more necessary for business.

- Certificate Audit - Track and audit the usage, creation, expiration, and revocation of certificates. Track
user interaction with the platform.

What is Certificate Lifecycle Management (CLM)?

There is a growing need for organizations to allow and control only specific individuals, devices, machines
to gain access to the network. The need for digital certificates to authenticate, identify and control who
can access and operate on an organization’s network. Managing digital certificates across complex
networks to ensure protection and prevent failures is a must for all businesses. CLM ensures continuous
monitoring of digital certificates, with the ability to audit and keep track of expirations and renewals to
avoid any service disruption. The digital certificate is a mechanism by which machines and individuals are
identified and authenticated.

What is x.509 Digital Certificate?

The digital certificate is a mechanism by which machines and individuals are identified and authenticated.
Digital certificates (x.509 certificates) are essential to establish trust and authenticate the identity of
machines, people, and so on.
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It helps to verify the identity between users in operation, servers, and other entities in a network. Also,
identifies servers from whom the encrypted data is received, the signer of information, and helps
to establish authenticity and integrity. The x.509 digital certificate protects information belonging to

enterprises and their customers.

A digital certificate contains:

» Name of the certificate holder.

« Serial Number that is used to uniquely identify the service, individual, or entity identified by the

certificate.
» Expiry date.
- Copy of the certificate holder's public key (used for decrypting messages and digital signatures).

- Digital Signature of the certificate-issuing authority.

Certificate Authority

A Certificate Authority (CA) is also known as a certification authority or certificate issuer and is an
establishment that validates the identities of certificate requestors and associates them to a cryptographic

key through the issuance of electronic documents known as digital certificates.

Getting started with CERT+

AppViewX CERT+ CLM

AppViewX's CERT+ CLM provides extensive visibility into the certificate and encryption key infrastructure.
It helps to protect the enterprise from security threats and outages due to the unavailability of service and
expired certificates. The PKI and Application teams can self-service through automation, which delivers

compliance and true business agility.

Key Features of the CERT+:

» Certificate Discovery
« Inventory and Management
« Dashboard for Visibility and Monitoring

» Certificate Actions for Enrollment and Provisioning
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* Alerts & Logs
» Groups & Policies

» Administration

Certificate Discovery

An administrator can leverage CERT+ capabilities to identify certificates through various modes of
discovery such as scanning a network to fetch certificates from AppViewX managed servers, devices, or

certificates.

Inventory and Management

AppViewX Certificate Inventory is a repository of all the certificates discovered, uploaded, or enrolled via
AppViewX. An administrator of the platform can configure role-based access control to an inventory of

certificates through Certificate Groups.

Dashboard for Visibility and Monitoring

The dashboard is AppViewX's way of representing all the information about the certificates and certificate
Hosting infrastructure. Users can leverage it to gain visibility into the PKI infrastructure and monitor for
expiring certificates or compromises to the security posture of the organization. Users are capable of
configuring custom widgets providing business-specific views into the Certificate infrastructure.

Certificate Actions for Enrollment and Provisioning

Certification Enrollment allows users to generate CSR, get a CSR signed by a CA, renew or regenerate a
certificate, reissue certificate while Certificate Provisioning pushes a certificate to the device, and bind it to

the application configurations.

Additional management actions to revoke a certificate, migrate certificates from one CA to another
through CA switch, check for revocation status of a certificate using OCSP and SSL checker to validate

the deployment of a certificate can also be leveraged by a user.

Alerts & Logs

CERT+ platform alerts you about the certificate expiring within a user-configured time and stores

the information about events that have occurred or performed by a user for the certificate lifecycle
management. The platform offers additional Alerts which monitor changes to the availability of a
certificate on an endpoint. It avoids the unexpected expiration of certificates with alerts and notifications to

save time and secure the enterprise network.
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Groups & Policies

The certificates generated/discovered in the CERT+ platform can be logically grouped together for ease
of management. All the certificate actions on a specific group can be restricted via role-based access
control (RBAC). The platform comes prebuilt with a Default group to which all the certificates identified
from Managed devices are associated. Groups are similar to a folder that stores the number of certificates

with similar components.

The policy is a set of rules that can be enforced on a Certificate Group. A defined set of certificate
parameters can be created as policies. This helps in enforcing security compliance over certificate
creation across the organization. All the certificates discovered and inventoried are compared against the
policy to identify non-compliance.

Administration

This feature helps in administrative activities such as saving a certificate Keystore password into
password vault, configuring auto-enrollment, certificate authority, device management, certificate
profile, programmable certificate authority, programmable application endpoint, job scheduler, certificate
attributes, email settings, and actions on an expired certificate and history of the certificate.

CLM Automation

Certificate automation enables you to automate the certificate lifecycle process across your enterprise
through a configurable workflow engine. The platform allows to automate and orchestrate not just CLM

actions above but also configure change and process automation defined by the organization processes.

What's In It for you?
Overview

A single pane management interface for end-to-end Certificate and Key management, automation, and
Orchestration:

Discovery and Visibility

- Discover unknown certificates and keys across heterogeneous environments.
» Group certificates and keys, apply access restrictions and assign governance policies.
» Monitor expired certificates, notify, and renew certificates on time.

* Get a holistic view of certificates, keys, and respective device associations.
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CLM Automation

« Access to a catalog of advanced automation workflows for certificate management.

* Build custom, event-driven automation using pre-built workflow tasks.

» Self-service automation workflows for easier policy-based certificate enroliment.

* Integrate with ITSM, ChatOps tools for holistic Incident and Change management, and notifications.
 Enforce custom expiration dates or enable auto-rotation of keys.

Cloud and DevOps

» Discover, manage and automate certificates across multi-cloud and container environments.
 Generate internal certificates for test applications before migrating to external certificates.

» Request any certificate and provision it to cloud key stores using a single interface.

« Manage certificate enrollment and availability on Vault Keystores for containerized environments.
» ACME for easier certificate enroliment.

Secure Key Management

 Encrypt and secure private keys in a FIPS-compliant database and secure encryption keys on a vault or
a FIPS 140-2 certified HSM.
« Use a built-in or third-party password vault to store critical passwords.

« Avoid Private Keys on wire by generating them directly on the device.

Certificate and Key Compliance

» Standardize certificate provisioning using self-service.

« Enforce organization standards through policies for complaince.

- Define granular role-based access control and enforce business-specific policies.
« Create audit trails for each user and certificate or key-related activity.

* Get the certificate and key logs on SIEM dashboards.

IoT and Enterprise Mobility Certificate Management

» Get a single SCEP and EST for enrollment requests from 10T and network end-points.
* Integrate with EMM/MDM systems and self-service certificate issuance using SCEP.

* Intune SCEP for systems managed through Azure Intune.

» Standardize certificate management across multivendor platforms.

« Use out-of-box integration with vendors to handle certificate provisioning.
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SSH Key Lifecycle Automation

« Discover SSH keys from Linux and Windows machines

» Enforce timebound access to servers by managing keys on both client and server machines.
» Discover non complaint keys or hosts not following organization standards.

» Report long existing accesses to be revoked.

Pre-requisites

Web Browser Requirement

Internet Explorer [ v11.0.9600.18817 or later

Firefox v74.0.1 (64-bit) or later

Google Chrome |v85.0.4183.83 (64-hit) or later

Accessing the CERT+

Steps to access the CERT+,

1. Log in to AppViewX with a valid credential (URL provided by AppViewX).

The AppViewX Landing page appears.

appviewX

Username Password

Admin

Soomoommoooo Fo
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2. Click menu button located in the upper left corner of the screen.

3. Click CERT+ on the left navigation bar.

CERT+ Home Page

The CERT+ home page contains necessary features for the certificate lifecycle management as shown

on the image.
=| appviewX = Menu Button Fri Nov 20 2020 15:32:42 GMT+0530 (IST) {7 o4
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The following table describes the options available in the CERT+ home page:

Menu button
Displays the left navigation pane of the AppViewX.

Expand/
Collapse Expands/Collapses all the options, which are on the left navigation pane.

Search Field
Searches for the given key word(s) in the field and results the feature that matches

the search key word(s).

Left Navigation
Pane Displays all the features available in the CERT+.

Collapse/ _ _ o
Expand Hides/Displays the left navigation pane.
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Helps Tool Bar
Use the tool-bars for the additional options:

Date Displays Today Date

Time Displays the time based on the locale
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 Qverview
* Prechecks or Preconditions
 Certificate Discovery

Overview

A certificate is often distributed across load balancers, firewalls, web servers, containers, and multi-
cloud environments and without proper visibility, a certificate-related outage becomes inevitable. During
any certificate expiry or revocation event, the hardest part of mitigating an outage is not identifying the
certificate, but it is often locating it on-time. With AppViewX, you can enhance the visibility and accuracy
of your certificate infrastructure with minimal manual intervention.

Prechecks or Preconditions

* To discover certificates from managed Devices, the device must be managed under the AppViewX
Device Inventory.

* To discover certificates from a CA, the CA account should be determined under the AppViewX
Certificate Authority settings and network access to be considered.

» AppViewX discovery agent role and usage. For more details, refer to Roles section in the CERT+
Admin Guide.

Certificate Discovery

» Overview

* Discovery

» Discovery Status

* Discovering Rules

» Excluded from Discovery

« Staying in Sync with Network Devices or Servers

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 22


https://helpcenter.appviewx.com/techdoc/index?GuideSearch%5Bversion_id%5D=38&GuideSearch%5Bproduct_id%5D=6&guide_html=2022.1.0/CERT/Admin%20Guide/webhelp-responsive/oxy_ex-2/CERT%20User%20Guide/copyright_appviewx_inc.html&guide_pdf=2022.1.0/CERT/Admin%20Guide/cert_admin_guide.pdf
https://helpcenter.appviewx.com/techdoc/index?GuideSearch%5Bversion_id%5D=38&GuideSearch%5Bproduct_id%5D=6&guide_html=2022.1.0/CERT/Admin%20Guide/webhelp-responsive/oxy_ex-2/CERT%20User%20Guide/copyright_appviewx_inc.html&guide_pdf=2022.1.0/CERT/Admin%20Guide/cert_admin_guide.pdf

Onboard Certificates

Overview

Certificate Discovery is a process of finding the certificates that are existing in an enterprise network. The
first mitigation step to address the certificate expiry outages is to get visibility over the existing certificates
and host information in the infrastructure. AppViewX CERT+ enables you to detect risk by discovering all
the certificates hosted in the network by various applications.

Discovery

» Network Scan

» Scan Subnet

» Scan Range of IP Addresses
» Scan URL

» Managed Device Scan

* Certificate Authority Scan

* Cloud Scan

» Scanning Uploaded Certificates

Network Scan

You can perform an unauthenticated discovery when there are no servers or applications onboarded into
AppViewX, but certificates hosted in your network. This form of discovery does not require credentials
and you can run the discovery through network scans. This allows you to discover hosted certificates in
your organization and its source (IP and Port).

Scan Subnet

Based on user inputs for a subnet, CERT+ performs an SSL handshake with IP addresses across the
subnet to retrieve certificates. By default, standard ports are scanned. If required, you can scan any other
specific port or perform an All Port Scan.

To discover a certificate via subnet,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
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The CERT+ left navigation pane appears.

4. Expand CERTIFICATE DISVOERY.

5. Click Discovery, and then select Network Scan.
The Add Discovery page appears.

= |appviewX

Tue Dec 08 2020 17:24:44 GMT+0530 (IST) 3 ? b

Discovery : Network Scan : Add Discovery

Ji DASHEOARD Discover Details

&% CERTIFICATE ACTION * Discovery Run Type (@) On-demand Schedule @

T8 CERTIFICATE INVENTORY * Discovery Instance Name @

Description

AUTOMATION

@ | CERTIFICATE DISCOVERY

emplate details or upload a file

@ ALERTS & LOGS

_ * Discovery From IP Range ¥ ®
e P PSPPI LLLLLLLILPLPELLILPILPLILILPLPIPLILILPLPILPLPLPLILPLPLLLLLS

6. In the Discover Details section, select/enter the details as follows.

Discover Details

* Discovery Run Type (@) On-demand Schedule @

* Discovery Instance Name AppWiewi ®

Description AppViewX doctest

1922 remaining

The following table describes the options available in the Discover Details section:

*Discovery Run

Type

Click the check box to select the desired discovery run type. The possible types

are:
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» On-demand - The user can trigger a discovery manually whenever he/she
wants.

» Schedule - By scheduling the discovery, the user can automate the process for
a defined time/ frequency.

If you select Scheduled discovery fill the below details.

Dceourrence Type Weekhy v
* RepeatOn [ ] Sun Mon []Tue [JWed []Thu []Fri []5at
* Starts On  12/09/2020 12:58:47

*Ends (@) Mever

() After 2 Occurrences

N on 12/09/2020
Summary Weekly on Monday

Occurrence
Type

Select the type of occurrence from the dropdown list.

The possible occurrences are:
* Daily

* Weekly

* Monthly

* Yearly.

*Repeat On
Select a day in the week to schedule the weekly discovery.

( Note: W
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» Repeat on is visible only when the Occurence type is
selected as Weekly.
» If Occurence type is weekly, select a day in the week
to schedule the weekly discovery.
N /
*Starts On | Select the date to start the scheduled discovery.
*Ends
Select the desired last discovery.
» Never - Continues to discover the certificate.
« After - Stops the discovery process after a number of
occurrences entered in the field.
» On - Stops the discovery process for the selected period from
the calendar.
(4 ™
Note: AppViewX will trigger the discovery certificates process for that
instance.
N J
Discovery Enter the name of the discovery instance.
Instance Name
Description
Enter the required details in this field.
. I
Note: You can enter a maximum of 2000 words in the field.
J
_ I
Note: The asterisk (*) symbol indicates a mandatory field.
J
7. In the Discover By section, select/enter the details as follows.
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Discover By

You can either manually enter template details or upload a file.

* Discovery From Subnet @

* Metwaork Eg-192.168.1.1/24

* Subnets per Batch of 124 v @D
Discovery
* Scan Ports Custom Ports

Enter any port number ranges from 0 fo 65535,
You can sef down ports range with a hyphen (For
example, 444-666,666-999,922 44).

* Add Ports 443 8443

Select Mode to Trigger Ecan absecon )
AW S S S S S S S S A S S S S S S S S

The following table describes the options available in the Discover By section:

*Discover From
Select the Subnet to discover a certificate from the dropdown list.

The possible options are:

 IP Range
» Subnet
* URL.

*Network
Enter the Subnet/Mask in the field. For example, 192.168.1.1/24.
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*Subnets per Batch
of Discovery

Select a value from the dropdown list to split the subnet into multiple batches
for the discovery process. The possible values are:

« /16
- /24
/26
/28
/30
. /32.

*Scan Ports

Select the desired scan ports from the dropdown list. The possible ports are:

* All ports
« Standard Ports
« Custom Ports.

*Add Ports

Enter any port number ranges from 0 to 65535.

Note: You can set down port range with a hyphen (For example,
444-666,888-999,922,44).

Select Node to
Trigger Scan From

Select the CLM node from where the discovery node is performed.

SNI Hostname(s)

Enter the hostnames in this field.

Note: Multiple hostname values are supported by using the comma
(,) as a delimiter.

TLS version(s)

Select the desired TLS versions from the desired name. The possible
versions are:

« Select All
« TLSV1.3
e TLSV1.2
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* TLSv1.1
» SSLv3

/.’ Note: The asterisk (*) symbol indicates a mandatory field. ]

8. Click Add.
The popup message appears as Network details added.

9. (or) you can fill all the details for Discover By section by uploading network details via an excel sheet.
To update network details via excel sheet.

SelectaFile  cop gypnet Discovery Template xsx Upload X

Uploaded details will be added aufomatically. Dow rnr:-.:d
| Sample Template

a. Click the Download Sample Template link, to download a sample file.
b. Fill all the necessary details in the excel sheet.
c. Click the Browse button.

10. Added network details are listed.

Showing 1 to 1 of 1 enlries Delete All

l:—_ Nodo Of AppViowX | S Hosiname(s TS vorsions)
192 168.2 0024 443 8443 absecon secure1 example.com @ \alid TLSW1.2
Execute Batches Sequentially  [/] @

* Interval Between Batches 5 minutes (@)

Skip Full Scan

Discover certificates from IPs and ports from which
certificates were discovered previously.

a. You use the search field to select the networks from the list.

b. Use Delete All, if you want to delete all the network details.

c. Select desired check box, and then click Delete Selected to delete specific networks.
11. Select the Execute Batches Sequentially checkbox if required.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 29



Onboard Certificates

a. (Recommended) If enabled, based on the value provided in Interval Between Batches field
AppViewX will give the duration gap between each batch execution.

b. If disabled, Scanning Intensity can be decided. An increase in scanning intensity will increase the
scanning speed and network load. Maximum connections from a discovery engine will be chosen
based on the Scanning Intensity.

12. Select the Skip Full Scan check box if required. If enabled, certificates will be discovered from IPs and

ports from which certificates were discovered previously.

Skip Full Scan | |+

Micrmirar rardifrcatacs fram 12 A e fre e i
Liscover cermiicalas 1rom (Fs and porls rom which

certificates were discovered previousiy.

13. In the Device discovery option, select the required discovery from the dropdown list.

* Device discovery Do not discover devices L

Do not discover devices
Dizcover devices along with their operating system

a. Do not discover devices - Existing certificate scanning alone carried for the configured IPs. On
completion, the batches and certificate tabs displayed.

b. Discover devices along with their operating systems - AppViewX scans for the device and
certificates for the configured IPs. On completion, the batches, Certificates, and Devices tabs are
displayed.

[ Note: To discover the Operating System version, AppViewX requires Sudo access. j

14. In the Discovery Rules section, select the Associate Rule from the dropdown list.

Note: Set of filters created as a rule in the Rules menu. The selection of rules will apply
respective filters on discovered certificates.

15. In the After Discover section, select/enter the details as follows.
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After Discover

* Move Certificate to Inwentng;v![rith (@) Do not move Managed Manitared )]
atus
Usze Access Control Rule i

Only new certificates will be auto assigned fo group based on rule
. Ifno rule matches certificates will be auto assigned to Default
group

* Cerificate Group  Default - @

The following table describes the options available in the After Discover section.

*Move Certificate to

. Click the check box to select the desired move certificate to inventory
Inventory with Status

with status. The possible options are:

» Do not move - Newly discovered certificates and associated objects will
not be moved to inventory.

» Managed - New discovered certificates and associated objects will be
moved to inventory with status Managed.

 Monitored - New discovered certificates and associated objects will be
moved to inventory with status Monitored.

Note: If the discovered certificates already exist in the inventory,
the certificate status will not be changed.

Use Access Control

Select the check box.
Rule

Note: If this checkbox is enabled, the certificate group will be
associated automatically by the rule in access control.

*Certificate Group
Select the certificate group from the dropdown list. Discovered

certificates will be associated with this provided group.
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Note: If the discovered certificates already exist in the inventory,

its certificate group will not be changed.

[ Note: The asterisk (*) symbol indicates a mandatory field. j

16. Click Discover or Schedule to perform an On-Demand (or) Schedule certificate discovery
respectively.
17. Click Reset to reset the form and re-loads the page.

Scan Range of IP Addresses

Based on user inputs for an IP range, CERT+ performs an SSL handshake with IP addresses in a range
to retrieve certificates. By default, standard ports (443 and 8443) are scanned. If it is required, you can

scan any other specific port or perform an All Port Scan.

To discover a certificate by IP range,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE DISCOVERY.

5. Click Discovery, and then select Network Scan.

The Add Discovery page appears.
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= | appviewX

Discovery : Network Scan : Add Discovery

A1 DASHBOARD Discover Details

& CERTIFICATE ACTION * Discovery Run Type  (®) On-demand Schedule ®

CERTIFICATE INVENTORY " Discovery Instance Nams ®

. Description
& AUTOMATION

@0 | CERTIFICATE VERY
Network Scan

Managed De
Certificate Auth

Excluded fro v Cloud Scan

Upload emplate details or upload a file
ploac

© ALERTS & LOGS

* Discovery From  |P Range v ®

Tue Dec 08 2020 17:24:44 GMT+0530 (IST)

2]

?

['o]

6. In the Discover Details section, select/enter the details as follows.

Discover Details

* Discovery Instance Name Apphiewi

Description AppViewX doc test.

* Discovery Run Type (@) On-demand Schedule

1982 remaining
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[Discover Details |

* Discovery RunType () On-demand (@ Schedule )
* Discovery Instance Mame Eg - Name 6l
Description Description

Ccocurrence Type Daily "" ;

* Starts On | 12/09/2020 13:29:42

*Ends (@ MNever

| After s Cccurrences

“on 124092020

Summary Daily

The following table describes the options available in the Discover Details section:

*Discovery Run

Type Click the check box to select the desired discovery run type. The possible types

are:

« On-demand - The user can trigger a discovery manually whenever he/she
wants.

» Schedule -By scheduling the discovery, the user can automate the process for
a defined time/ frequency.

If you select Scheduled discovery fill the below details.
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Dccurrence Type Weekhy ir‘_’:
*RepeatOn [ ] Sun Mon []Tue [ 1Wed [|Thu []Fri []Sat
* Stats On 12/09/2020 12:58:47

*Ends (@ Mever

() After 2 Occurrences

on 12/08/2020

Summary  Weekly on Monday

T

Occurrence
Type Select the type of occurrence from the dropdown list.

The possible occurrences are:
« Daily
» Weekly

* Monthly
* Yearly.

*Repeat On | Select a day in the week to schedule the weekly discovery.

*Starts On | Select the date to start the scheduled discovery.

*Ends
Select the desired last discovery.

* Never - Continues to discover the certificate.

« After - Stops the discovery process after a number of

occurrences entered in the field.

» On - Stops the discovery process for the selected period from
the calendar.

(L ™
Note: AppViewX will trigger the discovery certificates process for that

instance.
. J
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Discovery Enter the name of the discovery instance.
Instance Name
Description
Enter the required details in this field.
[ Note: You can enter a maximum of 2000 words in the field. ]
[ Note: The asterisk (*) symbol indicates a mandatory field. ]

7. In the Discover By section, select/enter the details as follows.

You can either manually enter template details or upload a file.

* Discovery From | 1P Range @

* StartlP | Eg- 192.168.1.1 ®

*EndIP | Eg-192.168.1.4 ®

* |Ps per Batch of Discovery =0 oc ®
* Scan Ports Custom Ports

Enter any port number ranges from 0 to 65535
You can set down ports range with a hyphen (For example,
444-666,858-959 922 44).

o .

The following table describes the options available in the Discover By section:

*Discovery From

Select the IP Range to discover a certificate from the dropdown list.
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The possible options are:

* [P Range

* Subnet.
*Start IP Enter the start IP address. For example, 192.168.1.1
*End IP Enter the end IP address. For example, 192.168.1.4

*IPs per Batch of
Discovery

Enter the number of IP addresses that must be scanned in a batch.

g ™\
Note:
» This can be used to throttle scan traffic.
» Enter IP addresses that do not exceed more than 256.

* /32.

*Scan Ports

Select the desired scan ports from the dropdown list. The possible ports

are:

« All ports
» Standard Ports
e Custom Ports.

*Add Ports

Enter any port number ranges from 0 to 65535.

Note: You can set down port range with a hyphen (For example,
444-666,888-999,922,44).

Select Node to Trigger
Scan From

Select the CLM node from where the discovery node is performed.

SNI Hostname(s)

Enter the hostnames in this field.

Note: Multiple hostname values are supported by using the

comma (,) as a delimiter.
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TLS version(s)
Select the desired TLS versions from the desired name. The possible
versions are:

* Select All
* TLSV1.3
* TLSvV1.2
¢ TLSv1.1
* SSLv3.

/.’ Note: The asterisk (*) symbol indicates a mandatory field. ]

8. Click Add.
The popup message appears as Network details added.

9. (or) you can fill all the details for Discover By section by uploading network details via an excel sheet.
To update network details via excel sheet,

SelectaFile  cop gubnet_Discovery_Template xisx Upload [

Uploaded details will be added aufomatically. Dow rnr:-a*d
| Sample Template

a. Click the Download Sample Template link, to download a sample file.
b. Fill all the necessary details in the excel sheet.
c. Click the Browse button.

10. Added network details are listed.

Showing 1 to 1 of 1 entries

Delete All
l:__ Nodo Of AppViowX | ShiHosnameis) | Stavs | TLSverson
192 168.2 0/24 443 8443 absecon secure’] example com @ \alid TLSv1.2
Execute Batches Sequentially  [v/] ®
* Interval Between Batches 5 minutes (@)

Skip Full Scan

Discover certificates from IPs and ports from wiich
certificates were discovered previously.

11. You use the search field to select the networks from the list.
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a. Use Delete All, if you want to delete all the network details.
b. Select desired check box, and then click Delete Selected to delete specific networks.

Showing 1 to 1 of 1 entries Delete All

I L S . T S KT

192 168 2.0/24 443 8443 absecon securel example com @ Valid TLSw1 2
Execute Batches Sequentially [ [6]
* Interval Between Batches s minutes (@

Skip Full Scan

12. Select the Execute Batches Sequentially checkbox if required.

a. If enabled, Based on the minute's value provided in Interval Between Batches field AppViewX will
give the duration gap between each batch execution.

b. If disabled, Scanning Intensity can be decided. An increase in scanning intensity will increase the
scanning speed and network load. Maximum connections from a discovery engine will be chosen
based on the Scanning Intensity.

13. Select the Skip Full Scan check box if required. If enabled, Certificates will be discovered from IPs
and ports from which certificates were discovered previously.
14. In the Device discovery option, select the required discovery from the dropdown list.

* Device discovery Do not discover devices v

Do not discover devices
Discover devices along with their operating system

a. Do not discover devices - Existing certificate scanning alone carried for the configured IPs. On

completion, the batches and certificate tabs displayed.

b. / Note: To discover the Operating System version, AppViewX requires Sudo access. j

Discover devices along with their operating systems - AppViewX scans for the device and
certificates for the configured IPs. On completion, the batches, Certificates, and Devices tabs are

displayed.

15. Note: Set of filters created as a rule in the Rules menu. The selection of rules will apply
respective filters on discovered certificates.

In the Discovery Rules section, select the Associate Rule from the dropdown list.
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16. In the After Discover section, select/enter the details as follows.

After Discover
* Move Certificate to Inventory with (@) Do not move Managed Manitared )]
Status
Use Access Control Rule iH]
Oy new certificates will be auto assigned o group based on rule
. Ifno rule matches certificates will be auto assigned to Default
group
* Certificate Group  Default - @

The following table describes the options available in the After Discover section:

*Move Certificate to

. Click the check box to select the desired move certificate to inventory with
Inventory with Status

status. The possible options are:

» Do not move - New discovered certificates and associated objects will
not be moved to inventory.

» Managed - New discovered certificates and associated objects will be
moved to inventory with status Managed.

» Monitored - New discovered certificates and associated objects will be
moved to inventory with status Monitored.

Note: If the discovered certificates already exist in the inventory,
the associated object will be moved with the same status.

Use Access Control
Select the check box.

Rule
Note: If this checkbox is enabled, the certificate group will be
associated automatically by the rule in access control.
*Certificate Group Select the certificate group from the dropdown list. Discovered certificates

will be associated with this provided group.
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[ Note: The asterisk (*) symbol indicates a mandatory field. ]

17. Click Discover or Schedule to perform an On-Demand or Schedule certificate discovery respectively.

Scan URL

The certificate public key is retrieved or stored during the handshake to the URL.

To discover a certificate via URL,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE DISCOVERY.

5. Click Discovery, and then select Network Scan.

The Add Discovery page appears.

= |appviewX Tue Dec 08 2020 17-24:-44 GMT+0530 (IST) £1 ? Y

CERT+ Discovery : Network Scan : Add Discovery

a

{l DASHBOARD Discover Details

& CERTIFICATE ACTION * Discovery Run Type (@ On-demand Schedule @

& CERTIFICATE INVENTORY Discovery Instance Name ®

Description

&' AUTOMATION

O | CERTIFICATE DISCOVERY

emplate details or upload a file
Upload

@ ALERTS & LOGS

. * Discovery From IP Range ¥ ®
a4 PP W NP A Y N WY A A AP AN A A AN N Y Y Y N Y Y Y Y Y Y Y Y

6. In the Discover Details section, select/enter the details as follows.
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Discover Details

* Discovery Run Type (@) On-demand Schedule @
* Discovery Instance Name Apphiewi ®
Description AppViewX doctest
1582 remaining
Discover Details
* Discovery Run Type On-demand (@ Schedule )]
* Discovery Instance Mame N
Description
Occurrence Type Craity o
* Starts On | 12/09/2020 13:29:42
*Ends (@ MNever
After 2 Ocourrences
on 12/08/2020
Summary  Daily
The following table describes the options available in the Discover Details section:
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*Discovery Run
Type Click the check box to select the desired discovery run type. The possible types
are:

» On-demand - The user can trigger a discovery manually whenever he/she
wants.

» Schedule -By scheduling the discovery, the user can automate the process for
a defined time/ frequency.

If you select Scheduled discovery fill the below details.

Occurrence Type Weekly ™

*RepeatOn [ Sun B Mon [|Tue [Wed []Thu [IFri []Sat
* Starts On  12/09/2020 12:58:47

*Ends (@) Mever

() After |2 Occurrences

on 12/09/2020
Summary Weekly on Monday

Occurrence

Type

Select the type of occurrence from the dropdown list.

The possible occurrences are:
* Daily
» Weekly

* Monthly
* Yearly.

*Repeat On
Select a day in the week to schedule the weekly discovery.

( Note: W
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» Repeat on is visible only when the Occurence type is

selected as Weekly.

» If Occurence type is weekly, select a day in the week
to schedule the weekly discovery.
N /

*Starts On | Select the date to start the scheduled discovery.

*Ends
Select the desired last discovery.

» Never - Continues to discover the certificate.

« After - Stops the discovery process after a number of
occurrences entered in the field.

» On - Stops the discovery process for the selected period from
the calendar.

(4 ™
Note: AppViewX will trigger the discovery certificates process for that
instance.

N J
Discovery Enter the name of the discovery instance.
Instance Name
Description

Enter the required details in this field.

[ Note: You can enter a maximum of 2000 words in the field. j
[ Note: The asterisk (*) symbol indicates a mandatory field. j

7. In the Discover By section, select/enter the details as follows.
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Discover By

You can either manually enter template details or upload afile.

* Discovery From URL (| @D
* URL hittps:ww w.appviews. com @

* Ports to Scan 443 2443 @
6]

Scan All Ports v
Scanning all ports will take a long time and more system
resoUrces.

v ®

Select Mode to Trigger Scan From ahsecon

Add

The following table describes the options available in the Discover By section:

*Discovery From
Select the IP Range to discover a certificate from the dropdown list.

The possible options are:

* [P Range

» Subnet.
*URL

Enter the valid URL to discover the associated certificate.
*Ports to Scan

Enter the port number that ranges from 0 to 65535.

Note: You can set down port range with a hyphen (For example,
444-666,888-999,922,44).
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*Select All Ports
If HTTPS enabled ports are larger in number or unknown.
Select Node to Trigger | Select the CLM node from where the discovery node is performed.
Scan From
Select a File
You can upload file to update the details.
[ Note: Allowed formats are <.xlsx>, <.xls>, or <.csv> file. j
[ Note: The asterisk (*) symbol indicates a mandatory field. ]
8. Click Add.

The popup message appears as Network details added.
9. (or) you can fill all the details for Discover By section by uploading network details via an excel sheet.
To update network details via excel sheet,

SelectaFile  cop aypnet Discovery_Template xisx Upload [y

Uploaded defails will be added automatically. Download
Sample Template

a. Click the Download Sample Template link, to download a sample file.
b. Fill all the necessary details in the excel sheet.
c. Click the Browse button.

10. Added network details are listed.

11. You use the search field to select the networks from the list.
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a. Use Delete All, if you want to delete all the network details.

b. Select desired check box, and then click Delete Selected to delete specific networks.

Showing 1 to 1 of 1 entries

Skip Full Scan

Delete All

Bl e L otienk ] suissno s LT iy
192 168 2.0/24 443 8443 absecon securel example com @ Valid TLSw1 2
Execute Batches Sequentially [« 6]
* Interval Between Batches minutes (@

12. Select the Execute Batches Sequentially checkbox if required.

a. If enabled, Based on the minutes value provided in Interval Between Batches field AppViewX will

give the duration gap between each batch execution.

b. If disabled, Scanning Intensity can be decided. An increase in scanning intensity will increase the
scanning speed and network load. Maximum connections from a discovery engine will be chosen

based on the Scanning Intensity.

13. Select the Skip Full Scan check box if required. If enabled, Certificates will be discovered from IPs

and ports from which certificates were discovered previously.

14. In the Device discovery option, select the required discovery from the dropdown list.

* Device discovery

Do not discover devices

Do not discover devices

Discover devices along with their operating system

a. Do not discover devices - Existing certificate scanning alone carried for the configured IPs. On

completion, the batches and certificate tabs displayed.

b. Discover devices along with their operating systems - AppViewX scans for the device and

certificates for the configured IPs. On completion, the batches, Certificates, and Devices tabs are

displayed.

/’ Note: To discover the Operating System version, AppViewX requires Sudo access.

15. In the Discovery Rules section, select the Associate Rule from the dropdown list.

Note: Set of filters created as a rule in the Rules menu. The selection of rules will apply

respective filters on discovered certificates.
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16. In the After Discover section, select/enter the details as follows.

After Discover
* Move Certificate to InwentnErﬁv:ith (@) Do not move Managed Manitared )]
atus
Use Access Control Rule iH]

* Certificate Group

Only new certificates will be auto assigned fo group based on rule
. If no rule matches certificates will be auto assigned to Default
group

Default - D

The following table describes the options available in the After Discover section:

*Move Certificate to
Inventory with Status

Click the check box to select the desired move certificate to inventory

with status. The possible options are:

» Do not move - New discovered certificates and associated objects will
not be moved to inventory.
» Managed - New discovered certificates and associated objects will be

moved to inventory with status Managed.

» Monitored - New discovered certificates and associated objects will be

moved to inventory with status Monitored.

Note: If the discovered certificates already exist in the
inventory, the certificate status will not be changed.

Use Access Control
Rule

Select the check box.

Note: If this checkbox is enabled, the certificate group will be
associated automatically by the rule in access control.

*Certificate Group

Select the certificate group from the dropdown list. Discovered

certificates will be associated with this provided group.
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Note: If the discovered certificates already exist in the inventory,
its certificate group will not be changed.

[ Note: The asterisk (*) symbol indicates a mandatory field. j

17. Click Discover or Schedule to perform an On-Demand or Schedule certificate discovery respectively.
18. Click Reset to reset the form and re-loads the page.

Managed Device Scan

AppViewX can discover certificates from Managed Devices, this includes ADCs-Load balancers,
Servers, Firewalls, WAFs. AppViewX can discover certificates from load balancers and provide in-depth
information on certificates discovered from the SSL profile and the virtual server.

* Prerequisite

Prerequisite

To discover certificates from Managed devices, the device should be managed under the AppViewX
Inventory. For onboarding devices into AppViewX inventory, refer to CERT+ Admin Guide.

To discover certificates from Managed Devices,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Discovery, and then select Managed Devices Scan.
The Add Discovery page appears.
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=| appviewX

Discovery : Managed Devices Scan : Add Discovery

DASHBOARD DISLVSI’DG'&IIS

= CERTIFICATE ACTION * Discovery Run Type (@) On-demand Schedule @
T CERTIFICATE INVENTORY * Discovery Instance Name @
& AUTOMATION Descrption
- (o]
template details or upload a file.
* Discovery From | Managed ADCs - @

© GrOUPS & POLICIES

# ADMINISTRATION Q Add as Favorites
D DD DD DD DD DD DD IDP

Thu Dec 10 2020 01:48:45 GMT+0530 (IST)

Favorites
Y WYY Y VYVYY.

o7

i}

6. In the Discover Details section, select/enter the details as follows.

Discover Details

* Discovery Run Type (@) On-demand Schedule

* Discovery Instance Name AppWiews

Description AppViewx doctest

1982 remaining
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;Discaver Details |

* Discovery RunType () On-demand (@ Schedule @
* Discovery Instance Mame Eg - Mame w
Description Diescription

Ccocurrence Type Daily ""

* Starts On | 12/09/2020 13:29:42

*Ends (@ MNever

| After s Cccurrences

7 on 124092020

Summary Daily

The following table describes the options available in the Discover Details section:

*Discovery Run
Type

Click the checkbox to select the desired discovery run type. The possible types
are:

» On-demand - If performing an On-Demand discovery.
« Schedule - By scheduling the discovery, the user can automate the process for
a defined time/ frequency.

If you select Scheduled discovery fill the below details.
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Occurrence Type | Weekly [s]
* RepeatOn [ ] Sun Mon [ Tue [|Wed [|Thu [|Fri []Sat
* Starts On 12/09/2020 12:58:47

*Ends (@) Mever

) After 2 Occurrences

on 12/08/2020

Summary  Weekly on Monday

Occurrence
Type Select the type of occurrence from the dropdown list.
The possible occurrences are:
« Daily
» Weekly
* Monthly
* Yearly.
*Repeat
on Select a day in the week to schedule the weekly discovery.

- ™
Note:
* Repeat on is visible only when the Occurence type is

selected as Weekly.

« If Occurence type is weekly, select a day in the week
to schedule the weekly discovery.

N

*Starts On | Select the date to start the scheduled discovery.

*Ends

Select the desired last discovery.
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» Never - Continues to discover the certificate.

« After - Stops the discovery process after the number of
occurrences entered in the field.

+ On - Stops the discovery process for the selected period from
the calendar.

( ot
Note: AppViewX will trigger the discovery certificates process for that
instance.

-

~

Discovery

Instance Name

Enter the name of the discovery instance.

Description

Enter the required details in this field.

[ Note: You can enter a maximum of 2000 words in the field.

[ Note: The asterisk (*) symbol indicates a mandatory field.

7. In the Discover By section, select/enter the details as follows.
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Discover By

You can either manually enter template details or upload afile.

* Discovery From Managed ADCs

vl ®
Add as Favorites Favorites 2]
Select all All  Selected Unselected o records found
AmazonELB: aws1234_387848027138 ~
Citri: Citrixv12_StandAlone_DM
Citrize:: Citrix_¥13.0
F5:F5V13_StandAlone_CC
F5:F5V12_Standalone_WVW o
Execute Batches Sequentially (6]
* Discovery Type (@) Al Certificates Certificates in Use @ I}

The following table describes the options available in the Discover By section:

*Discover
From Select the source from the dropdown list to discover a certificate. The possible sources
are:
» Managed WAFs
» Managed ADCs
» Managed Servers
+ Managed MDMs
* Managed Firewalls.
Devices
Window A list of all the managed devices will be shown in the devices window. Select devices

to discover certificates from.

« Add as Favorites - You search the desired device and add as favorites.
« All - You can see all the devices from the list.

» Select - You can see all the selected devices from the list. Unselect - You can see all
the unselected devices from the list.

 Delete - You can delete the favorite CAs from the list.

Note: The asterisk (*) symbol indicates a mandatory field.
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8. Select the Execute Batches Sequentially checkbox if required.

a. If enabled, Based on the minutes value provided in Interval Between Batches field AppViewX will

give the duration gap between each batch execution.

b. If disabled, Scanning Intensity can be decided. An increase in scanning intensity will increase the

scanning speed and network load. Maximum connections from a discovery engine will be chosen
based on the Scanning Intensity.
9. Click the check box to select the Certificate Type.
a. All Certificates
b. Certificate in Use - Certificates associated with a service that must be discovered
10. In the Discovery Rules section, select the Associate Rule from the dropdown list.

(o
Note: Set of filters created as a rule in the Rules menu. The selection of rules will apply
respective filters on discovered certificates.
N
11. In the After Discover section, select/enter the details as follows.
After Discover
* Move Certificate to Inventory with (@) Do not move Managed Manitared )]
Status
Usze Access Control Rule i
Cnly new certificates will be auto assigned to group based on rule
. Ifno rule matches certificates will be auto assigned to Default
group
* Certificate Group  Default - @

The following table describes the options available in the After Discover section:

*Move Certificate to

. Click the check box to select the desired move certificate to inventory
Inventory with Status

with status. The possible options are:

not be moved to inventory.

moved to inventory with status Managed.
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» Monitored - Newly discovered certificates and associated objects will
be moved to inventory with status Monitored.

Note: If the discovered certificates already exist in the
inventory, the certificate status will not be changed.

Use Access Control

Select the check box.
Rule

Note: If this checkbox is enabled, the certificate group will be
associated automatically by the rule in access control.

*Certificate Group
Select the certificate group from the dropdown list. Discovered

certificates will be associated with this provided group.

Note: If the discovered certificates already exist in the inventory,
its certificate group will not be changed.

[ Note: The asterisk (*) symbol indicates a mandatory field. ]

12. Click Discover or Schedule to perform an On-Demand or Schedule certificate discovery respectively.
13. Click Reset to reset the form and re-loads the page.

Certificate Authority Scan

AppViewX can communicate with CA and scan certificates. To discover certificates from a CA, the CA
account must be determined under the AppViewX Inventory settings.

To discover a certificate from CA,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.
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3. Click CERT+.
The CERT+ left navigation pane appears.
4. Expand CERTIFICATE DISCOVERY.
5. Click Discovery, and then select Certificate Authority Scan.

The Add Discovery page appears.

Onboard Certificates

=| appviewX Thu Dec 10 2020 0216:08 GMT+0530 1ST) £} 2 oY
Discovery : Certificate Authority Scan : Add Discovery
1 meeTeeT Discover Details
&£ CERTIFICATE ACTION * Discovery Run Type ® On-demand Schedule @
E CERTIFICATE INVENTORY * Discovery Instance Name ®
& AUTOMATION Descrption
~ o |
Di
Excluded from di
template details or upload afile.
@ ALERTS & LOGS
D CROUPS & POLICIES * Discovery From Certificate Authorities (6]
£ ADMINISTRATION * SelectCA  Digicert = )
6. In the Discover Details section, select/enter the details as follows.
Discover Details
* Discovery Run Type (@) On-demand Schedule D
* Discavery Instance Name  AppViewX @
Description AppViewX doctest
1982 remaining
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[Discover Details |

* Discovery Run Type

* Discovery Instance Mame

Description

Ccocurrence Type

* Starts On

* Ends

Summary

On-demand (@

Diaily

12092020 13:25:42

@/ Mever

) After

) On

Daily

2

12092020

Schedule ]

Cccurrences

The following table describes the options available in the Discover Details section:

*Discovery Run
Type

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

are:

wants.

a defined time/ frequency.

Click the checkbox to select the desired discovery run type. The possible types

» On-demand - The user can trigger a discovery manually whenever he/she

» Schedule - By scheduling the discovery, the user can automate the process for

If you select Scheduled discovery fill the below details.
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Occurrence Type Weekhy

-
[+
| S|

* RepeatOn ] Sun Mon [ | Tue [|Wed [|Thu []Fri []3at
* Starts On 12/09/2020 12:58:47
*Ends (@ Never

) After 2 Occurrences

Y on 12/09/2020
Summary Weekly on Monday

Occurrence

Type

Select the type of occurrence from the dropdown list.

The possible occurrences are:
* Daily

* Weekly

* Monthly

* Yearly.

*Repeat On
Select a day in the week to schedule the weekly discovery.

( Note: )

* Repeat on is visible only when the Occurence type is
selected as Weekly.

» If Occurence type is weekly, select a day in the week
to schedule the weekly discovery.

N

*Starts On  Select the date to start the scheduled discovery.

*Ends

Select the desired last discovery.
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» Never - Continues to discover the certificate.

« After - Stops the discovery process after a number of
occurrences entered in the field.

» On - Stops the discovery process for the selected period from
the calendar.

Note: AppViewX will trigger the discovery certificates process for that

instance.
Discovery Enter the name of the discovery instance.
Instance Name
Description
Enter the required details in this field.
[ Note: You can enter a maximum of 2000 words in the field. ]
[ Note: The asterisk (*) symbol indicates a mandatory field. ]

. In the Discover By section, select/enter the details as follows.

You can either manually enter template details or upload a file.

* Discovery From Certificate Authorities v ®

* Select CA ACM Private CA

o
v @

Q Search Add as Favorites Favorites 3]
m No records found
[] ACM Private CAzZacmpca

[ ACM Private CA:-AmazonCA2

[] ACM Private CA-ClientCA

P 8 88 LLLLLLELLLELELLELELELEL LD DS

The following table describes the options available in the Discover By section:
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*Discovery
From Select the source from the dropdown list to discover a certificate.
*Select CA
Select the CA from the dropdown list.
CA Window
List of all the managed CAs will be shown in the CA window. Select CAs to discover
certificates from.
« Add as Favorites - You search the desired CA and add as favorites.
« All - You can see all the CAs from the list.
 Select - You can see all the selected CAs from the list.
« Unselect - You can see all the unselected CAs from the list.
« Delete - You can delete the favorite CAs from the list.
[ Note: The asterisk (*) symbol indicates a mandatory field. ]

8. Starting version 2021.1.0, on selecting the ACM Private CA, the regions configurated corresponding to

the selected account are listed in the Region field.
" Region X us-easil X asia-southeast! X us-centrali

X europe-westl X us-westi

9. In the Discovery Rules section, select the Associate Rule from the dropdown list.

Note: Set of filters created as a rule in the Rules menu. The selection of rules will apply
respective filters on discovered certificates.

10. In the After Discover section, select/enter the details as follows.
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After Discover
* Move Cerificate to Inventory with iiil Do not move Managed Maonitored )]
Status
Usze Access Control Rule i
Only new certificates will be auto assigned to group based on rule
. Ifno rule matches certificates will be auto assigned to Default
grodip
* Certificate Group  Default - @

The following table describes the options available in the After Discover section:

*Move Certificate to
Inventory with Status

Click the check box to select the desired move certificate to inventory
with status. The possible options are:

» Do not move - Newly discovered certificates and associated objects will
not be moved to inventory.

» Managed - Newly discovered certificates and associated objects will be
moved to inventory with status Managed.

 Monitored - Newly discovered certificates and associated objects will
be moved to inventory with status Monitored.

Note: If the discovered certificates already exist in the inventory,
the certificate status will not be changed.

Use Access Control
Rule

Select the check box.

Note: If this checkbox is enabled, the certificate group will be
associated automatically by the rule in access control.

*Certificate Group

Select the certificate group from the dropdown list. Discovered

certificates will be associated with this provided group.
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Note: If the discovered certificates already exist in the inventory,

its certificate group will not be changed.

[ Note: The asterisk (*) symbol indicates a mandatory field. j

11. Click Discover or Schedule to perform an On-Demand or Schedule certificate discovery respectively.

(L N
Note: For EJBCA, the revoked certificates are not discovered. On discovery, the end

certificates are discovered based on the days configured in the CA settings, the expired
certificates are always discovered. The expiry days calculate from 0 - given value, for
example, 0 -1500. On discovery, all the root and intermediate certificates that expire before
100 years will be discovered along with the end certificates by default. The discovered

certificate count cannot be validated against the certificates present in the CA.
N J

12. Click Reset to reset the form and re-loads the page.

Cloud Scan

To discover certificates from a cloud, the cloud account must be determined under the AppViewX
Inventory settings.

To discover a certificate from cloud,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE DISCOVERY.

5. Click Discovery, and then select Cloud Scan.
The Add Discovery page appears.
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=| appviewX
CERT+ Discovery : Cloud Scan : Add Discovery

Thu Dec 10 2020 024313 GMT+0530(1ST) ¢} ? oY

o DASHBOARD Mﬂalls

& CERTIFICATE ACTION * Discovery Run Type

® oOn-demand Schedule 6]
E CERTIFICATE INVENTORY Discovery Instance Name ®
Description
&) AUTOMATION "
@ | CERTIFICATE DISCOVERY
xcluded from dis
template details or upload a file.

© ALERTS 8 LOGS

* Discovery From Cloud v D

© GROUPS & POLICIES
#  ADMINISTRATION

Cloud device select All

CApAVIRs avght 234

6. In the Discover Details section, select/enter the details as follows.

Discover Details

* Discovery Run Type (@) On-demand Schedule D

* Discovery Instance Name Apphiewi ®

Description AppViewX doctest

1582 remaining
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[Discover Details |

* Discovery RunType () On-demand (@ Schedule )
* Discovery Instance Mame Eg - Name 6l
Description Description

Ccocurrence Type Daily "" ;

* Starts On | 12/09/2020 13:29:42

*Ends (@ MNever

| After s Cccurrences

“on 124092020

Summary Daily

The following table describes the options available in the Discover Details section:

*Discovery Run

Type Click the check box to select the desired discovery run type. The possible types

are:

» On-demand - The user can trigger a discovery manually whenever he/she
wants.

» Schedule - By scheduling the discovery, the user can automate the process for
a defined time/ frequency.

If you select Scheduled discovery fill the below details.
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Occurrence Type  Weekly |
* RepeatOn [ ] Sun Mon [ ] Tue [|Wed [|Thu []Fri []Sat
* Starts On 12/09/2020 12:58:47

*Ends (@) Mever

() After 2 Occurrences

on 12/08/2020

Summary Weekly on Monday

Occurrence
Type Select the type of occurrence from the dropdown list.
The possible occurrences are:
* Daily
* Weekly
* Monthly
* Yearly.
*Repeat On

Select a day in the week to schedule the weekly discovery.

( Note: )

* Repeat on is visible only when the Occurence type is
selected as Weekly.

+ If Occurence type is weekly, select a day in the week
to schedule the weekly discovery.

N

*Starts On | Select the date to start the scheduled discovery.

*Ends

Select the desired last discovery.
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» Never - Continues to discover the certificate.
« After - Stops the discovery process after a number of
occurrences entered in the field.
» On - Stops the discovery process for the selected period from
the calendar.
(4 ™
Note: AppViewX will trigger the discovery certificates process for that
instance.
N /
Discovery Enter the name of the discovery instance.
Instance Name
Description
Enter the required detalils in this field.
_ I
Note: You can enter a maximum of 2000 words in the field.
J
_ I
Note: The asterisk (*) symbol indicates a mandatory field.
J

7. In the Discover By section, select/enter the details as follows.
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Discover By

You can either manually enter template details or upload afile.

* Discovery From Cloud D

Cloud device Select All

O AWS:aws1234
O AcCm
O 1AM
O Cloudfront

Execute Batches Sequentially @

The following table describes the options available in the Discover By section:

*Discover From | Select the source from the dropdown list to discover a certificate.

Cloud Device A list of all the managed cloud devices will be shown in the window. Select

Window devices to discover certificates from.
[ Note: The asterisk (*) symbol indicates a mandatory field. ]

8. Select the Execute Batches Sequentially checkbox if required.

a. If enabled, Based on the minutes value provided in Interval Between Batches field AppViewX will
give the duration gap between each batch execution.

b. If disabled, Scanning Intensity can be decided. An increase in scanning intensity will increase the
scanning speed and network load. Maximum connections from a discovery engine will be chosen
based on the Scanning Intensity.

9. In the Discovery Rules section, select the Associate Rule from the dropdown list.

Note: Set of filters created as a rule in the Rules menu. The selection of rules will apply
respective filters on discovered certificates.
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10. In the After Discover section, select/enter the details as follows.

After Discover
* Move Cerificate to Inventory with iiil Do not move Managed Maonitored )]
Status
Use Access Control Rule iH]
Only new certificates will be auto assigned to group based on rule
. Ifno rule matches certificates will be auto assigned to Default
group
* Certificate Group  Default M

The following table describes the options available in the After Discover section:

*Move Certificate to
Inventory with Status

Click the check box to select the desired move certificate to inventory
with status. The possible options are:

» Do not move - Newly discovered certificates and associated objects
will not be moved to inventory.

» Managed - Newly discovered certificates and associated objects will
be moved to inventory with status Managed.

» Monitored - Newly discovered certificates and associated objects will
be moved to inventory with status Monitored.

Note: If the discovered certificates already exist in the inventory,
the certificate status will not be changed.

Use Access Control
Rule

Select the check box.

Note: If this checkbox is enabled, the certificate group will be
associated automatically by rule in access control.

*Certificate Group

Select the certificate group from the dropdown list. Discovered
certificates will be associated with this provided group.
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Note: If the discovered certificates already exist in the inventory,
its certificate group will not be changed.

[ Note: The asterisk (*) symbol indicates a mandatory field. j
Click Discover or Schedule to perform an On-Demand or Schedule certificate discovery respectively.
o ™
Note: For EJBCA, the revoked certificates are not discovered. On discovery, the end
certificates are discovered based on the days configured in the CA settings, the expired
certificates are always discovered. The expiry days calculate from 0 - given value, for
example, 0 -1500. On discovery, all the root and intermediate certificates that expire before
100 years will be discovered along with the end certificates by default. The discovered
certificate count cannot be validated against the certificates present in the CA.
N /

Click Reset to reset the form and re-loads the page.

Scanning Uploaded Certificates

You can upload individual certificates or you can zip a group of certificates and then add them. For

Windows-related servers and CA communication, an agent should be installed and configured in

AppViewX.

To scan the uploaded certificate,

1.
2.

Log in to AppViewX application with valid credentials.
Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATEDISCOVERY.

. Click Discovery, and then select Upload.

The Add Discovery page appears.
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Thu Dec 10 2020 02:53:07 GMT+0530 (IST) {4 7 oY

Discovery : Upload : Add Discovery

&5 CERTIFICATE ACTION * Discovery Instance Name o
B CERTIFICATE INVENTORY Description

AUTOMATION

@ | CERTIFICATE DISCOVERY

template details or upload a file.

fom  Upload vl @

Upload |6}

GROUPS & POLICIES * Choose File

ADMINISTRATION
Comments

PSP LLPPPLLLLLPPIPILPPILILILLLILPIPIPIPILLILLIPLLSS

6. In the Discover Details section, enter the Discovery Instance Name and Description.
7. In the Discover By section, select/enter the details as follows.

Discover By

You can either manually enter template details or upload a file.

-

* Discovery From Upload v O

* Choose File CAfakepath\cn=appviewx_cagw_clisnt.p1 Upload )]

* File Password | ‘

Comments comments

The following table describes the options available in the Discover By section:

*Discover | Select the source from the dropdown list to discover a certificate.

From
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*Choose
File Click Upload and select the certificate you want to upload into the system, then click

Open.

* You can also upload encrypted keys in the <.zip>, <.tar>, or <tar.gz> file To upload
certificates in bulk, you can create a <.zip>, <.tar>, or <tar.gz> file containing all the
certificates and then click upload.

* You can upload any of the following file types in the <.zip>, <.tar>, or <tar.gz> file:
<.crt>, <.cer>, <.der>, <.p7b>, <.p7c>, <.pem>, <.pfx>, <.jks>, <.p12>.

* File
Enter the file password.
Password P
Note: If the user uploads a password protected file, they need to enter file
password.
Comments

Enter the necessary comments if required.

[ Note: The asterisk (*) symbol indicates a mandatory field. ]

8. In the Discovery Rules section, select the Associate Rule from the dropdown list.

Note: Set of filters created as a rule in the Rules menu. The selection of rules will apply

respective filters on discovered certificates.

9. In the After Discover section, select/enter the details as follows.
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After Discover
* Move Cerificate to Inventory with iiil Do not move Managed Maonitored )]
Status
Usze Access Control Rule i
Only new certificates will be auto assigned to group based on rule
. Ifno rule matches certificates will be auto assigned to Default
grodip
* Certificate Group  Default - @

The following table describes the options available in the After Discover section:

*Move Certificate to

. Click the checkbox to select the desired move certificate to inventory with
Inventory with Status

status. The possible options are:

» Do not move - Newly discovered certificates and associated objects will
not be moved to inventory.

» Managed - New discovered certificates and associated objects will be
moved to inventory with status Managed.

 Monitored - New discovered certificates and associated objects will be
moved to inventory with status Monitored.

Note: If the discovered certificates already exist in the inventory,
the certificate status will not be changed.

Use Access Control

Select the checkbox.
Rule

Note: If this checkbox is enabled, the certificate group will be
associated automatically by the rule in access control.

*Certificate Group
Select the certificate group from the dropdown list. Discovered

certificates will be associated with this provided group.
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Note: If the discovered certificates already exist in the inventory,

its certificate group will not be changed.

[ Note: The asterisk (*) symbol indicates a mandatory field. j

10. Click Discover or Schedule to perform an On-Demand or Schedule certificate discovery respectively.

11. Click Reset to reset the form and re-loads the page.

Discovery Status

» Overview

» Excluding Unmanaged Certificate
» Filtering Discovered Certificates
» Exporting Discovered Certificates
* Aborting Certificate Discovery

» On-Demand Discovery Process

» Scheduled Discovery Process

Overview

The Discovery status provides a summary of a Discovery launched from a schedule and On-demand.
Filters can be applied to certificates during discovery to filter them. For example, certificates that are
necessary to be part of this discovery instance can be ignored but can be rediscovered later, or if it has to
be excluded from discovery can be set to excluded so it will not be rediscovered. Certificates can be set

to monitored or managed states individually based on their use.
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=| appviewX FriDec 112020 01:49:38 GMT+0530(1ST) ¢4 ? &
CERT+ Discovery Status : On-demand Move Next/Previous page
2 —_—
Search Field i + Create Discov 85 Act 1t0 18 of 18 3
& orsmonm T reate iscovery | [ 88 Acians v || 110 18 0 c
n [0 Hame Dy i i y Source yT... User Name Discovery Status % Rediscover ime Last modified Timz
CERTIFICATE ACTION ]
dsuasd IP Range On-demand admin © Failed > 202021:26:09  12M0/2020 21:26:21
Check Box Bt
& CERTIFICATE INVENTORY O  Appviewx#7 Doctest Managed ADCs Scheduled admin ® Success » H e 40015
“ & Dekte Certificate Count
O iprange = IP Range On-demand admin © Failed [ i | o 12M10/202010:4710  1210/2020 10:47:21
ITOMATION
O Ap| Doctest Managed ADCs Scheduled admin ® Success > 9763 12/09/2020 14:08.01 12/09/2020 141007
92 CERTIFICATE DISCOVERY o "
2 O test — IP Range On-demand  admin © Falled oMo eto0201333. Refresh Button
Certificate Actions
[  ipragen scan — IP Range On-demand admin © Aborted - (euw/202015:27:27  12/08/2020 15:4521
O  ipnge1z3 - IP Range On-demand admin © Aborted > Q0 12/08/2020 15:2515  12/08/2020 15:26:57
O Doctest Managed ADCs Scheduled admin ® Success > 768 12/08/2020 14:08:01 12/08/2020 14:09:51
O Doctest Managed ADCs Scheduled admin ® Success » Q768 12/07/2020 15:12:02  12/07/2020 15:28:49
ALERTS & LOGS O Doctest Managed ADCs Scheduled admin © Failed > 20 12/06/2020 14:08:00  12/06/2020 14.08.04
[0  WanagedADCDiscovery B Managed ADCs On-demand admin © Failed » 20 12/03/2020 14:05:38  12/03/2020 14.05:39
© GROUPS & POLICIES
[m| UploadDiscovery = Upload On-demand admin @ Success 2o 12/02/2020 17:41:27  12/02/2020 17:41:33
ERMIE SAMATION O  subnetDiscovery — Subnet On-demand  admin ©Success P 20 12/022020 17:36:17 | 12/02/2020 17:36:40
O uploadSectigocerts - Upload On-demand admin @ Success 293 12/02/2020 13:01:50  12/02/2020 13:01:54
O  cert_mgmt - IP Range On-demand admin ® Success > Q48 11/30/2020 20:10:42 11/30/2020 20:11:09
O lISDIscopveerypart o Managed Servers On-demand admin ® Success > % Q306 11/30/2020 19:08:28 11/30/2020 19:22:35

The following table describes the options available in the Discovery Status home page:

Search Field Searches for the given keyword(s) in the field and results in the dashboard that
matches the search keyword(s).

Check Box Allows you to select a certificate from the list.

Create You can create a new discovery based on requirements.
Discovery

Certificate Allows to rediscover, abort, and delete the certificates.
Actions

Certificate Displays the number of certificates available in the list.
Count

Next/Previous | Arrow mark allows you to move next and previous page.

page

Refresh Button | Refreshes the related tabs.

Excluding Unmanaged Certificate

To exclude the unmanaged certificates,
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1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

w

Click CERT+.

The CERT+ left navigation pane appears.

Expand CERTIFICATE DISCOVERY.

5. Click Discovery Status, and then select On-Demand.

The On-Demand page appears.

=| appviewX

Discovery Status : On-demand

Onboard Certificates

FriDec 112020 11:50:19 GMT+0530(ST) 1 2 oY

+ Create Discovery 89 Actions v 1to 18 of 18 8]
DASHBOARD
O name Description Discovery Source  Discovery T... User Name Discovery Status Start Time Last modified Time:
CERTIFICATE ACTION O | asdasd — IP Range On-demand admin @ Failed > 20 1210/2020 21:26:09  12/10/2020 21.26:21
CERTIFICATE INVENTORY Doctest Managed ADCs Scheduled admin @ Success P 9768 12/10/2020 14:08:00 121102020 14:09:35
O | iprange — IP Range On-demand admin @ Failed > 20 121012020 10:47:10  1210/2020 10:47:21
O Doctest Managed ADCs Scheduled admin @ Success > Q768 12/09/2020 14:08:01  12/08/2020 14:10:27
CEXIERCERNSCe Ry O test — P Range On-demand  admin o Failed & 20 1200002020 133340 12/00/2020 13:33:42
O ipr: scan — IP Range On-demand admin @ Aborted L4 20 12/08/2020 15:27:27  12/08/2020 15:45:21
IP Range On-demand admin © Abonted 4 20 12/08/2020 15:25:115  12/08/2020 15:26:57
pctest Managed ADCs Scheduled admin @ Success L4 2763 12/08/2020 14:08:01 12/08/2020 14:09:51
Excluded fr
xdugedirom O Doctest Managed ADCs Scheduled  admin ©Success b 9768 1207/202015:42:02  12/07/2020 15:28:49
O Doctest Managed ADCs Scheduled admin © Failed > 20 12/06/2020 14:08:00  12/06/2020 14:08:04
ALERTS & LOGS
O - Managed ADCs On-demand  admin © Failed > 20 12/03/2020 14:05:38  12/03/2020 14:05:39
© GROUPS & POLICIES
O | UploadDiscovery — Upload On-demand admin @ Success 20 12/022020 17:41:27  12/02/2020 17:41:33
# ADMINISTRATION [0 | subnetDiscovery — Subnet On-demand admin ® Success b [-1] 120202020 173617 12/02/2020 17:36:40
O uploadsectigocerts — Upload On-demand admin @ Success 213 12022020 12:01:50  12/02/2020 12:01:54
O cer_mamt — IP Range On-demand admin @ Success > Q4s 11/30/2020 20:10:42  11/30/2020 20:11:09
O 1ISDIscopy — Managed Servers On-demand admin @ Success > 2396 11/30/2020 19:08:28  11/30/2020 19:22:35
= uppviewX Fri Dec 11 2020 11:53:08 GMT+0530 (IST] o7 O i
Discovery Status : Scheduled
Q
+ Create Discovery g5 Actions « 1to 1of1 (&)
ol DASHBOARD
Name Description Discovery Source Schedule Type Last Execution Time Next Execution Time
&4 CERTIFICATE ACTION v|| Appviewx Doctest Managed ADCs Daily 12M10/2020 14:08:00 12/11/2020 14.08:00

CERTIFICATE INVENTORY

AUTOMATION

| CERTIFICATE DISCOVERY |  —

[==cm)

Rule:

Excluded from

ALERTS & LOGS

© GROUPS & POLICIES

ADMINISTRATION

6. In the certificate list view, click on the name of the certificate.
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7. Click Certificates on left of the pane.

The Certificates list page appears.

| &)

Total certificates - 768

Appviewx #7

Discovered Certificates

Password Protected
Certificates

Encrypted Private Keys

N

Description

=

Joooooooooooooooo®aon

Discovery Source

Managed ADCs

Common Name

® f5y14.appviewx.com
appviewx.com
localhastlocaldomain
localhostlocaldomain
servert.appviewx.com
sdet_f5v13_3399_1
test456.appviewx.com

bigip1
GeoTrust Universal CA

Camerfirma Corporate Server - ...
D-TRUST Root Class 3CAZEV 2.

Cybertrust Japan Public CA G3
KPN PKloverheid EV CA
Halcom Root CA

Advanced Pseudonymous e-Szig..

thawte Primary Root CA- G3
SAPO Class 4 Root CA
Certinomis - Easy CA G2
ARR Issuinn CAR

05:43:40:D0:A2.C4.CC:8 1 11FAABST. .
0A'32:91:33:35:AD:3D:FF3F33B2E2:.

07:81:D3
1A

60:01:97:B7:46:A7:EAB4B4:9ADE:4B:...

03

DO:0F:5C:93:48: F3.7E:2C:16:20:53:41....

13:CD:77:16:00:00:00:00:00:03

Halcom Root CA

Microsec e-Szign.

SAPOClass 4R,

thawte Primary R..

Onboard Certificates

Baltimore CyberT...
Staat der Nederla.

Certinomis - Roo...
ABB Intermediate

8. In the certificate common name list, select the certificate that you want to exclude.

9. Click Actions, and then select Exclude.

The Exclude pop up window appears.

Selected cerificate(s) will be removed from the current discovery
instance and will be added to Excluded from discovery list. Do you
want to exclude?

Yes

Discovery Status Start Time Last modified Time More Details
® Success  » o763 12/10/2020 14:08:00 12/10/2020 14:09:35
[#1 Export B3 Actions w [l Columns 110 100 of 768 >
Serial Number = Monttor ommon ... New Object(s) Discovery Sourc
% EEAT:01:87:A4E0:20:8 ¥ Interm... F5V13_Stand ~
% £8:10:9C:2C:06:9AC4:7 ¥ Manage KInterm_ F5V13_Stand
% B0:0335FCATIAAZ ¢ gn0re {ocaldo.. F5V13_Stand
%  12:D9:6B:7B tlocaldo.. F5V13_Stand
4 O75E43EE63BAFFE| | Excluce K Interm... F5V43_Stand
% | 14:5C:96:14 sdet fov13_3399... F5V13_Stand
%  CHBA29:6B:BT7B.CHOC AppWiewX Interm. F5V13_Stand
% 0B:27:CO 8024316c-e5e7-4... F5V13_Stand
01 GeoTrust Univers.. F5V13_Stand
62:1FF3:1C:48:9B:A1:36 Chambers of Co... F5V13_Stand
09:83F4 D-TRUST Root C. F5V13_Stand

F5V13_Stand
F5V13_§tand
F5V13_Stand
F5V13_§8tand
F5V13_Stand
F5V13_5tand
F5V13_Stand
F5V13 Stan}d ©

10. Note: Excluded certificates will be removed from the current discovery instance and will be

added to the Excluded from discovery inventory.

Click Yes.

The pop-up message appears as Selected certificate(s) are removed from the current discovery

instance and added to “Excluded from Discovery” list.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

77



Onboard Certificates

Filtering Discovered Certificates

AppViewX provides smart discovery features options such as Monitor, Manage, Ignore, and Exclude.
Discovery results can also be exported as <.csv> and <.xIs> files. Certificate Discovery can also be
aborted once started.

Certificates discovered can be set to one of these states:

» Monitor - Discovered certificate status will be updated as Monitored.
» Manage - Discovered certificate will be moved to inventory with status as Managed.

* Ignore - Discovered certificate will be removed only from the current discovery instance and can be

rediscovered.

» Exclude - Discovered certificate will be excluded from discovery and will be added to Exclude from
Discovery Inventory.

To set the discovered certificate to Monitor/Manage/lgnore/Exclude,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE DISCOVERY.

5. Click On-Demand, and then select Discovery Status.
The On-demand page appears.
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FriDec 112020 11:50:19 GMT+0530(1IST) % ? oY

+ Create Discovery % Actions w 110 18 of 18 (8]
DASHBOARD
Name Description Discovery Source Discovery T... User Name Discovery Status Start Time Last modified Time
COURICATE SCHOS asdasd — IP Range On-demand  admin © Failed » -1 12002020 24:26:00  12M0/2020 21:26:21
SrrrrELE T Appy Doctest Managed ADCs Scheduled admin © Success b Q768 12/10/2020 14:08:00  12/10/2020 14:00:35
iprange - IP Range On-demand admin @ Failed 4 20 12/10/2020 10:47:10  12/10/2020 10:47:211
AUTOMATION
Appvier Doctest Managed ADCs Scheduled admin @ Success » 2768 12/09/2020 14:08:01 12/09/2020 14:10:27
CHURICATEINSCOVHUY test — IP Range On-demand  admin © Failed > 20 12/00/2020 13:33:40  12/00/2020 13:33:42
ipragen scan — IP Range On-demand admin © Aborted > 20 12/08/2020 15:27:27  12/08/2020 15.45:21
On Demand IP Range On-demand  admin © Aborted > 20 12/08/2020 15:25:15  12/08/2020 15:26:57
duled octest Managed ADCs Scheduled admin @ Success & Q768 12/08/2020 14:08:01  12/08/2020 14:09:51
O Doc test Managed ADCs Scheduled admin @ Success P ©768  1207/2020 1512:02  12/07/2020 15:28:49
O Doctest Managed ADCs Scheduled admin @ Failed > 1] 12/06/2020 14:08:00  12/06/2020 14:08:04
ALERTS & LOGS
O - Managed ADCs On-demand admin @ Failed > 29 12/03/2020 14:05:38  12/03/2020 14:05:39
© GROUPS & POLICIES
O UploadDiscov — Upload On-demand admin & Success L1l 12/02/2020 17:41:27  12/02/2020 17:41:33
#3  ADMINISTRATION O  subnetisco — Subnet On-demand admin @ Success L4 20 12/02/2020 17:36:17  12/02/2020 17:36:40
O uploadSectigocerts — Upload On-demand admin @ Success 213 12/02/2020 13:01:50  12/02/2020 13:01:54
O  cert_mgmt — IP Range On-demand admin @ Success » 248 11/30/2020 20:10:42 11/30/2020 20:11:09
O II8DIscopv — Managed Servers On-demand admin @ Success L4 Q395 11/30/2020 19:08:28 11/30/2020 19:22:35
=| appviewX FriDec 112020 11:53:08 GMT+0530 1ST) ¢4 7 9 &
Discovery Status : Scheduled
a
+ Create Discovery 8% Actions v Tto 10f1 [&
ol DASHBOARD
Name Description Discovery Source Schedule Type Last Execution Time Next Execution Time
&4 CERTIFICATE ACTION ~I1| Appviewx Doctest Managed ADCs Daily 12110/2020 14:08:00 12/11/2020 14:.08:00

B CERTIFICATE INVENTORY

& AuTOMATION

CERTIFICATE DISCOVERY -

Excluded f

ALERTS & LOGS

GROUPS & POLICIES

ADMINISTRATION

6. Click the discovery name from the list.

7. Click Certificates on the left of the pane.

The Certificates list page appears.
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— . Description
(&) Appviewx #7

Total certificates - 768 o

Discovered Certificates
Password Protected (0]
Certificates

Encrypted Private Keys [ 1]

doooooooooooooooorOod

Avr * * * v v v v v v w v v v v v v w v ¥

Onboard Certificates

Discovery Source Discovery Status Start Time Last modified Time More Details
Managed ADCs ® Success B ©768 12/10/2020 14:08:00 12/10/2020 14:09:35
[@1 Export 55 Actions w [l Columns 1to 100 of 768 >
Common Name Serial Number = Monitor ommon ...  New Object(s) Discovery Sourc
® 5v14 appviewx com %  EEA4T:01:87:A4ED:29:8 K Interm... F5V13_Stand ~
appviews.com % 68:10:9C:2C:06:9A.C4:7| ' Manage ¥ Interm... F5V13_Stand
localhostlocaldomain % B0:03:35FC:AT11A2] X lgnore tlocaldo.. F5V13_Stand
localhostlocaldomain % 12D9BBTB localdo. F5V13_Stand
server! appviews.com % O7SE4IEEEIBAFFS|C Exclde interm... F5V13_Stand
sdet fov13_3399_1 % | 14:5C:96:14 sdet_f5v13_3399. F5V13_Stand
® test456.appviewx.com % (C5:B6:29:68:B7:7B:C6:0C AppViewx Interm... F5V13_5tand
bigip1 % 0B:27:CO 80243f6c-efe7-4. F5V13_Stand
GeoTrust Universal CA 01 GeoTrust Univers.. F5v13_Stand
Camerfirma Corporate Server |- ... 62:1FF3:1C:48:9B:A1:36 Chambers of Co. F5v13_5tand
D-TRUST Root Class 3CAZEV2... 09:83F4 D-TRUSTRootC... F5V13_5tand

Cybertrust Japan Public CA G3
KPN PKloverheid EV CA
Halcom Root CA

Advanced Pseudonymous e-Szig..

thawte Primary Root CA- G3
SAPO Class 4 Root CA
Certinomis - Easy CA G2
ARR I==inn CAR

05:43:40:D0°A2:C4 CC:8111:FAABR3T:
0A32:91:33:35.AD:3DFF.3F33.B2.E2.. .

07.B1.D3
1A

60:01:97:B7:46:A7T-EA'B4B4:9A'D6:4B:

03

DO:0F:5C:93:48 F37E:2C16:20:53:41....

13:CD:77:16:00:00:00:00:00:03

Baltimore CyberT.
Staat der Nederla..
Halcom Root CA
Wicrosec e-Szign..
thawte Primary R.
SAPO Class 4R.
Certinomis - Roo...
ABB Intermediate...

F5V13_Stand
F5V13_Stand
F5v13_Stand
F5V13_Stand
F5V13_Stand
F5V13_Stand
F5v13_Stand
F5v13 Stan)d e

8. A pie chart is drawn/displayed when the below tabs are clicked and each is segregated based on the

11.

color codes:

« Discovered Certificates

» Password Protected Certificates

» Encrypted Private Keys

Click Actions, and then select Monitor or Manage or Ignore or Exclude.

The pop-up window appears.

Click Yes.

Exporting Discovered Certificates

To export discovered certificates,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

. Click CERT+.

The CERT+ left navigation pane appears.
4. Expand CERTIFICATE DISCOVERY.
5. Click Discovery Status, and then select On-Demand.
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The On-demand page appears.

=| appviewX FriDec 112020 11:5019 GMT+0530(IST) &} 2 %

Discovery Status : On-demand

+ Create Discovery 5% Actions ~ 110 18 of 18 Q
DASHBOARD
O nName Description Discovery Source Discovery T... User Name Discovery Status Start Time Last modified Time
O | asdasd — IP Range On-demand admin @ Failed > 20 1210/2020 21:26:09  12/10/2020 21.26:21
CERTIFICATE INVENTORY Appuie Doc test Managed ADCs Scheduled  admin ® Success b Q768 12/10/2020 14:08:00  1210/2020 14:09:35
iprange - IP Range On-demand admin @ Failed > 20 12102020 1004710 121002020 1004721
AUTOMATION
Doctest Managed ADCs Scheduled admin @ Success L4 2763 12/09/2020 14:08:01 12/09/2020 14:10:27
CERRRICATE INSCOVERY test — IP Range On-demand  admin © Failed > 20 1200012020 13:33:40  12/09/2020 13:33:42
ipragen scan — IP Range On-demand admin © Aborted > 20 12/08/2020 15:27:27  12/08/2020 15.45:21
Demand IP Range On-demand  admin @ Aborted > 20 12/08/2020 15:25:15  12/08/2020 15:26:57
ule heduled oc test Managed ADCs Scheduled admin © Success b Q758 12/08/2020 14:08:01  12/08/2020 14:09:571
Excluded i O Doc test Managed ADCs Scheduled admin ® Success b Q768 12/07/2020 1512:02  12/07/2020 15:28:49
) O | Appviews#3 Doctest Managed ADCs Scheduled admin @ Failed > Q0 12/06/2020 14:08:00  12/06/2020 14:08:04
ALERTS & LOGS
O — Managed ADCs On-demand admin @ Failed 4 20 12/03/2020 14:05:38  12/03/2020 14:05:39
GROUPS & POLICIES
O ' uploadDiscovery — Upload On-demand admin @ Success 20 12/02/2020 17:41:27  12/02/2020 17:41:33
¥ ADMIHISTRATION [0 subnetDisco — Subnet On-demand admin @ Success > 20 12022020 17:36:17  12/02/2020 17:36:40
O | uploadse certs - Upload On-demand admin @ Success 213 12/02/2020 12:01:50  12/02/2020 13:01:54
O t_magmt — IP Range On-demand admin @ Success L4 243 11/30/2020 20:10:42 11/30/2020 20:11:09
O | usoiscopy - Managed Servers On-demand admin @ Success 4 2396 11/30/2020 19:08:28  11/30/2020 19:22:35
appviewX FriDec 112020 115308 GMT+0530 (IST) ¢4 ? 9 i
Discovery Status : Scheduled
Q
+ Create Discovery 88 Actions v 1to 10f1 0
ol DASHBOARD
Name Description Discovery Source Schedule Type Last Execution Time Next Execution Time
&4 CERTIFICATE ACTION v|| Appviewx Doctest Managed ADCs Daily 12M10/2020 14:08:00 12/11/2020 14.08:00

B CERTIFICATE INVENTORY

& AuToMATION

@ | CERTIFICATE DISCOVERY

ALERTS & LOGS

@ GRroUPS & POLICIES

ADMINISTRATION

6. In the certificate list view, click on the name of the certificate.
7. Click Certificates on left of the pane.

The Certificates list page appears.
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— Description Discovery Source Discovery Status Start Time Last modified Time More Details
(&) Appviewx #7
" = Managed ADCs ® Success B ©768 12/10/2020 14:08:00 12/10/2020 14:09:35
[ Export B% Actions v [l columns 1to 100 of 768 >
Total certificates - 768 - | e [ common Name Serial Number = Montor pmmon ... HNew Object(s) Discovery Sourc
4 O ema appviewx.com %  EEA4T:01:87:A4ED:29:8 K Interm... F5V13_Stand ~
’ appviews.com % G310:9C:2C06:94C47 ¥ Manage #Interm... F5V13_Stand
4 O localhostlocaldomain % B0:03:35FC:AT11A2] X lgnore tlocaldo.. F5V13_Stand
3 O localhostlocaldomain %  12D9:6B:7B localdo. F5V13_Stand
+ O ® sewvert appiewscom % O7SE4IEEEIBAFFS|C Exclde interm... F5V13_Stand
2 O sdet fov13_3399_1 % | 14:5C:96:14 sdet_f5v13_3399. F5V13_Stand
v O ®@test4ss appviewx.com % (C5:B6:29:68:B7:7B:C6:0C AppViewx Interm... F5V13_5tand
v O ® bigip1 & 0B:27.CY B0243f6c-e5e7-4. F5V13_Stand
O GeoTrust Universal CA 01 GeoTrust Univers.. F5v13_Stand
] O Camerfirma Corporate Server |- ... 62:1FF3:1C:48:9B:A1:36 Chambers of Co. F5v13_5tand
4 O D-TRUST Root Class 3CAZEV 2. 09:83F4 D-TRUSTRootC... F5V13_5tand
Discovered Certificates 4 O Cybertrust Japan Public CA G3 05:43:40:D0:A2:C4:CC:81:11:FAAB3T . Baltimore CyberT. F5v13_Stand
v O KPM PKloverheid EV CA 0A32:91:33:35.AD3DFF3F33.B2E2...  Siaal der Nederla.. F5V13_Stand
Ezim:{s;mmeu @ | O e racemrooica 07:B1:D3 Halcom Root CA F5V13_Stand
v O Advanced Pseudanymous e-Szig.. 1A Wicrosec e-Szign.. F5Vv13_Stand
Encrypted Private Keys o ¥ O thawte Primary Root CA- G3 60:01:97:B7-46:AT.EA'B4:B4:9AD6:4B:_ thawte Primary R. F5v13_Stand
4 O SAPO Class 4 Root CA 03 SAPO Class 4 R. F5V13_Stand
+ O Certinomis - Easy CA G2 DO:0F:5C:93:48 F3.7E:2C:16:20:53:41:...  Certinomis - Roo... F5V13_Stand
(v ] ARA |ssuinn CA A 13:CD:77:16:00:00:00:00:00:03 ABB Intermediate... F5V13 Stan)d e

8. In the certificate common name list, select the certificate that you want to Export.
9. Click Export.
The Export popup window appears.

Group(s} undefined

Options

& Al Columns Displayed Columns
Format

& CSY xS

10. Select the desired Options and Format in the Export popup window.
11. Click Export.
The selected certificates are exported to your local machine.

Aborting Certificate Discovery

Steps to abort discovered certificates,
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1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

Expand CERTIFICATE DISCOVERY.
5. Click Discovery Status, and then select On-Demand.

The On-Demand page appears.

Uppviewx FriDec 112020 11:50:19 GMT+0530 (ST} #3 ? oY

Discovery Status : On-demand

+ Create Discovery % Actions w 110 18 of 18 (8]
DASHBOARD
Name Description Discovery Source Discovery T... User Name Discovery Status Start Time Last modified Time:
CERTIFICATE ACTION asdasd — IP Range On-demand  admin @ Failed > 1] 12/10/2020 21:26:09  12M0/2020 21:26:21
ST e T Appui Doctest Managed ADCs Scheduled admin © Success b Q768 12/10/2020 14:08:00  12/10/2020 14:09:35
iprange — IP Range On-demand admin @ Failed L4 20 12/10/2020 10:47:10  12/10/2020 10:47:21
AUTOMATION
Appvi Doctest Managed ADCs Scheduled admin @ Success & Q768 12/09/2020 14:08:01  12/09/2020 14:10:27
A B SCOV e test — IP Range On-demand  admin © Failed > 20 12/00/2020 13:33:40  12/00/2020 13:33:42
1pri scan — IP Range On-demand admin @ Aborted > 20 12/08/2020 15:27:27  12/08/2020 15:45:21
IP Range On-demand admin @ Aborted > 20 12/08/2020 15:25:15  12/08/2020 15:26:57
oc test Managed ADCs Scheduled admin & Success > Q763 12/08/2020 140801 12/08/2020 14.09:51
O Doctest Managed ADCs Scheduled admin @ Success 4 a76s 12/07/2020 1512:02  12/07/2020 15:28:49
O Doctest Managed ADCs Scheduled admin ® Failed > L 1] 12/06/2020 14:08:00  12/06/2020 14:08:04
ALERTS & LOGS
O — Managed ADCs On-demand admin @ Failed L4 20 12/03/2020 14:05:38  12/03/2020 14:05:39
) GROUPS & POLICIES
O | uploadbisee - Upload On-demand admin @ Success 20 12022020 17:41:27  12/02/2020 17:41:33
#  ADMINISTRATION [0  subnetDiscovery — Subnet On-demand admin @ Success > 20 12/02/2020 17:36:17  12/02/2020 17:36:40
[0 | uploadsectigocerts — Upload On-demand  admin ® Success 213 12/02/2020 13:01:50  12/02/2020 13:01:54
O | cet_mamt — IP Range On-demand admin @ Success & Qa3 11/30/2020 20:10:42  11/30/2020 20:11.09
O ISDIscopy — Managed Semvers On-demand admin @ Success > Q395 11/30/2020 19:08:28  11/30/2020 19:22:35
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=| appviewX Fri Dec 112020 11:53:08 GMT+0530 (ISTy {3 7
CERT+ Discovery Status : Scheduled
+ Create Discovery 5 Actions « 1to 1of1
oll DASHBOARD
Name Description Discovery Source Schedule Type Last Execution Time Next Execution Time
&4 CERTIFICATE ACTION + ~I| Appviewx Doctest Managed ADCs Daily 12/10/2020 14:08:00 12/11/2020 14:08:00

B CERTIFICATE INVENTORY +

& AUTOMATION +

| CERTIFICATE DISCOVERY |  —

===

Rules 1edul

Excluded from discovery

D ALERTS & LOGS

© GROUPS & POLICIES

#* ADMINISTRATION

6. In the certificate list view, click on the discovery instance name of the certificate.
7. Click Actions, and then select Abort.

On-Demand Discovery Process

Steps to schedule on-demand discovery process,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE DISCOVERY.

5. Click Discovery Status, and then select On-Demand.
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=| appviewX Tue May 252021 15:07:04 GMT=0630 I1ST) £} ? oY
Discovery Status : On-demand
a atures
Discovery Status - On-demand x
ol DASHBOARD « View all the historic discovery instances triggered

discovery result

& CERTIFICATE ACTION

B CERTIFICATE INVENTORY
instances.

& AUTOMATION

@ CERTIFICATE DISCOVERY

Discovery

. [

Rules Scheduled

Excluded from discovery

@ ALERTS & LOGS

© croursa POLICIES

£ ADMINISTRATION

6. Click Discover Now.
The Add Discovery page appears.

Discovery Status : On-demand : Add Discovery

Discover Details

* Discovery Run Type (@) On-demand Schedule ®
" Discovery Instance Name @

Description Description

Discover By

You can either manually enter template details or upload a file
* Discovery From IP Range v D

* Start IP ®

“EndIP

//////W/C,W?‘/////(////f/////////

7. Select Discovery Run Type as On-demand in the Add Discovery page.

8. Enter the Discovery Instance Name and Description in the respective fields.

9. In the Discover By section, you can either manually enter the details or upload a file.
10. Click Add.
11. Make sure that the detail is listed in the record section.
12. Select the Execute Batches Sequentially check-box if required.
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13. Increase the Scanning Intensity as required.

14. Select the Skip Full Scan if required.

15. In the Device discovery option, select the required discovery from the drop-down list.
16. In the Discovery Rules section, select the Associate Rule from the drop-down list.
17. In the After Discover section, enter/select the details as required.

18. Click Password Vault if you want to discover any encrypted certificate.

19. Click Discover.

Scheduled Discovery Process

» Overview

» Scheduled Discovery Process

Overview

If Discovery Run Type is selected as Scheduled, the discovery can be run multiple times at the scheduled
time automatically.

Scheduled Discovery Process

While creating discovery, it can run On-Demand or at a Scheduled time. On-Demand can be selected if
needed to run the certificate discovery process only once. Discovery can be scheduled if needed to run
the certificate discovery process one or more times in the scheduled duration.

Scheduled Discovery Process

Steps to schedule the scheduled discovery process,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE DISCOVERY.

5. Click Discovery Status, and then select Scheduled.
The Scheduled discovery page appears.
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Q h features

ol DASHBOARD
£ CERTIFICATE ACTION
B CERTIFICATE INVENTORY

& AUTOMATION -

| CERTIFICATE DISCOVERY | —

Discovery

Excluded from discovery

@ ALERTS & LOGS

GROUPS & POLICIES

£ ADMINISTRATION

6. Click Schedule.

Discovery Status : Scheduled

The Add Discovery page appears.

Discovery Status : Scheduled : Add Discovery

Discover Details

* Discovery Run Type

" Discovery Instance Name

Description

Qccurrence Type

* Starts On

* Ends

Summary

7. Select Discovery Run Type as Schedule on the Add Discovery page.

On-demand (@ Schedule

Daily

04/20/2021 19°52°44

@) Never
After 2 Occumrences
On 04/20/2021

Daily

ched:ile | (_Danc_el

Here you can schedule a discovery.
=
®
®
v

Onboard Certificates

Tue May 25 2021 15:23:42 GMT+0530(IST) 3 ? o

. Reset

8. Enter the Discovery Instance Name and Description in the respective fields.

9. Occurrence Type: You can select the frequency of the discovery process in this section. You can

choose between Daily, Weekly, Monthly, and Yearly.
10. Starts On: You can select the start date and time for the discovery process in this field.

11. Ends: In this section, you can choose between the following:
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a. Never: You can select this option if you never want the discovery process to end.
b. After a specific number of occurrences: You can enter the number of occurrences after which you
want the discovery process to stop in this field.
c. On: You can enter the date by when you want to end the discovery process.
12. In the Discover By section, you can either manually enter the details or upload a file.
13. Click Add.
14. Make sure that the detail is listed in the record section.
15. Select the Execute Batches Sequentially check-box if required.
16. Increase the Scanning Intensity as required.
17. Select the Skip Full Scan if required.
18. In the Device discovery option, select the required discovery from the drop-down list.
19. In the Discovery Rules section, select the Associate Rule from the drop-down list.
20. In the After Discover section, enter/select the details as required.
21. Click Password Vault if you want to discover any encrypted certificate.
22. Click Schedule.

Discovering Rules

* Overview
* Creating New Rule

* Deleting Rule

Overview

Discovering certificates are one-time activity and not required to continue for each discovery. You can
optimize the discovered data by criteria, which helps to filter the necessary certificates. To enable an
optimization filter, CERT+ provides a rule engine. You can set a rule to include or exclude any criteria on
the discovery. For example, you can exclude certificates from the test CA present in the infrastructure that

are not required to be managed by the production CLM server.

As an advanced use case, you can map a custom logic as a visual workflow template over the filtered
certificates. You can provide the custom logic to be applied to certificates and the AppViewX will assist

you with templates.

Creating New Rule

To create a new Rule,
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1. Log in to AppViewX application with valid credentials.
2. Click on the menu button.
The left navigation pane appears.
3. Click CERT+.
The CERT+ left navigation pane appears.
4. Expand CERTIFICATE DISCOVERY.
5. Click Rules, and then click Create New Rule.
The Create New Rule page appears.

Canalo Miw Fule

e

6. On the Create New Rule popup window, enter a unique name for the rule. You can also enter a
description for the rule.

7. In the Rule Conditions section, you can specify the type, operation, and criteria of the rule.

8. If you want to compare certificate(s) from the Exclude from discovery list and ignore it, you can
enable that option. Based on this discovery, the discovered certificates that were already excluded and
stored in the Excluded from discovery inventory, will automatically be excluded.

9. To associate a workflow with your rule, you can select your workflow from the Associate Workflow
drop-down list.

Only workflows that were already created appear in this list. To create a workflow, go to Menu >>
Studio >> Workflow and click Design. Ensure that you map the workflow to the Certificates. Only

then it will appear in the Rules section.
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" Mame
Description
Category Cenificate ¥
Subcategory Ceificate-Discove ¥ -

[e= ] =]

If you want to email the rule details to the email address(es), you can enter the email addresses
separated by a comma in the Email Address section.
Click Save.

Deleting Rule

To delete a rule,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.

N o o1 b~

The left navigation pane appears.

. Click CERT+.

The CERT+ left navigation pane appears.

. Expand CERTIFICATE DISCOVERY.

. Click Rules.

. From the Rule Name list, select the rule that you want to delete.
. Click Actions, and then select Delete.

= appviewX Mon Aug 24 2020 11:27:12 GMT+0530 (IST) 1 ? oy

more v + Create New Rule B8 Actions v ltolof1 (&)

& AUTOMATION Rule Name Referenced Discovery Description @ Delete iide Used Certificate
TestRule Demo purpose

My
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Excluded from Discovery

« Certificate

* Network

Certificate

This feature helps you if you do not want a certificate or a list of certificates to be discovered. You can

exclude those certificates from getting discovered.

To exclude certificates,

1. Log in to AppViewX application with valid credentials.

. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

. Click CERT+.

The CERT+ left navigation pane appears.

. Expand CERTIFICATE DISCOVERY.

5. Click Excluded from discovery.

6. Click Certificate and select the type of discovery that was run to view all the historic discovery

instances triggered.

7. Click on the name of the discovery to view details about the discovery result.

8. Click Certificates from the left pane to view a list of discovered certificates.

9. Select the certificates that you want to exclude from the discovery list.

10.
11.

Click Actions, and select Exclude. The Exclude popup window appears.
Click Yes.

Note: Excluded certificates will be removed from the current discovery instance and will be
added to the Excluded from discovery inventory.

Network

» Create Execution List

» Disable Execution List
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» Enable Execution List

» Delete Execution List

Create Execution List

This feature helps you add a list of IP addresses and/or Subnets to be excluded from a Network Scan

Discovery. Unlike Rules (Provide Link to Discovery > Rules) that have provisions to exclude IP addresses

post the discovery, this feature excludes the IP addresses/Subnets before the discovery is triggered.

To exclude certificates,

1. Log in to the AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+. The CERT+ left navigation pane appears.

4. Expand CERTIFICATE DISCOVERY.

5. Click Excluded from discovery > Networks.

=| appviewX

Server Certificate

- Groups All Certificates L =
¥ AUTOMATION
M}r E'HJCFTI":HDWE L |_| CDITI mon Nﬂ'“e
My Requests ; v [ anonymous S
v [J @ *sanjeeviniwellness.com 4,
o  CERTIFICATE DISCOVERY
v [ @ C4D S5L client SSL Client. . o
Discovery
r [ @ anonymous G,

Discovery Status

Rules @ * =anjeeviniwellness.com et
Excluded from discovery Certificate et
aﬁ

{0} ALERTS & LOGS
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6. On the Network execution page, click on +Create Execution List to exclude discovery from the

network scan.

Excluded from Network Scan

] Exclude Network
Mo records found

+ Create Exclusion List

Status

7. Enter the fields below to exclude Ips/subnets from being discovered by network scan.

*Exclude List Name

Enter the name of the list that needs to be

excluded.

*Exclusion By

Select custom/upload from the dropdown list.

If upload is selected, then a new field *Upload
File appears.

(g
Note: Refer to the sample template to
check the format and how the input (IP/

file.
-

Subnet) must be provided and upload the

~

J

* Exclusion By Upload b

*Upload File ou can upload .xIsx (or) .xls (or) .csv file

Uploaded details will be added au

Maximum of 5000 exclusion list is allowed

ally. Download Sample Template

*Exclude List
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Subnet Example — 192.168.1.1/24,

IP Address Range Example — 192.168.1.1 —
192.168.1.10.
[ Note: The asterisk (*) symbol indicates a mandatory field. j

8. Once the fields are entered, click Add.
9. The table is populated with the values. All these IPs/Subnets will be excluded from the network scan.

] Delete Al 1102 of 2
O Exclude Network Status
(] 1801.1.0 & Valid
& Valid

[l 192.168.1.1

m‘ Reset H Cancel

10. Click Save. The networks that are excluded from the network scan will be listed as shown in the
screen shot presented below. The exclusion list would exclude the IP addresses/subnets from the

current discovery operation.

Note: If an excluded IP address/Subnet was previously discovered and is already part of the
inventory, the current discovery operation cannot change that. The user will need to manually

delete the certificates related to that entry from the inventory.

Excluded from Network Scan

=+ Create Exclusion List

Status

|:| Exclude Network
(] Test1  Enabled
(] test2 & Enabled
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Disable Execution List

When exclusion lists are created, they are in the Enabled State by default. This means that while doing
Network Scan, these are automatically selected in the Excluded Lists from the discovery and the user
cannot deselect them while doing discovery. If the user wants to have an option of selecting/deselecting

the exclusion list on the Network Scan page, they need to disable the list on the Exclusion List inventory.

1. Log in to the AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE DISCOVERY.

5. Click Excluded from discovery > Networks.

=| appviewX

Q Search menu

Server Certificate

- Groups All Certificates L =
& AUTOMATION
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v [ @ *sanjeeviniwellness.com 4,
o  CERTIFICATE DISCOVERY
v [ @ C4D S5L client SSL Client. . o
Discovery
r [ @ anonymous o,

Discovery Status

Rules @ * sanjeeviniw 4,
Excluded from discovery Certificate a,
a*

{0} ALERTS & LOGS
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6. On the Network execution page, choose the network that needs to be disabled from the execution list

and click on the button.

Excluded from Network Scan

+ Create Exclusion List ]:] Delete
O Exclude Network Status
Test1 & Enabled
O test2 (& Enabled

7. On the confirmation pop-up that appears, click Yes.
8. The network is now disabled and it can be discovered from a network scan.

Excluded from Network Scan

+ Create Exclusion List

O Exclude Network Status
O | Testt x Disabled
O test2 & Enabled

Enable Execution List

In order to enable the disabled networks from being excluded, follow the below steps,

1. Log in to the AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE DISCOVERY.

5. Click Excluded from discovery > Networks.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

96



Onboard Certificates

=| appviewX

Server Certificate

Groups All Certificates ' =
My Workflows v+ [] Common Name
My Regquests 2 v [ anonymous o,

v [ @ *sanjeeviniwellness.com &

00 CERTIFICATE DISCOVERY

» [ @ C4D S5L client SSL Client.. &,

Discovery
. » (] @ anonymous &

Discovery Status
Rules v [ @ *sanjeeviniwellness.com &

Excluded from discovery Certificate rd &,

“

L) ALERTS & LOGS

6. On the Network execution page, choose the network that needs to be enabled by clicking on the

button.

Excluded from Network Scan

+ Create Exclusion List ]:[ Delete N ®

O Exclude Network Status
Test1 x Disabled
ad test2 & Enabled

7. On the confirmation pop-up that appears, click Yes.
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8. The network is now enabled and it can be discovered from a network scan.

Excluded from Network Scan @ Operation Performed Successfully 9

=+ Create Exclusion List

O Exclude Network Status
O Testi ¥ Enabled
O test2 % Enabled

Delete Execution List

In order to delete networks from being excluded, follow the below steps,

1. Log in to the AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE DISCOVERY.
5. Click Excluded from discovery > Networks.
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=| appviewX

Server Certificate

Groups All Certificates ' =
My Workflows v+ [] Common Name
My Requests 5 v [ anonymous G,

v [ @ *sanjeeviniwellness.com &

00 CERTIFICATE DISCOVERY

» [ @ C4D S5L client SSL Client.. &,

Discovery
. » (] @ anonymous &

Discovery Status
Rules v [ @ *sanjeeviniwellness.com &

Excluded from discovery Certificate rd &,

“

{3} ALERTS & LOGS

6. On the Network execution page, choose the network that needs to be deleted by clicking on the

button.

Excluded from Network Scan

+ Create Exclusion List ]:[ Delete Ve @‘
| Exclude Network Status
Test1 & Enabled
O test? & Enabled

7. On the confirmation pop-up that appears, click Yes.
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8. The network is now deleted and it can be discovered from a network scan.

ALY LS, » L] UCCCSSIUIny -~

Excluded from Network Scan

+ Create Exclusion List

O Exclude Network Status
O test2 (& Enabled

Staying in Sync with Network Devices or Servers

» Overview

* Certificate Sync with Device

Overview

Important to ensure certificates are in sync with network devices. This is achieved via a cronjob which
regularly fetches the config and updates the data.

Certificate Sync with Device

AppViewX has this cronjob named Device and Certificate Synchronization which syncs the configuration
file for the eligible devices and thus refreshes the list of certificates available in the inventory from that
device. The respective device must be managed in AppViewX. By default, this cronjob runs every day at
3 A.M. This job can be customized to run at a specific time using the Job Scheduler section. Users can
customize the frequency of the trigger via cronjob.

To view this job,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand Administration, and then select Job Scheduler.

5. Check the TaskName field and locate the Device and Certificate Synchronization job under that.
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This is the job being used for certificate sync with devices.
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Chapter 3: Manage Devices

* Inventory Actions

» Device Pre-requisite

» ADC Pre-requisite

» Firewall and Web Application Firewall (WAF) Pre-requisite
« Server Pre-requisite

» Cloud Service Management

Inventory Actions

* Inventory Actions

» Manually Fetch the Configuration for a Device
* Delete Device

* Export Device Details

 Import Devices

» Customizing Columns

» Manage Device

» Pagination

» Unmanage Device

Inventory Actions

To do any actions in the inventory, the user should have ACF permissions to access the inventory page
and its various actions as mentioned in the screenshot.
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Manually Fetch the Configuration for a Device

If the latest configuration in the device needs to be pulled into AppViewX, those devices can be selected,
and fetch config can be triggered. AppViewX will communicate with the device and pull the latest
configuration available in the device and persist in AppViewX.

To manually get the configuration for a device,

1. Log in to AppViewX application with valid credentials.

2. Click the EMenu > Inventory > Device.
By default, the ADC tab opens.

3. If the device is not listed on the screen, run a search to locate it.

4. Click the checkbox beside the device name. If you want to fetch configurations for multiple devices of
the same type, select their checkboxes, too.
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5. Click the Fetch Config button in the Command bar.
6. A notification appears at the top of the screen stating, "Fetch config has been triggered for the

device.

Delete Device

To delete the device from the inventory,

1. Log in to AppViewX application with valid credentials.
2. Click the Menu > Inventory > Device.
By default, the ADC tab opens.
3. Select the desired device to delete.
4. Click the Delete button in the Command bar.
The Delete confirmation modal appears.
5. Click Yes to delete the selected device.

Note: To discard the deletion, click No. The device details and configurations will be
permanently deleted from AppViewX. If the deleted device is onboarded again, it will be
considered as onboarding a new device.

Export Device Details
The device details, which are available in the Device Inventory page can be exported into an Excel file.

To export the details of one or more devices,

1. Log in to AppViewX application with valid credentials.
2. Click the Bmenu > Inventory > Device.
By default, the ADC tab opens.
3. If the device you want to export is not listed on the screen, run a search to locate it.
4. Click the checkbox beside the device name. If you are exporting details of multiple devices of the

same kind, select the checkboxes for each one.

5. Click the [ Export icon in the Command bar at the upper right of the screen.
6. On the Export pop-up screen that appears, select the type of information you want to export.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 104



Manage Devices

Export X

Options

@ All Columns
() Displayed columns
() Columns to modify data and import

« All Columns - Select this option if you want to export all information about the device.

« Displayed columns - Select this option if you want to export only the information that is visible on
the Device screen. This is useful if you need to compare values or settings for different devices and

do not have any need to see the less important data.

» Columns to modify data and import - Select this option if you are exporting device details to make

modifications and then re-import the data into the Device Inventory.

7. On the screen that opens, select the location where you want the device details file to go, then click
Save.
8. The details are then downloaded as an Excel <xis> file.

Import Devices

Device import provides a hassle-free experience in onboarding multiple devices into AppViewX in
one single step. For onboarding multiple devices, the details should be filled in the excel sheet in the
predefined format and can be uploaded to AppViewX and from there AppViewX will dynamically onboard

all the devices available in the sheet.

To import devices using a <.csv> file,

1. Log in to AppViewX application with valid credentials.
2. Click the Menu > Inventory > Device.
By default, the ADC tab opens.
3. Click the Import icon in the Command bar.
4. On the Import screen that appears, navigate to the location of the import file, then select it.
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5. Click Import to add the devices and their details to the Inventory.

Note: When the file is uploaded with improper structure or incorrect data, the import process
will terminate with the errors highlighted.

Customizing Columns

The columns in the Device Inventory page are highly customizable as per the user's convenience. Any
column can be hidden, added, or alter in the order of columns.

To customize columns,

1. Log in to AppViewX application with valid credentials.
2. Click the Menu > Inventory > Device.

By default, the ADC tab opens.
3. Click the Columns icon in the Command bar.

The Columns pop-up opens.

Columns

Salecied columns: i Select all Or Resel to prévious column selection

« Device name ACCESS Type
Sync groupichuster Symnec status
1P addressFQON Saarial mumber
WVendor Resgistration kiy
Maodules Expiration
Dt oot — Sanice check
Varsion — CHscovery Source
Status

Port

Data cemer

Report

Lasi managed time

Lass config updated tme
Device groups

Credential type

4. In the Columns pop-up, you can modify the columns by doing any of the following or in combination:
a. Select or deselect the desired columns to be displayed.

b. Alter the order of the column by dragging the column name to the desired order.
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c. Select all the available columns by clicking the Select all checkbox.
d. Reset to the previous column selection by clicking the "Reset to previous column selection".
5. Click the Save button.

Note: The saved column selection/order changes only at the user level and will remain the

same until user changes it again.

6. Click the Cancel button to discard the changes.

Validating the Column selection

Once the user selects the columns to be displayed on the inventory page and saves the data, the device

inventory page will be reloaded again with the selected columns.
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Manage Device

To manage devices,

1. Log in to AppViewX application with valid credentials.
2. Click the Menu > Inventory > Device.
By default, the ADC tab opens.

3. Note: If you try to manage a device that is already in managed state or unmanaged a device
that is already in an unmanaged state, an error message appears at the top of the screen.

If the device you want to manage is not listed on the screen, run a search to locate it.

Validating the Manage Action

Once the devices are moved from Unmanaged status to Managed status, the config fetch will be triggered
to those devices and the device status will be updated.
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Pagination

Pagination is being used to display many devices into discrete pages. So, the user can configure the
number of device details to be displayed on a page and he can navigate to the previous and the next
page using the previous and the next icon.

1. Log in to AppViewX application with valid credentials.
2. Click the Menu > Inventory > Device.

By default, the ADC tab opens.

3. Select the number of records to be displayed on the device inventory page.
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4. Select the Previous or Next icon to move to the previous or next page.

Unmanage Device

This action is being used to move the device to the unmanaged status from the managed status in the
AppViewX application. If the devices are in ‘Unmanaged’ status, the midnight config fetches, and other
features like Syslog, Statistics, Write actions will be disabled for those devices.

1. Log in to AppViewX application with valid credentials.
2. Click the Menu > Inventory > Device.
By default, the ADC tab opens.

3. Note: If you try to manage a device that is already in managed state or unmanaged a device

that is already in an unmanaged state, an error message appears at the top of the screen.
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If the device you want to unmanage is not listed on the screen, run a search to locate it.

4. Click the checkbox beside the device name.

5. To start managing the device, click the | | Unmanage button in the Command bar at the top of the

screen.

Validating the Unmanaged Action

Once the devices are moved from Unmanaged status, the config fetch will be triggered to those devices

and the device status will be updated.
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Device Pre-requisite

A user can discover applications or configurations and certificates associated with the applications from

devices. For this CERT+ needs to login to the devices using its credentials. Devices can be inventoried

on CERT+ by adding them under relevant categories of devices such as ADC, Servers, Firewall, WAF, or

Cloud. Following are some pre-requisites that a user has to ensure while adding the device to Inventory.

ADC Pre-requisite

IP Address/ IP Not Applicable | Not Applicable [IP Address |IP Address
FQDN Address/ IP Address/
FODN FQDN
Note:
Device
must
not be
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added with
Cluster IP.
User Privilege
« CLI/ * Super- * Client token | « Access Key | * Username/| « Username/
WEB/ user * Client Secret | « Secret Key Password Password
XAPI access * Access * Region + Credential
access | ¢ System Token List
» Read/ admin » Host URL » AppViewX/
write role for CyberArk
access all the
tenants.
Enable Required | Not Not Applicable | Not Applicable [ Not Not
Password Applicable Applicable | Applicable
License Check | Not Not Not Applicable | Not Applicable | Yes Not
Applicable | Applicable Applicable
Services Port Port Port number: | Port Port
and Prot for number: | number: 443 (Outbound | number: 443  |number: 22 | * Outbound
AppViewX 22,88, |22,443, |from (Outbound (SSH) Access
communication |and 443 |and 5514 | AppViewX Internet from
(to receive |to Manage access is AppViewX
Syslog on | Device and required to for SSH
AppViewX | Perform manage the service
from AVI) | Akamai ELB in AWS.) *HTTPS
Actions.) service
Internet Not Not Required Required Not Required,
Access/Proxy |Required |Required Required if needs to
if required be accessed
with a Public
IP address.
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Location from
which the
certificates
are discovered
if Certificate
Managed

No
specific
location

No specific
location( use
API's to get
certificate

details)

Not Applicable

Manage Devices

Not Applicable [ CERT+
(Certificates Discovery
that are is not
assigned to supported

the listeners
will be
discovered by
AppViewX)

CERT+
Discovery
is not
supported

IP Address/ IP Address/ IP Address/ IP Address |IP Address/FQDN IP Address/
FQDN FQDN FQDN FQDN
User Privilege Access to Nginx
* Super-user * Admin * Username [ |stalled configuration | ° Super-
access. access Password | |ocations and access user
» Username/ * TMSH » Credential |ty check the syntax of access
Password access List Nginx. conf and restart
« Credential * Username | AppViewx/ | the Nginx service to or
List Password CyberArc
. . apply changes. . ACCESS
» AppViewX/ * Credential
. to LBDN
CyberArk List
i objects
AppViewx/
that need
CyberArk
to be
managed
from
AppViewX
Enable Not Applicable Not Not Not Applicable Not
Password Applicable Applicable Applicable
License Check |Not Applicable |Yes Yes Yes Not
Applicable
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Services Port number: | Port Port number: 22 and Port
and Prot for * Outbound 22 and 443 | number: 22 | any custom port for number:
AppViewX Access from (SSH) stats 443 or
communication| APPViewX custom port
for SSH & to access
HTTPS service API calls
(Default/
Custom Port
Information is
required)
+ Outbound
access to
port 5514 is
required for
Citrix Device
to forward
the Syslog to
AppViewX
Internet Required, if Not Required |Not Not Required Not
Access/Proxy |needs to be Required Required
if required accessed
with Public IP
address.
Location from letc/nginx/conf.d/ or Not
. Certs are parsed |/config/ CERT+ . .
which the any custom location Applicable
- only from /flash/ [ filestore/ Discovery
certificates
. nsconfig/ssl/ files_d/ is not
are discovered | -
< >
it Certificate directory partition>_d/ | supported
certificate_d/ /gtc/
Managed
httpd/conf/
ssl.crt/ /etc/
pkiftls/certs/
V10
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[/config/ssl/
ssl.crt/ /etc/
httpd/conf/
ssl.crt/ /etc/
pkiftis/certs/

Manage Devices

Firewall and Web Application Firewall (WAF) Pre-requisite

IP Address/
FQDN

IP address /
FQDN

IP address /
FQDN

IP address /
FQDN

IP address /
FQDN

IP address /
FQDN

User Privilege

« Username /

» Username /

» Username /

« Username /

« Username /

Password Password Password Password Password
* Credential List | » Credential | « Credential | + Credential + Credential List
AppViewx/ List List List AppViewx/
Cyberark AppViewx/ AppViewx/ AppViewx/ Cyberark
Cyberark Cyberark Cyberark
Enable Required Not Required | Not Required | Not Required |Required
Password

License Check

Not Required

Not Required

Not Required

Not Required

Not Required

Services

and Prot for
AppViewX
communication

Port number: 22
(SSH)

Port number:
22 (SSH)

Port number:
443 (API)

Port number:
443 (API)

Port number: 22
(SSH, till R77)
and 443 (API,
from R80)

Internet Access/
Proxy if required

Not Required

Not Required

Not Required

Not Required

Not Required

Location from
which the
certificates

Certificates
are fetched by
issuing a direct

Not
supported
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are discovered |command to the direct API call | direct API call |issuing a direct
if Certificate device through to the device. |to the device. |command to the
Managed. SSH. device through
SSH.
Directory in the
device are /web/
conf/server.crt
/web/conf/
server.key
Note For VW action For VW For VW For VW For VW action
items, you need |action items, [actionitems, |actionitems, |items, you need
credentials with | you need you need you need credentials with
write privilege. credentials credentials credentials write privilege.
with write with write with write
privilege. privilege. privilege.
IP Address/ IP address / IP address / IP address/ |IP address / IP address /
FQDN FQDN FQDN FQDN FQDN FQDN

User Privilege

« Username /

« Username /

« Username /

* Username /

» Username /

Password Password Password Password Password
* Credential * Credential * Credential * Credential List | » Credential List
List List List AppViewx/ AppViewx/
AppViewx/ AppViewx/ AppViewx/ Cyberark Cyberark
Cyberark Cyberark Cyberark
Enable Required Not Required | Not Required | Not Required Not Required
Password

License Check

Not Required

Not Required

Not Required

Not Required

Not Required
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Port number:

Port number:

Port number:

Port number:
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Port number: 22

and Prot for 22 (SSH, till 22 (SSH) 443 (API) 443 (API) (SSH) and 443
AppViewX R77) and 443 (API)
communication | (API, from
R80)
Internet Not Required | Not Required |[Not Required |Not Required Not Required
Access/Proxy
if required
Location from - Certificates Not supported _ _
which the Certificates are fetched [/config/ [/config/
- are fetched by L filestore/files_d/ | filestore/files_d/
certificates by issuing
. issuing a direct . <partition>_d/ <partition>_d/
are discovered a direct
. - command to certificate_d/ /etc/| certificate_d/ /etc/
if Certificate command
h i h f h f
Managed. the device 0 device ttpd/conf/ ttpd/conf/
th h SSH. l. te/pki l. te/pki
rough SS through SSH. ssl.crt/ /etc/pki/ | ssl.crt/ /etc/pki/
tis/certs/ tis/certs/
Directory in the
device are V10 V10
/web/conf/ [/config/ssl/ [/config/ssl/
server.crt ssl.crt/ /etc/httpd/ | ssl.crt/ /etc/httpd/
conf/ssl.crt/ /etc/ | conf/ssl.crt/ /etc/
/web/conf/ . .
webfcon pkiftis/certs/ pki/tls/certs/
server.key
Note For VW For VW For VW For VW action For VW action
action items, action items, |action items, |items, you need |items, you need
you need you need you need credentials with | credentials with
credentials with | credentials credentials write privilege. write privilege.
write privilege. | with write with write
privilege. privilege.
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Operating All Linux All Linux Windows Windows Windows All Linux
System Flavour Flavour Flavour
IP Address/ IP Address |IP Address |FQDN FQDN FQDN IP Address
FQDN
User Privilege
» Username { * Username /| » Username /| » Username /| « Username [ « Username
Password Password Password Password Password | Password
* Adminor | +Adminor |- Local * Local * Local + Admin or
sudo user | sudo user admin or admin or admin or sudo user
privilege privilege Domain Domain Domain privilege
Admin Admin Admin
Enable Not Not Not Not Not Not
Password Applicable | Applicable | Applicable Applicable Applicable |Applicable
License Check |Not Not Not Not Not Not
Applicable | Applicable Applicable Applicable Applicable [ Applicable
Services Port Port Port number: | Port number: | Port Port
and Port for number: 22 | number: 22 | 5985 5985 number: 22 [ number: 22
AppViewX (SSH) (SSH) and (Powershell), | (Powershell), | (SSH) (SSH)
Communication Reset Port | 135 (Native |135 (Native
API/WMI), | API/WMI) ,
445 (network [ 445 (network
drive), drive),
and 8999 and 8999
(Appviewx (Appviewx
agent port) agent port)
Internet Not Not Need access | Need access | Need Not
Access / Proxy |Applicable [Applicable to Agent to Agent access Applicable
If Required installed in installed in to Agent
Client env Client env installed in
Client env
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Enter Path/ Customized | Customized | Not Not Customized | Yes,
Location Applicable Applicable JKS Weblogic Dir
path
Location Certificates | Certificates | Windows Windows JKS File Keystore/
from which defined defined Store Store location truststore
Certificates under under entry
are discovered | Virtualhost |Connector defined in
If Certificate of tag of <config.xml>
managed <httpd.conf> | <server.xml> File location
File location | File location
Supported SNI | Yes No No Not Not No
feature Applicable Applicable
Multiple Yes Yes Not Not Not Yes
Instance Applicable Applicable Applicable
Support
Supported Cert | <.pem>, <.pem>, <.pfx> <.pfx> <.jks> <.jks>
Format <.crt>, and |<.crt>,
<.cer> <.cer>,
<.jks>,
<.keystore>,
and
<.truststore>
Operating System | All Linux All Linux Flavour [ All Linux/ All Linux Windows
Flavour Windows flavour | Flavour
IP Address/FQDN | IP Address IP Address IP Address IP Address | FQDN
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User Privilege

» Username / » Username / * GUIl Username /| » Username | « Username
Password Password and Password/ Password Password

* Admin or wasadmin * Rest port e Admin or |« Admin or
sudo user Username/ * Admin or sudo sudo user | sudo user
privilege pasword user privilege privilege privilege

* Wadm « Admin or sudo
username user privilege

and password

Enable Password | Not Applicable | Not Applicable | Not Applicable Not Not
Applicable |Applicable

License Check Not Applicable | Not Applicable | Not Applicable Not Not
Applicable [ Applicable

Services and Port | Port number: 22 [ Port number: Port number: 22 | Port Port

for AppViewX (SSH) 22 (SSH) and (SSH) number: 22 | number: 22
Communication Reset Port (SSH) (SSH)
Internet Access/ | Not Applicable |Not Applicable | Not Applicable Not Not

Proxy If Required Applicable [ Applicable
Enter Path/ Yes, Wadm Yes,Websphere | Not Applicable Yes Yes
Location installation Path | Dir path

Location from Keystore/ Keystore/ Cert/Local/ Customized | <.kyr>
which Certificates |truststore entry |truststore entry |Pubcert/ Location Location
are discovered defined in defined in SharedCert

If Certificate <config.xml> <security.xml> [ folder of IBM

managed File location File location DATAPOWER

Supported SNI No No No No No
feature

Multiple Instance |No No No Not Yes
Support Applicable
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Supported Cert
Format

<.jks>

<.jks>

All format of
certificates(except | certificates

<jks> and <kdb>)

All format of | All format of

certificates

Operating System

All Linux Flavour

All Linux Flavour

All Linux Flavour

APS 6.0.0 (build

* Username /
Password
« Admin or sudo user

privilege

» Username /
Password

* Admin or sudo
user privilege

IFNK) (arch
x86_64)
IP Address/FQDN [ IP Address IP Address IP Address API Link
User Privilege HSM must be

* Username /
Password

* Admin or sudo
user privilege

initialized and the
user must have
access to APS
API

Enable Password

Not Applicable

Not Applicable

Not Applicable

Not Applicable

License Check

Not Applicable

Not Applicable

Not Applicable

Not Applicable

Services and Port
for AppViewX
Communication

Port number: 22 (SSH)

Port number: 22
(SSH)

Port number: 443

No

Internet Access /
Proxy If Required

Not Applicable

Not Applicable

Not Applicable

Need Access to
the appliance API

which Certificates
are discovered
If Certificate

managed

under Connector/
sslrealam tag of
standalone <.xml> File
location

defined under
Server Block of
<nginx.conf> File
location

Enter Path/ No Customized Customized HSM must be
Location initialized
Location from Certificates defined Certificates Certificates Via API

defined under
plugins of
<rabbitmqg.conf>
File location
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Supported SNI No Yes No No
feature

Multiple Instance |No Yes No No
Support

Supported Cert <.jks> <.pem>, <.crt>, <.pem>, <crt>, [<.prem>
Format and <.cer> and <.cer>

Cloud Service Management

» Overview

* Prerequisites

* Cloud Device Inventory

* AWS

* Azure

» Apache SSM integration specification
 Functional Specification

» Generic Linux SSM Integration Specification

* Instances Discovery Specification

Overview

AWS cloud instance has been integrated with AppViewX using SSM, which is an inbuilt agent supported
by AWS. In this document, the pre-requisites required for integrating AWS EC2 instances with AppViewX
and the basic functionality have been explained.

Supported Vendors

Linux (OS) Web Service

Native AWS

Apache Y(19.4)
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Generic Linux |Y(19.4)

JBoss Y(20.1)

MQ Server Y(20.1)

NGNIX Y(20.1)

Rabbit MQ | Y(20.1)

My SQL Y(20.1)

Windows (OS) | Web Service

RapidSB AWS
Apache Y(20.2)
Tomcat Y(20.2)

Prerequisites

Manage Devices

The following are the pre-requisites only for the EC2 services. For the other services, we do not have any

pre-requisites.

* A dedicated/Shared S3 bucket with R/W and delete access is required.

» SSM should have command execution and document creation access.

» EC2 instances should have a working SSM agent with an EC2 Instance role associated with it for

discovery.

+ For adding a cloud account we need AWS API keys(Access key/Secret key).

* IAM policy configuration for EC2:

“Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor0",

“Effect™: "Allow",

Copyright © 2022 AppViewX, Inc. All Rights Reserved.
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"Action™: [
"ssm:SendCommand",
"ec2:Describelnstances”,
"ec2:DescribeRegions",
“ssm:GetDocument",
"ssm:CreateDocument”

1

"Resource": "*"

"Sid": "VisualEditor1",

"Action™: [
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject"

1

"Resource": [

"arn:aws:s3:::name_of_dedicated_bucket_created_for_appviewx"

[ Note: For the other services, the IAM policy will be shared based on the ask. j

Limitation

Only the processes on the Linux platform are supported.

Prerequisites

The following are the pre-requisites only for the EC2 services. For the other services, we do not have any
pre-requisites.

« A dedicated/Shared S3 bucket with R/W and delete access is required.

« SSM should have command execution and document creation access.
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« EC2 instances should have a working SSM agent with an EC2 Instance role associated with it for
discovery.

« For adding a cloud account we need AWS API keys(Access key/Secret key).

* IAM policy configuration for EC2:

"Version": "2012-10-17",
"Statement": [

{

"Sid": "VisualEditor0",

"Action™: [
"ssm:SendCommand",
“"ec2:Describelnstances”,
"ec2:DescribeRegions",
"ssm:GetDocument”,
"ssm:CreateDocument”

1

"Resource™: "*"

"Sid": "VisualEditor1",

"Action™: [
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject"

I

"Resource": [

"arn:aws:s3:::name_of_dedicated_bucket_created_for_appviewx"
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[ Note: For the other services, the IAM policy will be shared based on the ask.

Limitation

Only the processes on the Linux platform are supported.

Cloud Device Inventory

The cloud device outer inventory displays details (explained in the table below) for all cloud accounts

added.

Account Name of the account to which the cloud device belongs
Name
Account Applicable only for a child account, this field displays the following details:
Description
 Account type (child)
» Master account number
« Discovery type: ROLE_BASED or ORGANIZATION_BASED
Vendor Cloud device vendor name
Service Service integrated for the cloud device
Status Status of the discovered accounts.

This field takes the following values:

« For the master account:
* Managed
* Failed
« For the child account:
» Success
« Partial Success
* Queued
* In Progress
* Failed

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

124



Manage Devices

Resource
Discovery
Status

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

- ™
Note: Resource discovery status is not applicable for master accounts. For
master accounts, the resource discovery status is set to Not Applicable.
N J
o ™
Note: The resource discovery status of accounts in this outer cloud inventory
list depends on the corresponding status of all its reporting entities listed in the
account level inventory here.
_ J

This field indicates the status of the resource discovery for the discovered accounts using

the following values:

+ Not started: Resource discovery for the account is yet to begin

Note: At this point, it is not mandatory for the associated account to be in the
Managed (account credentials validated) state.

* In-Progress: Resource discovery for the entity by AppViewX in the customer’'s AWS
environment is currently in progress. The aggregated resource discovery status is In-
Progress till the resource discovery status for all individual entities is Completed.

[ Note: This is possible only when the account is in the Managed state. ]

» Completed: Resource discovery by AppViewX in the customer’'s AWS environment is

complete.
. ™
Note: This is possible only when the account is in the Managed state.
J
I

(o
Note:

» Completed resource discovery only implies completion of the discovery
process by AppViewX on AWS. All resources may not be discovered all the
time. The count of resources discovered with respect to the total resources
will be shown in detailed reporting.

» The resource discovery status of all entities mapped to the account should be

Completed.

- J/
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* Not Applicable: The resource discovery status is set to Not Applicable:
» when Status = Failed or Resolved
« for ACM and ELB resources

« for all existing devices and child accounts as part of data migration

Cert — ~
Discovery Note: Cert discovery status is not applicable for master accounts. For master
Status accounts, the cert discovery status is set to Not Applicable.
. J
- ™
Note: The certificate discovery status of accounts in this outer cloud inventory
list depends on the corresponding status of all their reporting entities listed in the
account level inventory here.
g J

Indicates the status of the certificate discovery for the discovered accounts using the
following values:

+ Not started: Certificate discovery for the account is yet to begin

Note: At this point, the resource discovery status of the associated account can
be Not started, In-Progress, or Completed.

* In-Progress: Certificate discovery for the entity by AppViewX in the customer’'s AWS
environment is currently in progress. The status is In-Progress till the certificate
discovery status for all accounts is either Completed or Not Applicable.

» Completed: Certificate discovery by AppViewX in the customer’'s AWS environment is
complete.

Note: This is possible only when the certificate discovery status for all the
entities associated with the account is Completed.

* Not Applicable: The certificate discovery status is set to Not Applicable:
» when Status = Failed or Resolved

» for EC2 when no EC2 instances are discovered

« for all existing devices and child accounts as part of data migration
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Note: The cert discovery status is based on the status of only those entities for
which the cert discovery status is not Not Applicable.

AWS

» Adding a New AWS Device

 Configuring Organization Based Discovery
» Configuring IAM Policy Based Discovery

» Configuring Trigger Based Sync

» Configuring Schedule Based Sync

* AWS Standalone Account Onboarding

Adding a New AWS Device

1. Login to AppViewX.

2. From the top left corner of the screen, click -

3. From the menu displayed, select Inventory > Devices.
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appviewX

- Server

Studio
Reguest 35

Collection

DigiCert OTHERS

Inventory = Device
Account Certificate
Logging Group

Alert

Settings

The Device :: ADC page is displayed.
4. To navigate to the cloud device inventory, click Cloud.

+ £ e © #| 1t30f3
ADC Server ‘WAF DNS Firewall Switch Router Proxy Cloud Others MDM
O Sync group/cluster FQDN / IP address Port Vendor Modules Data center Object count
O 19 61 22 € citrix SLB Virginia 250 SLB virtual Serv...
] 22 B Fs LTM absecon 30 Virtual Servers
0O @ F5v13_standalone_Devsan| ity 22 @ F5 LT™ F5V13_StandAlone_.. | 0 Virtual Servers
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5. On the Device :: Cloud > Add page, from the list of Vendors, select AWS.

= appviewX ? b
Device :: Cloud > Add

Device details

Vend L .

enders Basic information

bl s

B Azure * Accounttype | Stand-alone account sign-in v @

') GCP * Account name @

®

Device description

* Account number

* Data center v @

Proxy required

Credentials

* Credential type ~

6. Enter/Select the following Basic information:

Account
type* From the dropdown list, from the following options, select the customer’'s AWS
account type:
» Stand-alone account sign-in: The user account and the resources are available in
the same account.
» Cross account sign-in: Resources are available across multiple accounts and
users are given role-based access.
Note: Currently, for version 21.1, we do not include support for the cross
account sign-in.
Account
. Enter the customer’s unique AWS account hame.
name
Constraints:
« A duplicate account name should not exist in the cloud inventory.
» The account name should include only alphanumeric and period (.) characters.
Device Enter a description of the device to be added.
description
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Account Enter the customer’'s AWS account number.

number*

Data center* | From the dropdown list, select the data center through which communication with the
Certificate Authority will be established.

Proxy To use a proxy server for communication, select this checkbox.

required

7. Enter/Select the following Credentials-related information:

Credential
type* From the dropdown list, from the following options, select the credential type:
» Manual Entry: Manually enter the access and secret key for the customer's AWS
account)
» Credential List: CyberArk: Automatically retrieve the customer’'s AWS key details
from CyberArk
Access
key* Enter the access key for the customer’'s AWS account.

Note: This field is displayed only when Credential type is set to Manual
Entry.

Secret key*
Enter the secret key for the customer’'s AWS account.

Note: This field is displayed only when Credential type is set to Manual
Entry.

Credential

name* If the customer’'s AWS credentials are stored in CyberArk, from the dropdown list,

select the CyberArk credential name.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 130



Manage Devices

Note: This field is displayed only when Credential type is set to Credential
List - CyberArk.

8. Enter/Select the following details for the Amazon Cloud Service Settings:

Services* | According to the type of the new cloud device being added, select the corresponding
Amazon Cloud Service for the device.

Default Based on the customer’s requirement, select the default region in which the customer’s
region* | AWS cloud account is deployed. AppViewX will use this region to communicate with the
other (geographically farther) regions.

Service

region* Service regions are regions that are supported by the selected service.

From the dropdown list, select the service regions that should be scanned for certificates.

Note: To be able to fetch and select from the available regions, ensure that the
credentials have been provided in the Credentials section.

SC;:: Select from one of the following options:

» Managed: AppViewX will connect with the customer’'s AWS account and discover
certificates. These certificates will be added to the inventory. Users with the relevant
permissions can then perform the required certificate-related actions.

* Monitored: AppViewX will connect with the customer's AWS account and discover
certificates. These certificates will be added to the inventory where the users will be
allowed to only view the certificates.

« Ignored: AppViewX will connect with the customer’'s AWS account but certificate
discovery will be disabled.

9. Click Add.

» Account Level/lnner Inventory

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 131



Manage Devices

Account Level/Inner Inventory

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

Account | Name of the account to which the cloud device belongs
Name
Role Role name of the account creator
Name
Service The service region selected for the account
Region
Service Service integrated for the cloud device
Status Status of the discovered accounts.
This field takes the following values:
* For the master account:
* Managed
* Failed
* For the child account:
» Success
* Partial Success
* Queued
* In Progress
* Failed
Resource
Discovery Note: Resource discovery status is not applicable for master accounts. For master
Status accounts, the resource discovery status is set to Not Applicable.
This field indicates the status of the resource discovery for the individual entities belonging
to a discovered account using the following values:
* Not started: Resource discovery for the entity is yet to begin
Note: At this point, it is not mandatory for the associated account to be in the
Managed (account credentials validated) state.
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* In-Progress: Resource discovery for the entity by AppViewX in the customer's AWS
environment is currently in progress. The aggregated resource discovery status is In-
Progress till the resource discovery status for all individual entities is Completed.

[ Note: This is possible only when the account is in the Managed state. ]

» Completed: Resource discovery by AppViewX in the customer's AWS environment is

complete.
o ™\
Note: This is possible only when the account is in the Managed state.
J
I

(
Note:
» Completed resource discovery only implies completion of the discovery process
by AppViewX on AWS. All resources may not be discovered all the time. The
count of resources discovered with respect to the total resources will be shown
in detailed reporting.

» The resource discovery status of all entities mapped to the account should be

Completed.
N J

* Not Applicable: The resource discovery status is set to Not Applicable:
» when Status = Failed or Resolved
« for ACM and ELB resources

« for all existing devices and child accounts as part of data migration

Cert

Discovery Note: Cert discovery status is not applicable for master accounts. For master
Status accounts, the cert discovery status is set to Not Applicable.

This field indicates the status of the certificate discovery for the individual entities belonging
to a discovered account using the following values:

* Not started: Certificate discovery for the entity is yet to begin

Note: At this point, the resource discovery status of the associated account can
be Not started, In-Progress, or Completed.
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* In-Progress: Certificate discovery for the entity by AppViewX in the customer’'s AWS
environment is currently in progress. The status is In-Progress till the certificate
discovery status for all accounts is either Completed or Not Applicable.

» Completed: Certificate discovery by AppViewX in the customer’s AWS environment is
complete.

o ™\
Note: This is possible only when the certificate discovery status for all the entities

associated with the account is Completed.
- J

(g ™
Note: Completed certificate discovery only implies completion of the discovery

process by AppViewX on AWS. All certificates may not be discovered all the

time. The count of resources discovered with respect to the total resources will

be shown in detailed reporting.

» Not Applicable: The certificate discovery status is set to Not Applicable:
» when Status = Failed or Resolved
» for EC2 when no EC2 instances are discovered

« for all existing devices and child accounts as part of data migration

Note: The cert discovery status is based on the status of only those entities for
which the cert discovery status is not Not Applicable.

Cert sync | Cert sync type (Managed, Monitored, Ignored) selected for the entity

State Outcome of the device addition (Success, Failed)
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Configuring Organization Based Discovery

1. In the Organization based discovery popup window, under Organisation Accounts, enter/select the
following details:

= appviewX 7?7 b
Organization based discovery

Organisation Accounts

* Role Name
* Account Number self @
Role Session Name  appviewx O]
Duration Seconds 3600 ®
External Id ®
Source Identity ®

Session Tags

|| | [ ]

Key Value Actions

No records added.

Save Cancel

Role Enter the 1AM role name for the target account here.

Name*

Account

Number* By default, the AWS account number is automatically fetched from the value entered in
the Account Number field in the Basic information section.
To enter a different account number:
a. From the Account Number field in the Organization based discovery popup

window, click Self.
= Account Mumber Jﬁq Self

b. Enter the required account number.

Role

. Role Session Name is an identifier for the assumed role session.

Session

Name Use the Role Session Name to uniquely identify a session when the same rule is
assumed by different principals or for different reasons.
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Enter the duration, in seconds, for which the credentials should remain valid.

Acceptable durations for IAM user sessions:
* Minimum: 900 seconds (15 minutes)

« Maximum: 129,600 seconds (36 hours)

+ Default: 3600 seconds (1 hour)

External Id

External Id is a unique identifier that might be required when you assume a role in
another account.

Source
Identity

The source identity is specified by the principal that is calling the AssumeRole
operation.

Session
Tags

Session Tags are key-value pairs that you pass when you assume an |IAM role or
federate a user in AWS STS.

To create a session tag:

a. In the Enter Key field, enter a key for the key-value pair.

b. In the Enter Value field, enter a value for the key-value pair.
c. Click Add.

The added key-value pair is shown in the table below the fields.

2. In the Child Accounts section, enter/select the following details:

Role Name* | Enter the IAM role name for the target account here.
Role
. Role Session Name is an identifier for the assumed role session.

Session

Name Use the Role Session Name to uniquely identify a session when the same rule is
assumed by different principals or for different reasons.

Duration
Enter the duration, in seconds, for which the credentials should remain valid.

Seconds
Acceptable durations for IAM user sessions:
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* Minimum: 900 seconds (15 minutes)
* Maximum: 129,600 seconds (36 hours)
 Default: 3600 seconds (1 hour)

External Id | External Id is a unique identifier that might be required when you assume a role in

another account.

Source The source identity is specified by the principal that is calling the AssumeRole
Identity operation.
Session
Tags Session Tags are key-value pairs that you pass when you assume an |IAM role or
federate a user in AWS STS.
To create a session tag:
a. In the Enter Key field, enter a key for the key-value pair.
b. In the Enter Value field, enter a value for the key-value pair.
c. Click Add.
The added key-value pair is shown in the table below the fields.
3. Click Save.

The Organization based discovery popup window is closed and you will be navigated back to the

Discover resources section.

o ™
Note:

« If the popup is closed without values entered for at least one field, then the Organization
based discovery checkbox will be unchecked.

« Values once saved in the popup will be stored and made available on the screen always,
regardless of the number of times the Organization based discovery checkbox is checked
or unchecked, unless the values are updated.

N /
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Configuring IAM Policy Based Discovery

1. In the IAM Policy based discovery popup window, under Child Accounts, enter/select the following

details:

= appviewX

IAM Policy based discovery

Child Accounts

* Rele Session | bppviewx
ame
Duration Seconds | 3600 ®

External Id

Source ldentity

e

Session Tags

|| | [ee]

Key Value Actions

No records added.

:leZion Role Session Name is an identifier for the assumed role session.

Name Use the Role Session Name to uniquely identify a session when the same rule is
assumed by different principals or for different reasons.

Duration

Seconds Enter the duration, in seconds, for which the credentials should remain valid.
Acceptable durations for IAM user sessions:
* Minimum: 900 seconds (15 minutes)
* Maximum: 129,600 seconds (36 hours)
 Default: 3600 seconds (1 hour)

External Id [External Id is a unique identifier that might be required when you assume a role in
another account.

Source The source identity is specified by the principal that is calling the AssumeRole

Identity operation.

Session

Tags Session Tags are key-value pairs that you pass when you assume an |IAM role or
federate a user in AWS STS.
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To create a session tag:

a. In the Enter Key field, enter a key for the key-value pair.

b. In the Enter Value field, enter a value for the key-value pair.
c. Click Add.

The added key-value pair is shown in the table below the fields.

2. Click Save.

The IAM Policy based discovery popup window is closed and you will be navigated back to the
Discover resources section.

( Note: )

« If the popup is closed without values entered for at least one field, then thelAM Policy
based discovery checkbox will be unchecked.

« Values once saved in the popup will be stored and made available on the screen always,

regardless of the number of times the IAM Policy Based Discovery checkbox is checked
or unchecked, unless the values are updated.

Configuring Trigger Based Sync

1. In the Discover Resources section, enable Auto Sync and select Trigger Based.
The Trigger Based Sync popup window is displayed.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 139



Manage Devices

Trigger Based Sync %
Queue Parameter

* 5Q5 URL

Dead Letter Queue

STS Token
* Role ARN @
Role Session name | appviewx @
Duration Seconds | 3600 @®
External Id @®
Source Identity @

@ ’

2. In the Queue Parameter section, enter the following details:

SQS Enter the URL of the SQS queue.
URL*
Dead
Enter the URL of the Dead Letter Queue.
Letter
Queue

Note: This field is optional and can be used for user reference purposes only.
Currently, AppViewX does not have any insights based on DLQ messages.

3. Inthe STS Token section, enter/select the following details:

Role ARN* | Enter the Amazon Resource Name that will interact with the SQS queue through the
AWS STS.
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Role
. Role Session Name is an identifier for the assumed role session.
Session
name Use the Role Session Name to uniquely identify a session when the same rule is
assumed by different principals or for different reasons.
Duration
Seconds Enter the duration, in seconds, for which the credentials should remain valid.

Acceptable durations for IAM user sessions:
* Minimum: 900 seconds (15 minutes)

» Maximum: 129,600 seconds (36 hours)

« Default: 3600 seconds (1 hour)

External Id | External Id is a unigue identifier that might be required when you assume a role in
another account.

Source The source identity is specified by the principal that is calling the AssumeRole
Identity operation.
Session

Session Tags are key-value pairs that you pass when you assume an IAM role or
federate a user in AWS STS.

Tags

To create a session tag:

a. In the Enter Key field, enter a key for the key-value pair.

b. In the Enter Value field, enter a value for the key-value pair.
c. Click Add.

The added key-value pair is shown in the table below the fields.

4. In the SQS Attributes section, enter/select the following details:

SQS Polling Enter an interval value for the SQS message polling from AppViewX.

Interval*

Max Number of | Enter the maximum number of messages that will be returned by the queue per

Messages* request.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 141



Manage Devices

}::Z:::in After messages are retrieved by a ReceiveMessage request, they need to be
Minutes* made invisible to subsequent retrieve requests for a custom duration.

In this field, enter this duration in minutes.
Wait time in Enter a duration, in seconds, for which a call will wait for a message to arrive in
seconds* the queue before returning.

5. In the Auto Sync Services section, select the list of services for which the trigger-based sync
mechanism is required.

6. In the Service Specific Parameters section, from the EC2 Sync Delay Time dropdown list, select the
delay interval (in hours) for the synchronization of EC2 instances when they are discovered for the first
time.

Note: This section is displayed only if the EC2 service is selected in the Auto Sync Services
section.

7. Click Apply.
Configuring Schedule Based Sync

1. In the Discover Resources section, enable Auto Sync and select Schedule Based.
The Schedule Based Sync popup window is displayed.
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General Information

* Frequency of Sync 1 ~  Hours v

Advance Settings

2. In the General Information section, select the following details:

-

Frequency
of Sync* To schedule the sync, set a frequency using the two dropdown lists for this field. For
example, to set the frequency to 1 day:
a. From the first dropdown list, select 1.
b. From the second dropdown list, select Days.
* Freguency of Sync 1 w | Days A
Advance For the current release, this field is set to Off and is disabled. This field and the
Settings associated features will be enabled in the upcoming release.
3. Click Apply.

AWS Standalone Account Onboarding

The process of onboarding a standalone account through a cross or federated account access involves

the following steps:
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« Step 1: Creating an S3 bucket using the Cloudformation template
 Step 2: Creating a child account using the CloudFormation template

» Step 3: Creating a master account using the CloudFormation template
» Step 4: Mapping EC2 roles to a customer’s EC2 instances

» Step 5: Testing Onboarding in the AppViewX Environment

Step 1: Creating an S3 bucket using the Cloudformation template

1. Login to the AWS account and navigate to the CloudFormation service section.
2. From the navigation pane on the left, select Stacks.

CloudFormation

Feedback

3. From the top-right corner of the CloudFormation > Stacks screen, click Create stack > With new

resources (standard).
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B Fa¥ @ N. Virginia ¥ AWSReservedsSO_Access-To-All-Serv 87b8a45142b4d959 karthi... ¥

B H B CoudFormation

CloudFormation

Stacks (4) Delete Update Stack actions ¥ Create stack a

‘—| [acie  w | s0jgees (standard)

sting resources (Import resources)
Stack name Status Created time v
2021-12-17 14:12:28 UTC+0530
2021-12-17 14:08:26 UTC+0530 Template to Deploy IAM Role in child accounts
2021-12-17 14:06:36 UTC+0530

AppViewX Cloud IAM Role to set read write

2021-09-20 06:10:08 UTC+053C
021:02:20, 061005 TE3053D permissions in Org Member Accounts

Feedback

The Create stack page is updated to display the fields for Step 1 Specify template of the stack
creation process.
‘ Q I e ] 2] Fay @ N. Virginia ¥ AWSReservedsSO_Access-To-All-Serv 670824314204d959/Karthi... ¥
cz B Cloudrormation
>

-S;;ezilytamplate Create StaCK

Prerequisite - Prepare template
Prepare template
Ev

® Template Is ready e e reate template in Designer

ify template

@ Amazon 53 URL @ Upload a template file

Amazon 53 URL

4. In the Prerequisite - Prepare Template section, select the Template is ready option.
5. In the Specify template section:

a. For Template source, select Upload a template file.

b. To Upload a template file, click Choose file.

c. Navigate to the CloudFormationTemplates/WithoutCondition folder.

d. Select the S3Bucket.yaml file and click Open.
6. Click Next.

The Specify Stack Details page (step 2 of the stack creation process) is displayed.
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Stack name

Step
Specify stack details

Stack name

Parameters

Para:

Accountld

BucketName

OrganizationlD

Manage Devices

(] L @ N. Virginia ¥ AWSReservedssO_Access-To-All-Services_B7bi

7. Enter a Stack name. For the purpose of this guide, we will name this stack avxdemo-S3.

8. In the Parameters section, enter the following details:

2b4d959/Karthi...

a. Accountld: From the top-right corner of the screen, click your username and copy the account ID

displayed.

B »v Wecz B Coudrormation
— StacKk name
= Specify stack details

Stack name

avxdemo-s3

Parameters
Paramete fefin

Accountld

BucketName

OrganizationlD

RoleName

(2] L @ M. Virginia ¥

Account
Organization

Service Quotas

B s3access

Switch role

b. BucketName: Enter a name for the S3 bucket that will be created in the backend. Recommended

format to name the S3 bucket: avxdemo-<account ID>.

c. OrganizationID:

i. From the top-right corner of the screen, click your username.

ii. From the menu displayed, right click Organization to open it in a new tab.
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B L @ N. Virginia *
B coudrormation

avxdemo-s3

Parameters

Open link in new tab
Open lINK In New WINdow

Accountld Billing Da:  Open link in incognito window

‘ 474012461217 Save link as...

Copy link address

BucketName
= 2 Inspect

| avedemo-474012481217
Switch role

organizationiD

RoleName

Previous

The Dashboard is displayed.

iii. From the Dashboard, copy the organization ID and paste it into the OrganizationID field.
= Q [ servil atures, docs, and mo, 1t+5] FaN @ Global w AWSReserve 42b4d953 /karthi... ¥
Ex H B Cloudrarmation
AWS Organizations 5

Dashboard

0Organization details

o-swigduvalw

features enabled. You can apply policies that can configure and limit what the accounts In the organization can
1 access your organlzation and accounts. The management account can create, manage and pay for the
organization’s accoul hrough consolidated billing.

Leave organization Leave this organization

Note: The organization ID is a mandatory entry for the CloudFormation template.

d. RoleName: Enter a name for the S3 bucket role. For the purpose of this guide, the S3 bucket role

will be called avxdemos3bucketrole.

The details entered on the Specify stack details page will be used to create a bucket policy for the
S3 bucket we created for the AWS account. This bucket policy can be customized later based on

customer preferences for how they want to secure their infrastructure.

9. Click Next.
The Configure stack options page (step 3 of the stack creation process) is displayed.
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Configure stack options

Tags

Configure stack options

Aadd tag

1AM role - optional

IAM role name v Remove

Stack failure options

10. Scroll down to the Stack failure options section and select Preserve successfully provisioned

resources.

Behavior on provisioning failure
@ Roll back all stack resources

® Preserv sfully p oned resources

11. Click Next.
The Review <stack name> page (step 4 of the stack creation process) is displayed

Review avxdemo-s3

Step 1: Specify template
Template

Template URL
https://s3-external-1.amazonaws.com/cf-templates-146hzbsb7sp1s-us-east-1/2021357WCz-53Bucket.yaml

Review
ck description

Step 2: Specify stack details

Parameters (4)

12. On the Review <stack name> page, scroll down to Capabilities and select the | acknowledge that
AWS CloudFormation might create IAM resources with custom names checkbox.
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Capabilities

(i) The following resource(s) require capabilities: [AWS::IAM::Policy, AWS::1AM::Role]

This template contains Identity and Access Management {IAM) resources. Check that you want to create each of these resources and that they have
the minimum required permissions. In addition, they have custom names. Check that the custom names are unique within your AWS
account. (B}

& | acknowledge that AWS CloudFormation might create IAM resources with custom names.

13. Click Create stack.

The <stack name> page is displayed. This page lists the existing stacks on the left and the following
details for each stack on the right:

. Stack info
. Events

. Resources
. Outputs

. Parameters

-~ ®© o o T Q2

. Templates
g. Change sets

[E2] L @ N. Virginia ¥ AWSReser s 143142044955 /karthi... ¥

avxdemo-s3 Delete Update Stack actions ¥ Create stack w

stack info ces Outputs Parameters Template Change sets

Events (1)

Timestamp Logical ID s Statu n
tf-master

2021-12-23 15:12:25 UTC+0530 avxdemao-s3 ol User Initiated

tf-child

When the stack creation process is complete, Status (under the Events tab) will be updated to
CREATE_COMPLETE. This means that, in the backend, an S3 bucket as well as the roles required
to provision the bucket have been created. The bucket policy for the S3 bucket has also been updated
accordingly.

14. Navigate to the Parameters tab and note the bucket name to use it in the CloudFormation template for

the master account.
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Step 2: Creating a child account using the CloudFormation template

1. From the top-right corner of the CloudFormation > Stacks screen, click Create stack > With new
resources (standard).

13142640959 fkarthi.. ¥

CloudFormation

Stacks (4) @l Delete Update Stack actions ¥ Create stack &

‘—| ‘ P = resotgces (standard)

resources (import resources)

Stack name Status Created time

2021-12-17 1412:28

2021-12-17 14 3 Template to Deploy 1AM Role In child accounts

AppViewX Cloud |AM Role to set read write

2021-09-20 06:10:08 UTC+0530
permissions in Org Member Accounts

Feedback

The Create stack page is updated to display the fields for Step 1 Specify template of the stack

creation process.

2. From the navigation pane on the left, click Step 2 Specify stack details.
The Specify Stack Details page (step 2 of the stack creation process) is displayed.
3. Enter a Stack name. For the purpose of this guide, we will name this stack avxdemoc1.
4. In the Parameters section, enter the following details:
a. MasterAccountNumber: From the top-right corner of the screen, click your username and copy the
account ID displayed. Paste it in the MasterAccountNumber field.
b. S3BucketName: Enter the S3 bucket name copied from the Parameters tab of the avxdemo-S3
stack.
5. Click Next.

The Configure stack options page (step 3 of the stack creation process) is displayed.

6. Scroll down to the Stack failure options section and select Preserve successfully provisioned
resources.
7. Click Next.

The Review <stack name> page (step 4 of the stack creation process) is displayed.

8. Scroll down to Capabilities and select the | acknowledge that AWS CloudFormation might create
IAM resources with custom names checkbox.
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9. Click Create stack.

The <stack name> page is displayed. This page lists the existing stacks on the left and the following

details for each stack on the right:

. Stack info

. Events

. Resources
. Outputs

. Parameters

-~ ® o o T Q2

. Templates
g. Change sets

When the stack creation process is complete, Status (under the Events tab) will be updated to
CREATE_COMPLETE.

10. Navigate to the Resources tab for the avxdemoc1 stack.
You will see that a policy called AppViewXCLM has been created. This policy will have all the
permissions and prerequisites required for AppViewX to discover all the ACM, ELB, and EC2
instances.

11. Navigate to the Outputs tab for the avxdemoc1 stack.
Note down the ChildRoleARN to use it in the CloudFormation template for the master account.

Step 3: Creating a master account using the CloudFormation template

1. Navigate to the CloudFormation service section.
2. From the navigation pane on the left, select Stacks.
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CloudFormation

Feedback

3. From the top-right corner of the CloudFormation > Stacks screen, click Create stack > With new
resources (standard).

aws S| 2] LH 0 M. Virginia ¥ AWS 0_Access-To-All-Services. 87b8a43142b4d959 karthi... ¥

| L B

CloudFormation

Stacks (4) c Delete Update Stack actions v Create stack a

= Vith ne es (st
| ‘ e With n=wreso:hrc95 (standard)

existing resources (import resources)

Stack name Status Created time

2021-12-17 14:12:28

2021-12-17 14:08:26 UTC Template to Deploy IAM Role in child accounts

2021-12-17 14:06:36 UTC+0S30

AppViewX Cloud |1AM Role to set read write
permissions in Org Member Accounts

2021-09-20 06:10:08 UTC+0530

Feedback
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The Create stack page is updated to display the fields for Step 1 Specify template of the stack
creation process.
es ‘0-7 (2] FaN @ M. Virginia ¥ AWSRest 3142b4d959/karthi... ¥
B Coudrormation
>

Create stack

gpe:ilytemplate
Prerequisite - Prepare template

Prepare template
Ew

@® Template Is ready se a sample template ‘ ‘ @ Create template in Designer

@ Upload a template file

Amazon 53 URL

4. In the Prerequisite - Prepare Template section, select the Template is ready option.
5. In the Specify template section:

a. For Template source, select Upload a template file.

b. To Upload a template file, click Choose file.

c. Navigate to the CloudFormationTemplates/WithoutCondition folder.

d. Select the master_account.yaml file and click Open.
6. Click Next.

The Specify Stack Details page (step 2 of the stack creation process) is displayed.

B 4£° @ NvViginia¥  AWSReservedSSO_Access-To-All-Services_87b8a43142b4d959 /Karthi..

>

Specify stack details

Step Stack name
Specify stack details

Stack n:

Parameters

Para

Accountld

BucketName

OrganizationlD
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7. Enter a Stack name. For the purpose of this guide, we will name this stack avxdemom1.
8. In the Parameters section, enter the following details:

a. For ApplyAssumeRoleForAll, from the dropdown list, select False.

b. From the Outputs tab of the avxdemocl CloudFormation template for the child account, copy the
ChildRoleARN and paste it in the following fields:
* ChildRoleARN
» OrganizationRoleARN

c. From the Outputs tab of the avxdemo-S3 CloudFormation template, copy the
S3BucketAssumeRole and paste it in the following fields:
» S3BucketRoleARN
* SQSRoleARN

d. In the UserName field, enter a username for the IAM account. For the purpose of this guide, the
username will be set to avxdemo-user.

9. Click Next.

The Configure stack options page (step 3 of the stack creation process) is displayed.

Configure stack options

Tags

Configure stack options

1AM role - optional

IAM role name v v Remove

Stack failure options

10. Scroll down to the Stack failure options section and select Preserve successfully provisioned
resources.

Behavior on provisioning failure

& FRoll back all stack resources

ned resources
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11. Click Next.

The Review <stack name> page (step 4 of the stack creation process) is displayed

Review avxdemo-s3

Step 1: Specify template
Template

's3-external- 1.amazonaws.com/cf-templates-146hzbsb7sp1s-us-east-1/2021357WCz-S5Bucket.yaml

Review

Step 2: Specify stack details

Parameters (4)

12. Scroll down to Capabilities and select the | acknowledge that AWS CloudFormation might create
IAM resources with custom names checkbox.

Capabilities

The following resource(s) require capabilities: [AWS::1AM::Policy, AWS::1AM::Role]

This template contains Identity and Access Management {IAM) resources. Check that you want to create each of these resources and that they have

the minimum required permissions. In addition, they have custom names. Check that the custom names are unique within your AWS
account. | L]

& 1|acknowledge that AWS CloudFormation might create 1AM resources with custom names.

13. Click Create stack.

The <stack name> page is displayed. This page lists the existing stacks on the left and the following
details for each stack on the right:

. Stack info

. Events

. Resources
. Outputs

. Parameters

-~ ® o o T Q

. Templates
g. Change sets
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B 4° ® Nvighav @ AWSR

avxdemo-s3 belete Update Stack aciians| ¥ Craata stack ®

Stack info ‘ | Resources Outputs Parameters Template | Change sets

Events (1)

Statu:

User Initiated

tf-child

14. From the Outputs tab of the stack, note the access key and the secret key information to use in
AppViewX.

Step 4: Mapping EC2 roles to a customer’s EC2 instances

The EC2 role created using the CloudFormation template with the naming convention <Stack_Name>-
Ec2RoleForSSM must be mapped to the EC2 instances. This mapping is required for enabling SSM
communication between the instances and AppViewX and for enabling access to the S3 buckets to store
the SSM run command response.

Step 5: Testing Onboarding in the AppViewX Environment

1. Login to AppViewX.
2. On the Device :: Cloud > Add page, from the list of Vendors, select AWS.
3. Enter the following Basic information:

Account From the dropdown list, select Cross or Federated.
type*

Account Enter the account name, avxdemo.

name*

Account Enter the AWS account number.

number*
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Account Enter a description of the device to be added.

Description

Proxy To use a proxy server for the communication, select this checkbox.

required

Default From the dropdown list, select a default region for the APl communication.

Region*

Data center* | From the dropdown list, select the data center through which communication with the
Certificate Authority will be established.

4. Enter the following Credentials details:

i

Credential
type*

From the dropdown list, from the following options, select the credential type:

* Manual Entry (to manually enter the access and secret key for the customer’s
AWS account)

Credential List - CyberArk (to automatically retrieve the customer’'s AWS key

details from CyberArk)

Access key*

Copy the AccessKey from the Outputs tab of the avxdemom1 template.

Secret key*

Copy the Secret Access Key from the Outputs tab of the avxdemom1 template.

5. Enter the following details for the Discover resources:

Auto
Discover

By default, the Auto Discover Resources toggle key is set to ON and is non-editable.

Resources? Enabling this feature allows discovering all the cross or federated/child accounts for the
provided master account details.

Advanced

Settings* By default, the Advanced Settings toggle key is set to ON and is hon-editable.
This feature allows customizing the auto discovery process.

AutoSync | To enable automatic synchronization, enable this toggle.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

157



Manage Devices

Auto Select the IAM Policy.

Discovery

Mode*

Services* |Select the ACM, ELB, and EC2 services (and their subservices)

Service For the purpose of this solution guide, click Fetch Region and select the regions US
region* East (N. Virginia) and US West (N. California).

Routeb3 To support DNS validation as an automatic process, turn on the Route53 Zone Auto
Zone Auto | Approval toggle.

Approval*

Cert sync

Select one of the following options:

« Managed: AppViewX will connect with the customer’s AWS account and discover
certificates. These certificates will be added to the inventory. Users with the relevant
permissions can then perform the required certificate-related actions.

» Monitored: AppViewX will connect with the customer’s AWS account and discover
certificates. These certificates will be added to the inventory where the users will be
allowed to only view the certificates

« Ignored: AppViewX will connect with the customer’'s AWS account but certificate
discovery will be disabled.

Duration
Enter the duration, in seconds, for which the credentials should remain valid.
Seconds

Acceptable durations for IAM user sessions:

* Minimum: 900 seconds (15 minutes)

» Maximum: 129,600 seconds (36 hours)

« Default: 3600 seconds (1 hour)

Role

Session Role Session name is an identifier for the assumed role session. Use the Role

name* Session name to uniquely identify a session when the same rule is assumed by
different principals or for different reasons.

By default, the Role Session name is set to appviewx.

External Id | External Id is a unique identifier that might be required when you assume a role in
another account. For the purpose of this guide, external ID is undefined.
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Source The source identity is specified by the principle that is calling the AssumeRole
Identity operation. For the purpose of this guide, source identity is undefined.

Session Enter the key-value attribute pairs required when assuming an IAM role or federating a
Tags user in the AWS STS.

6. In the EC2 Services section, copy the S3Bucket Name from the Resources tab of the avxdemo-S3

template.

7. In the S3 Bucket Name field, click {3}.
The ARN Advanced Settings pop-up window is displayed.

ARN Advanced Settings x

Fe

* Role ARM | )]

Role Session | appviewsx @
name

Duration | 3600 @
Seconds

External Id @®

Source |dentity @

Session Tags @
Enter Ke | [Ente e Add
Key Value Actions

Mo records added.

©

8. Copy the Role ARN from the Outputs tab of the avxdemo-S3 template and paste it in the Role ARN
field.
9. Click Apply.
10. Click Save.
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The discovered account will be displayed in the grid on the Device :: Cloud page.

Note: The discovered account will be added one more time as a child account since we are
using federated access. This behaviour will be altered in the future releases to avoid dual
listing of discovered AWS accounts.

Azure

» Azure-Overview
» Key Vault
* Application Gateway

« Virtual Machines

Azure-Overview

This documentation focuses on the benefits and implementation of integrating the following Azure

services with AppViewX, for a holistic certificate lifecycle management for the Azure services:

» Azure Key Vault
» Azure Application Gateway
* Azure Virtual Machines

Key Vault

* Adding a New Cloud Device to the Azure Key Vault

» Pushing a Certificate to the Azure Key Vault
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Adding a New Cloud Device to the Azure Key Vault

1. On the Device :: Cloud > Add page, from the list of Vendors, select Azure.

= appviewX o7 b
Device : Cloud > Add

Device details

Vendors Basic information

B aws

D Azure * Account name

') GCP Description

* Datacenter | absecon v e
Proxy required D

Key information

* Subscription ID
* Tenant ID
* Client ID

% Fliant carrat

2. Enter/Select the following Basic information:

Account

name* Enter the customer’s unique account name.

Constraints:

+ A duplicate account name should not exist in the cloud inventory.

» The account name should include only alphanumeric and period (.) characters.

Description | Enter a description of the device to be added.

Data From the dropdown list, select the data center through which communication with the
center* Certificate Authority will be established.

Proxy To use a proxy server for the communication, select this checkbox.

required

3. Enter/Select the following Key information:

Subscription ID* | Enter the customer’s Azure subscription ID.

Tenant ID* Enter the customer’s Azure tenant ID.
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Client ID* Enter the customer’s Azure client ID.

Client secret* Enter the customer’s Azure client secret key.

Services* For the new device being added, from the dropdown list, select Key Vault.

4. From Additional attributes, for the services selected, select the user permission for Cert sync from
the following options:

o Managed: AppViewX will connect with the customer’'s AWS account and discover certificates.
These certificates will be added to the inventory. Users with the relevant permissions can then
perform the required certificate-related actions.

> Monitored: AppViewX will connect with the customer’s AWS account and discover certificates.
These certificates will be added to the inventory where the users will be allowed to only view the
certificates.

o Ilgnored: AppViewX will connect with the customer’'s AWS account but certificate discovery will be
disabled.

5. Click Save.

6. Return to the Device :: Cloud page.

7. From the table of added devices displayed on the Device :: Cloud page, from the Status column, click
Check.
The status of the added device is displayed.

+ Device Status Log: Azure_test

+ Communication to Azure cloud inventory Success ( 04/16/2020 01:18:01 AM ) Success

— Fetching Key vault services ( 04/16/2020 01:18:03 AM ) Success
Found 2 Key vault services

8. To view the certificates, navigate to Inventory > Certificate.
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appviewX

Start Server Certificate

Dashboard
Groups All Certificates

Control Center

Common Name
CERT+

Studio

Request

Collection

Inventory = Device

Account Certificate

Logging S5H

Alert Group

Settings Backup & Restore

Certificates are automatically discovered and displayed here.

Pushing a Certificate to the Azure Key Vault

To import a certificate to the key vault, you will need to add a connector to the existing certificate.

[ Note: If the certificate does not exist, you will be required to create a new certificate. j
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1. From the list of certificates displayed, click the Common Name of the certificate to which you want to
add the connector.

The holistic certificate view is displayed.

Connecion act v % AssignGoup T3 G Ref
| P el -
0 pViewX Intermediat
. |
Q

¥ testApg

5 s 20

For all devices:
appviewX--{immscies | & ol | ) o e st |
L -] =

2. To add the connector, from the Connector actions menu, select Add App Connector.
& Connector actions
+ Add App Coy’jectﬂr

Nl Copy App Connector

f )
o Tip: You can also select the Add Connector option from the certificate holistic view.
dlglcert LElEELE IlE Ej PPC  cerver Microsoft ... (___} .......
= =3
- J

The Add Connector action pane is displayed.
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Add Connector X

General Information

* Category ADC v
* Vendor A10 Y
* Connector Name A10 connector

Description

SSL templates

*  Awvailable devices Selected devices

3. Enter/Select the General Information details:

Category*
Select the device type from the dropdown list.

To add a connector for the device you just added, select Cloud.

Vendor*
From the dropdown list, select the device vendor.

For this process, select Azure.

Service Type*
Select a service type to filter the available devices.

For this process, select Key Vault.

Connector Name*
Enter a name for the connector.

By default, the connector name is set to Azure connector.

Description Enter a description for the connector.

4. In the Service Endpoint section, under Available devices, search for and select the available device
that was created for the Key Vault.
5. Enter/Select the following Certificate Details:
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Certificate Type*
From the dropdown list, select the certificate type.

Certificate File Name*
Enter a name for the certificate file.

Password*
Enter the password to access the certificate file

Push Root and

. - To push the root and intermediate certificates along with the selected
Intermediate Certificates

certificate, select this checkbox.

- ™
Note: The Push Details section is optional for the Key Vault.
. J
6. Click Save.
The created connector will be displayed in the holistic view.
I—, AppPVIEWX CA ® + - @
- g
E_u-l E AppViewX Intermediate CA I
‘I‘l - F
.j; For all devices:
QppvieWX AppViewX CAco @ @  coudAzue Comn ¢ > Push o device
[==% = =
7. To push the certificate to a device, click Push to Device.
8. From the Push to Device dialog box, enter comments (optional) and click OK.
The message Push to device has been triggered successfully. Please refresh. is displayed.
9. Click Refresh.
= appviewX ? &
B Server Certificate > azure-app-001.appviewx.tech @ Connector actions v % AssignGroup %5 Unassign Group || () Refresh
Q  Search features a &

dl DASHEOARD

10. To approve the push operation, click Approve.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 166
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Server Certificate

e-app-001.appviewx.tech

@  cloud Azure Conn.. o

The Approve dialog box is displayed.

Manage Devices

v % Assign Group %5 Unassign Group () Refresh

For all devices:

Implement m Schedule later

Comments

ﬂ
Wi

11. From the Approve dialog box:
a. To implement the push operation immediately, select Now.

OR
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a. To schedule the push operation for a later time, select Schedule Later.

b. To set a date and time for the implementation, click and select as required.

Approve

Implement WLIUE Schedule later

* Implementation Time

Comments

Su Mo Tu We Th Fr

o<

21
27| 28
Time 17:54:02
Hour

Minute

How

12. Click OK.

The message Work order action has been triggered. Please refresh. is displayed.
13. To implement the push operation, click Implement.

Server Certificate > azure-app-001.appviewx.tech & Connector actions v % Assign Group S5 Unassign Group () Refrash

01.appviewx.tech

AppView
05:36
05:36 L\\’ H

Q @

For all devices: \ mp! e\“ent| or
B TR ian | (] ()

)

]

=¥ Add connector

14. From the Implement dialog box, click OK.
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Implement m Schedule later

Comments

“

Note: You can also schedule the implementation for later. The process is similar to scheduling
the Approve operation for later.

When the push operation is successfully completed, the color of the connector changes to green and

H = R1

the following message is displayed:

| ]

(g
Note: To view the work order status, click the corresponding request ID.

H'=i

[

Application Gateway

» Adding a New Cloud Device to the Azure Application Gateway

» Pushing a Certifcate to the Azure Application Gateway

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 169



Manage Devices

Adding a New Cloud Device to the Azure Application Gateway

1. On the Device :: Cloud > Add page, from the list of Vendors, select Azure.

= appviewX

Device :: Cloud > Add

Device details

H 7 &b

Basic information

* Account name

Description

* Datacenter | absecon v e
Proxy required D

Key information

* Subscription ID
* Tenant ID
* Client ID

% Fliant carrat

2. Enter/Select the following Basic information:

Account
. Enter the customer’s unique account name.
name
Constraints:
+ A duplicate account name should not exist in the cloud inventory.
» The account name should include only alphanumeric and period (.) characters.
Description | Enter a description of the device to be added.
Data From the dropdown list, select the data center through which communication with the
center* Certificate Authority will be established.
Proxy To use a proxy server for the communication, select this checkbox.
required

3. Enter/Select the following Key information:

Subscription

ID*

Enter the customer’s Azure subscription ID.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 170



Manage Devices

Tenant ID* Enter the customer’s Azure tenant ID.

Client ID* Enter the customer’s Azure client ID.

Client secret* | Enter the customer’s Azure client secret key.

Services* For the new device being added, from the dropdown list, select Application
Gateway.

4. From Additional attributes, for the services selected, select the user permission for Cert sync from
the following options:

o Managed: AppViewX will connect with the customer’'s AWS account and discover certificates.
These certificates will be added to the inventory. Users with the relevant permissions can then
perform the required certificate-related actions.

> Monitored: AppViewX will connect with the customer’'s AWS account and discover certificates.
These certificates will be added to the inventory where the users will be allowed to only view the
certificates.

o Ilgnored: AppViewX will connect with the customer’'s AWS account but certificate discovery will be
disabled.

5. Click Save.

6. Return to the Device :: Cloud page.

7. From the table of added devices displayed on the Device :: Cloud page, from the Status column, click
Check.
The status of the added device is displayed.

8. To view the certificates, navigate to Inventory > Certificate.
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appviewX

Start Server Certificate

Dashboard
Groups All Certificates

Control Center
[] Common Name
CERT+
Studio
Request
Collection
Inventory = Device
0 Account Certificate

Logging S5H

Alert Group

Settings Backup & Restore

Certificates are automatically discovered and displayed here.

Pushing a Certifcate to the Azure Application Gateway

To import a certificate to the application gateway, you will need to add a connector to the existing
certificate. The application gateway can perform the following services: push, bind, revoke, and auto-

backup.
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[ Note: If the certificate does not exist, you will be required to create a new certificate. j

1. From the list of certificates displayed, click the Common Name of the certificate to which you want to
add the connector.

The holistic certificate view is displayed.

Connecion act v %oAssignGoup % G Ref
| P el -
Q
Q Apph ! ate €
Yooo L '
Q
¥ 1ApE
s 20
For all devices:
appviewX-. AovewkcAw.. [; @ ckugAnwe Com - E——8
L -] =

2. To add the connector, from the Connector actions menu, select Add App Connector.
& Connector actions
+ Add App CG@ECtGr

Nl Copy App Connector

f )
0 Tip: You can also select the Add Connector option from the certificate holistic view.
dlglcert LElEELE IlE C‘l PPC  cerver Microsoft ... (___} .......
= =3
- J

The Add Connector action pane is displayed.
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Add Connector X

General Information

* Category ADC v
* Vendor A10 Y
* Connector Name A10 connector

Description

SSL templates

*  Awvailable devices Selected devices

3. Enter/Select the General Information details:

Category*
Select the device type from the dropdown list.

To add a connector for the device you just added, select Cloud.

Vendor*
From the dropdown list, select the device vendor.

For this process, select Azure.

Service Type*
Select a service type to filter the available devices.

For this process, select Key Vault.

Connector Name*
Enter a name for the connector.

By default, the connector name is set to Azure connector.

Description Enter a description for the connector.

4. In the Service Endpoint section, under Available devices, search for and select the available device
that was created for the Application Gateway.
5. Enter/Select the following Certificate Details:
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Certificate Type*

From the dropdown list, select PKCS#12 (*.pfx).

Certificate File Name*

Enter a name for the certificate file.

PFX Password*

Enter the password to access the certificate file

Push Root and
Intermediate Certificates

To push the root and intermediate certificates along with the selected

certificate, select this checkbox.

6. In the Push Details section, select the Push automatically checkbox.

If the certificate attribute gets updated or renewed, this will automatically push the updated/renewed

certificate to the device.
7. Click Save.

The created connector will be displayed in the holistic view.
8. To push the certificate to a device, click Push to Device.

9. From the Push to Device dialog box, enter comments (optional) and click OK.

The message Push to device has been triggered successfully. Please refresh. is displayed.

10. Click Refresh.

= appviewX

B Server Certificate > azure-app-001.appviewx.tech

Q  Search features

dl DASHEOARD

11. To approve the push operation, click Approve.

The Approve dialog box is displayed.
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Implement m Schedule later
Comments

Kl -

12. From the Approve dialog box:

a. To approve the push operation immediately, select Now.
OR

a. To schedule the push operation for a later time, select Schedule Later.

b. To set a date and time for the implementation, click and select as required.

Approve

Implement WLI"8 Schedule later

* Implementation Time

Comments

©

Su

oI

27

Time 17:54:02

Hour
Minute

How

13. Click OK.
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The message Work order action has been triggered. Please refresh. is displayed.
14. To implement the push operation, click Implement.
15. From the Implement dialog box, click OK.

Implement m Schedule later

Comments

“

Note: You can also schedule the implementation for later. The process is similar to scheduling
the Approve operation for later.

When the push operation is successfully completed, the color of the connector changes to green and

I=E1

the following message is displayed:

[+

-
Note: To view the work order status, click the corresponding request ID.

H=E1-

]

Virtual Machines

» Adding a New Cloud Device to Azure Virtual Machines

 Pushing A Certificate to the Azure Virtual Machine
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Adding a New Cloud Device to Azure Virtual Machines

1. On the Device :: Cloud > Add page, from the list of Vendors, select Azure.

= appviewX o7 b
Device : Cloud > Add

Device details

Vend P .

nnnnn Basic information

B aws

D Azure * Account name

') GCP Description

* Datacenter | absecon v e
Proxy required D

Key information

* Subscription ID
* Tenant ID
* Client ID

% Fliant carrat

2. Enter/Select the following Basic information:

Account

name* Enter the customer’s unique account name.

Constraints:

+ A duplicate account name should not exist in the cloud inventory.

» The account name should include only alphanumeric and period (.) characters.

Description | Enter a description of the device to be added.

Data From the dropdown list, select the data center through which communication with the
center* Certificate Authority will be established.

Proxy To use a proxy server for the communication, select this checkbox.

required

3. Enter/Select the following Key information:

Subscription ID* | Enter the customer’s Azure subscription ID.

Tenant ID* Enter the customer’s Azure tenant ID.
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Client ID* Enter the customer’s Azure client ID.

Client secret* Enter the customer’s Azure client secret key.

Services* For the new device being added, from the dropdown list, select Virtual Machine.

4. From Additional attributes, for the services selected, select the user permission for Cert sync from
the following options:

o Managed: AppViewX will connect with the customer’'s AWS account and discover certificates.
These certificates will be added to the inventory. Users with the relevant permissions can then
perform the required certificate-related actions.

> Monitored: AppViewX will connect with the customer’s AWS account and discover certificates.
These certificates will be added to the inventory where the users will be allowed to only view the
certificates.

o Ilgnored: AppViewX will connect with the customer’'s AWS account but certificate discovery will be
disabled.

5. Click Save.

6. Return to the Device :: Cloud page.

7. From the table of added devices displayed on the Device :: Cloud page, from the Status column, click
Check.
The status of the added device is displayed.

8. To view the certificates, navigate to Inventory > Certificate.
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appviewX

Start Server Certificate

Dashboard
Groups All Certificates

Control Center

Common Name
CERT+

Studio

Request

Collection

Inventory = Device

Account Certificate

Logging S5H

Alert Group

Settings Backup & Restore

Certificates are automatically discovered and displayed here.

Pushing A Certificate to the Azure Virtual Machine

To import a certificate to the virtual machine, you will need to add a connector to the existing certificate.

[ Note: If the certificate does not exist, you will be required to create a new certificate. j
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1. From the list of certificates displayed, click the Common Name of the certificate to which you want to
add the connector.

The holistic certificate view is displayed.

Connecion act v % AssignGoup T3 G Ref
| P el -
0 pViewX Intermediat
. |
Q

¥ testApg

5 s 20

For all devices:
appviewX--{immscies | & ol | ) o e st |
L -] =

2. To add the connector, from the Connector actions menu, select Add App Connector.
& Connector actions
+ Add App Coy’jectﬂr

Nl Copy App Connector

f )
o Tip: You can also select the Add Connector option from the certificate holistic view.
dlglcert LElEELE IlE Ej PPC  cerver Microsoft ... (___} .......
= =3
- J

The Add Connector action pane is displayed.
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Add Connector X

General Information

* Category ADC v
* Vendor A10 Y
* Connector Name A10 connector

Description

SSL templates

*  Awvailable devices Selected devices

3. Enter/Select the General Information details:

Category*
Select the device type from the dropdown list.

To add a connector for the device you just added, select Cloud.

Vendor*
From the dropdown list, select the device vendor.

For this process, select Azure.

Service Type*
Select a service type to filter the available devices.

For this process, select Virtual Machine.

Connector Name*
Enter a name for the connector.

By default, the connector name is set to Azure connector.

Description Enter a description for the connector.

4. In the Service Endpoint section, under Available devices, search for and select the available device
that was created for the Virtual Machine.
5. Enter/Select the following Certificate Details:
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Certificate Type*

From the dropdown list, select PKCS#12 (*.pfx).

Certificate File Name*

Enter a name for the certificate file.

PFX Password*

Enter the password to access the certificate file

Push Root and
Intermediate Certificates

To push the root and intermediate certificates along with the selected

certificate, select this checkbox.

6. In the Push Details section, select the Push automatically checkbox.

If the certificate attribute gets updated or renewed, this will automatically push the updated/renewed

certificate to the device.
7. Click Save.

The created connector will be displayed in the holistic view.
8. To push the certificate to a device, click Push to Device.

9. From the Push to Device dialog box, enter comments (optional) and click OK.

The message Push to device has been triggered successfully. Please refresh. is displayed.

10. Click Refresh.

= appviewX

B Server Certificate > azure-app-001.appviewx.tech

Q  Search features

dl DASHEOARD

11. To approve the push operation, click Approve.

The Approve dialog box is displayed.
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Implement m Schedule later
Comments

Kl -

12. From the Approve dialog box:

a. To implement the push operation immediately, select Now.
OR

a. To schedule the push operation for a later time, select Schedule Later.

b. To set a date and time for the implementation, click and select as required.

Approve

Implement WLI"8 Schedule later

* Implementation Time

Comments

©

Su

oI

27

Time 17:54:02

Hour
Minute

How

13. Click OK.
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The message Work order action has been triggered. Please refresh. is displayed.
14. To implement the push operation, click Implement.
15. From the Implement dialog box, click OK.

Implement m Schedule later
Comments

Note: You can also schedule the implementation for later. The process is similar to scheduling
the Approve operation for later.

When the push operation is successfully completed, the color of the connector changes to green and
the following message is displayed:
I 2 R1

[+

-
Note: To view the work order status, click the corresponding request ID.

H = R12

]

Apache SSM integration specification

Device Addition

« Apache (Linux) serversdiscovered from Amazon EC2 instances should be added under the Server tab
in AppViewX.

« All the mandatory fields should be pre-fill in the Apache (Linux) device addition page.
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» The server name should be appended with AWS as shown below.

By default, the communication mode should be selected as SSM.

« Credential provided in cloud inventory should be used in server inventory as well.

* By default, access elevation should be selected as Sudo.

Manage Devices

= appviewX

Devica :: Sarver

ORACLE

0 inee
ARBOR

+ JBoss

M

Server details

8 Apacha Tomcal

* Serves type

* Server nama AWS_Apache-001
" IP address  192.168.96.211
Data centar

Communication mada

SSH Rest Agent

*SSHPet 22
Cemtsync (@) Managed Monitorad
Credentials
" Credential type  Credential-CloudAccount v
. Account name  Dhivya v
Vendor Specific Details
* Betwrui Chevation P

Certificate details

Credential management

 Credential Type is a mandatory field.

* When a device is added from a could account, Credential-Cloud Account must be displayed

corresponding to the credential type label. And the cloud account name should be displayed in a

dropdown corresponding to the Account name label.

* While modifying the mandatory details in the Apache form, the user should be able to select a different

cloud account credential that is added to the cloud inventory.
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« Similarly, while modifying the mandatory details in the Apache form, the user should be able to provide
credentials manually in the Apache device addition form.

Note: Once the Apache instance is identified and successfully added, the user should be able
to perform all the actions (device level as well as certificate level).

Functional Specification

Basic information specifications

« Users should be able to provide basic information such as Account name, Device description, and
Account number.

 The account name should be maintained as a unique factor; the user should not be allowed to add the
same account name more than once.

» When the user tries to submit the same Account name, a pop-up error message displays as Account
name already available in the inventory.

Account name

 The account name is a mandatory field. Users should provide a valid name in this column.

 The account name field should be an alphanumeric field. Users should be able to provide alphabets and
numbers.

* Users should not be able to provide any special characters in this field, except period (.)
« Users should not be able to provide [space] in this field.

 The account name field should support only 25 characters. Block users to enter more than 25
characters.

« Add an information icon next to the account name text box and displays a message as Account name

should be unique. The account name already in the cloud inventory cannot be added again. Only
alphanumeric and period (.) can be entered in this field.

Description

« Users can provide the description in this paragraph box.
« Allow a maximum of 250 characters in the description field.

« Allow numbers, alphabets, all the special characters, and [space] in the description field.
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Account number

 The account number is an optional field. Users should provide a valid account number in this column.

« Users should be able to enter only numbers in the account number.

« Users should not be able to provide any special characters in this field.

* Users should not be able to provide [space] in this field.

* Users should be able to provide a maximum of 25 numbers. Users should not be able to provide more
than 25 entries.

Proxy required

« Proxy required is an optional field, when the user selects this checkbox, AppViewX will try to
communicate via Proxy in case of network failure/absence.

« If the user does not select this checkbox, then AppViewX will connect/communicate only via the
internet/network, if there is network failure/absence, AppViewX will not try to communicate via provided
Proxy.

Credentials Specifications

» Only when the Master credential is selected in the above section, the Credential section will be
displayed in this form. When the user lands on this page to add a new cloud device, by default, the
Master credential will be selected, hence the Credential section will be displayed as well.

» Users should be able to provide the credentials in this section; if the master credential is selected
against the Credential type. It should be used to access all the services that are selected in the services
section.

Credential input type

* The credential input type is a mandatory field. It is a single select dropdown. By default, Manual Entry
will be displayed.

" Access Key

T Secret Key

« Credential input type should list three options, they are
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» Manual entry
« Credential list — CyberArk
« Credential list — AppViewX
» When “Manual Entry” is selected, Access Key and Secret key fields should bedisplayed below
Credential input type fields.
» The access key and Secret Key are mandatory fields and Password encrypted fields.
« Users should provide both Access Key and Secret Key corresponding to the account added.
» These keys will be used to access all the services that are selected in the services section.
» When the “credential list — CyberArk” is selected, the Credential list dropdown should bedisplayed
below the Credential input type fields.
« Users should be able to select a credential that is saved in CyberArk. This credential will be used to
access all the services that are selected in the services section.
* When the “credential list — AppViewX” is selected, the Credential list dropdown should bedisplayed
below the Credential input type fields.
« Users should be able to select a credential that is saved in AppViewX vault. This credential will be

used to access all the services that are selected in the services section.

Access key

» When the user lands on this page to add a new cloud device, by default, Manual Entry will be displayed
under the Credential input type. Hence, the Access Key field will be displayed as well.

» The access key is a mandatory, password-encrypted, and alphanumeric field. Users should be able to
provide alphabets as well as numbers in this field.

« All the special characters should be supported in this field.

» Users should not be able to provide (space) in this field.

» Minimum and Maximum Length of Access Key is 16 and 128 characters respectively.
Secret key

* When the user lands on this page to add a new cloud device, Manual Entry will be displayed under the
Credential input type. Hence, the Secret Key field will be displayed as well.

 The secret key is a mandatory, password-encrypted, and alphanumeric field. Users should be able to
provide alphabets as well as humbers in this field.

« All the special characters should be supported in this field.

» Users should not be able to provide [space] in this field.

« The maximum length of the Secret key is 256 characters.
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Key information specifications

« Users should be able to provide the key information such as Datacenter, Region, Credential type, and
Account number.

« Users have to provide a data center, region, and service. If any of these fields are blank/ empty, while
submitting the form, the X mark will be displayed against the field that is not filled. A message will be
displayed when the user mouse over the X mark, “Value is missing in <fieldName> field”.

Data Center

- Data center is a mandatory field, the “Select a data center” message must be displayed as a play
holder when the user lands on this page to add a new cloud device.

* Data center Select a Data center

L)
* Users can select a data center for the dropdown (single select dropdown).
* Data center Absecon v
Absecon
Virginia

» Based on the data center selected, the region corresponding to the selected data center will be listed
below the field region field.

« Users should be restricted to submit this form, without filling a data center. If the user does not select
a data center, while submitting the form, X mark will be displayed against the data center field. A

message will be displayed when the user mouse over X mark, “Value is missing in datacenter field”.

Region

 Region is a mandatory field.

« Fetch region(s) button will be enabled only when the credentials are given. The user should provide the
credentials to enable the fetch region(s)

« Once credentials are provided, the fetch region(s) will be enabled. Users should be able to click the
fetch region(s) button.

 Once the user click fetch region(s) by providing valid credentials, a list of all the regions corresponding
to the credential provided will be displayed in the drop-down,
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« If provided credentials do not have any region (or) if the provided credential is invalid, then None will be
displayed in the dropdown.

* REthH US East ,US West, Asia Pacitic v

US West
Asia Pacific

Asia Pacific (Tokoyo)
EU (Frankfurt)
EU (Frankfurt)

» The “Select the region(s)” message must be displayed as a play holder when the user lands on this
page to add a new cloud device.

» Users can select single or multiple regions from this dropdown (multi-select dropdown).

» Users should be able to select all / unselect all the regions from this field.

+ Users should be able to free-text search the region in the dropdown.

» Users should be restricted to submit this form, without selecting at least one region. If the user does
not select a region, while submitting the form, the X mark will be displayed against the region field. A
message will be displayed when the user mouse over X mark, “Value is missing in region field”.

Service

1. Service is a mandatory field. It is a multi-select text box. By default, ACM and IAM will be selected.

* Service ¥ ACM X 1AM @

2. Users can select single or multiple service(s) from this dropdown (multi-select text box).

3. ACM, IAM, ELB, and EC2 are the services that should be listed in the dropdown.

4. AppViewX should support four Amazon AWS services, they are, ACM, IAM, ELB, and EC2 instances.
Users should be able to select any one of these services from this field.

5. Based on the selected service, the user should provide additional details in the below section.

6. Users should be able to select all / unselect all the services from this field.
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7. Users should be able to free-text search the service from this field.
8. Users should be restricted to submit this form, without selecting at least one service. If the user does
not select a service, while submitting the form, X mark will be displayed against the service field. A

message will be displayed when the user mouse over X mark, “Value is missing in-service field”.

Additional attributes specifications
Service Input Status

* The services that are selected in the services section will be displayed as a tab in this section.

- Each tab will have a different set of fields that are required for accessing each service.

 There are a few mandatory fields corresponding to each service.

* When the user lands on this page to add a new cloud device, by default, ACM and IAM tabs will be
displayed.

» Once mandatory fields are filled, each tab will be indicated with “* a GREEN tick mark. Only when all

the selected services are marked with a GREEN tick, the user will be able to submit the form.

« If the user tries to save without filling in the required detail, an X mark should be displayed against each
tab that is not completed.

» When the user mouse over Xmark below message should be displayed, “Mandatory fields are not filled
in this tab”

Cert sync

« Cert sync is a mandatory field. When the user lands on this page to add a new cloud device, by default,
Managed will be selected.
« Cert sync should be available in all the tab.
+ Cert sync have three options,
» Managed — Certificates within the cloud (corresponding to the service selected), & its objects will
be discovered and moved to inventory with managed status. Users can perform different AppViewX
actions on the certificates that are in managed status. E.g., Cert Sync in the ACM tab is selected
as Managed, then all the certificates in ACM will be discovered and moved to the inventory with
managed status.
» Monitored — Certificates within the cloud (corresponding to the service selected), and their objects will
be discovered and moved to inventory with monitored status. Users can only monitor the certificates
that are in monitored status, user cannot perform any AppViewX actions on these certificates. E.g.,
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Cert Sync in the ACM tab is selected as Monitored, then all the certificates in ACM will be discovered
and moved to the inventory with monitored status.

+ Ignored — The cloud account will be added and managed in AppViewX. Certificates within the cloud
(corresponding to the service selected), & its objects will not be discovered; only the profiles will be
created.

Collection type

1. The collection type field will be displayed only when the EC2 option is selected under the service
section.

2. Collection type is an optional field.

3. All the regions selected by the user should be listed in the collection type section.

4. Users should be able to select a single S3 bucket for all the regions, also users should be able to
select an individual S3 bucket for each region.

5. Data stored in S3 must be removed instantly.

Generic Linux SSM Integration Specification

Device Addition

- ApartfromApache, all other instances identifiedfrom Amazon EC2 should be added under Generic Linux
under the Server tab in AppViewX.

+ All the mandatory fields should be pre-fill on the Generic Linux device addition page.

* The server name should be appended with AWS as shown below.

« By default, the communication mode should be selected as SSM.

* Credential provided in cloud inventory should be used in server inventory as well.
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2 appviewX
Vendon Server details
y - i
' i
W Microsoft * Serder name AWS_linuxserver_001
maIs
-y it * IP address 192.168.96.211
ERPC
B Lhorosoft [hate conles
W Gere
. * 55H Port 22
F APACHE
I Certsync (@ Managed Monitorad Ignaeed

WA sl
ORACLE SSMmode v |

— Credentials

.::". Linux
* Credential type Credential-ClovdAccount "
ARBOR .
Accountname  Dhivya r
* JBoss
e

Credential management

« Credential Type is a mandatory field.

* When a device is added from a Could account, Credential-CloudAccount must be displayed
corresponding to a credential type label. And the cloud account name should be displayed in a
dropdown corresponding to the Account name label.

» While modifying the mandatory details in the Generic Linux form, the user should be able to select a
different cloud account credential that is added to the cloud inventory.

« Similarly, while modifying the mandatory details in the Generic Linux form, the user should be able to
provide credentials manually in the Generic Linux device addition form.
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Shtr v

* Access Key

" Secret Key

» Only when the mode of communication is SSM, Access key, and Secret key fields will be displayed

under Credential type.

Instances Discovery Specification
Specifications

« It is mandatory for the user to provide credentials and S3 bucket details to identify instances within the
Amazon EC2 service.

» With details provided, AppViewX should be able to identify Apache (Linux) server within the Amazon
EC2 service and all other instances within the EC2 service will be mapped to Generic Linux in the
server tab.

» AppViewX uses the SSM mode of communication to discover certificates within these instances.

« If multiple Apaches run in the same EC2 instance, then only one account will be added under the
Apache server tab; if multiple apache running in different EC2 instances; then each instance (apache)
will be added as a different account under the Apache server tab.

« All the certificates within these instances should be discovered by AppViewX (when the CERT+ sync
field is selected as Managed/ Monitored.

« Should not support Push Certificates including Private Key via SSM. CSR must be generated in the
device itself only a signed public key should be pushed to the device.
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Chapter 4: Certificate Actions

Overview

Enrolling Certificate

Renewing Certificate

Push to Device

Reissuing Certificate

Revoking Certificate

Regenerating Certificate
Reinstating Certificate

Running Revocation Check-OCSP

Generating Certificate Signing Request (CSR)

CA Switch
SSL Checker

Overview

For launching any new application in an enterprise, an SSL certificate is required to secure the

communication. The certificate lifecycle has different phases starting from enrolling. AppViewX CERT+

enables you to manage every action that is involved in the certificate lifecycle.

In the Certificate Action section, the following actions can be performed:

« enroll a certificate

* renew a certificate

* push to device

« reissue a certificate

» revoke a certificate

* regenerate a certificate

« reinstate a certificate
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* revocation check
* generate a CSR
» migrate a CA

* run SSL checker.

Enrolling Certificate

» Overview
» Server Certificate Enrollment
« Client Certificate Enrollment

» Code Signing Certificate Enrollment

Overview

Certificate enrollment is a process of requesting digital identity for a server or an individual from the
Certificate Authority (CA). It is a primary step in certificate lifecycle management (CLM). In the enrollment
process, a user must submit the details of the entity (server/individual) to the certifying authority. The
authority validates the correctness of the information and ownership before issuing a digital certificate and

issues a certificate.

For enrolling with any desired CA, the respective account details must be added in AppViewX. For more
details, refer to Add a CA Account section in CERT+ Admin Guide.
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Certificate Actions

Web Browser > URL Login Page
Credential

AppViewX Login Section

AppViewX

Menu
|

v

Certificate
Enrollment Form

I =

CERT+ CERTIFICATE ACTION (Enrollment Section)

Functional Diagram - Certificate Enrollment
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Server Certificate Enrollment

Server certificate enrollment refers to the process of creating a digital ID for an application/web server
hosted in the network. It starts with the generation of a key pair (private and public key) and CSR,
submitting the CSR to the desired CA to procure a certificate. CERT+ supports the generation of keypair
on the device, HSM, AppViewX. Users can also upload the CSR for enrolling for a digital certificate.

To enroll a server certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.

5. Select Enroll Certificate, and then Server.
The Enroll Server Certificate page appears.

Wed Nov 18 2020 18:21:21 GMT+0530 (IST)  {} ? oY

= appviewX

Enroll Server Certificate

B ) General Information

| CERTIFICATE ACTION = Assign Group

Renew Certificate Client

Default v

Push to Device Code Signing Certificate

ertificate
* Renew Automatically

Revoke Certificate
* Regenerate Automatically off
more «

* CAAccount AmazonCA_Server_Client ~
B CERTIFICATE INVENTORY

* Cerlificate Type None v
& AUTOMATION

* Connector Name  Amazon GA connector

@ CERTIFICATE DISCOVERY + Description

@ ALERTS & LOGS

© GROUPS & POLICIES

* CSR Generation

6. In the General Information section of the Enroll Server Certificate page, select the desired Assign

Group from the dropdown list.

[ Note: The Default option is selected. j

7. In the CA Details section, select/enter the details as follows:
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CA Details
* Cerificate Authority Ejbca A
* Renew Automatically Off o
* Regenerate Automatically Off
* CAAccount gjbca A
* Cerfificate Type MNone A4

* Connector Name Ejbca CA connector

Description

* CSR Generation (@) AppViewX ( ) UploadCSR () HSM
| End Point

The following table describes the options available in the CA Details section:

*Certificate

Authority Select the desired certificate authority from the dropdown lists. Based on the selected

CA, other CA details are configured. The possible CAs are:
* Amazon

* AppViewX

» Comodo

- Digicert

 Entrust

« EJBCA

* GlobalSign

» GoDaddy
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» Google

» InCommon

* LetsEncrypt

* Microsoft Enterprise
+ Microsoft Standalone
* New CustomCA

» Symantec

* TATRA BANKA

» Thawte

* Trust Wave

» Certificate Manager.

*Renew

. Select the toggle button to On or Off.
Automatically

« When the toggle is enabled, the Start Renewing option will be enabled.

« Enter the number of days to renew the certificate automatically.

Note: Changing the group inherited renew period overwrites the renewal
period for this certificate.

*CA Account | To which account the enrollment request to be submitted.

Certificate Select the desired certificate type from the dropdown list.

Type

*Division
Select the division to which the certificate must be enrolled.

[ Note: This field will be shown only for Digicert CA. ]
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Certificate
' Select the Profile to which the Certificate must enroll.
Profile
[ Note: This field is applicable only for AppViewX CA and Google CA. ]
*|ssuer
. Select the location of the issuer CA from the dropdown.
Location
[ Note: This is applicable only for Google CA. ]
*Issuer
Name Select the name of the issuer CA from the dropdown.

[ Note: This is applicable only for Google CA. ]

*Connector | Enter the friendly name for Certificate Authority connector in this field which will be
Name displayed in the holistic view on saving this form.

Description
Enter the description in this field.

[ Note: You can enter a maximum of 2000 words in the field. ]
*CSR
. Select the CSR generation option as required.
Generation

Options are:

» UploadCSR - Uploaded CSR will be taken as a source to populate CSR parameters
and submit to CA.

* CSR Generation AppViewX (@) Upload CSR HSM
End Point
Please pasie your CSR Q, Browz==

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 202



Certificate Actions

* Click the Browse button, and then the file.
* Click the Upload button to upload the selected file.

» On uploading CSR successfully, CSR parameters are automatically filled in the
CSR section.

* HSM - Private key and CSR will be created in the selected HSM device based on
CSR parameters given.

* CSR Generation () AppViewX () Upload CSR (@) HSM
| End Point
* Device Type (@) HSM Devices () ADC Devices
* Devices w
* Key Handler Mame

*Device Type
Select the type of device as required.

The possible options are:

* HSM Devices
» ADC Devices.

*Vendors
Select the desired vendors from the dropdown list.

The possible vendors are:
* AVI

« Citrix

*F5

* Ngnix Plus

* HA Proxy

*Devices

Select the desired device from the dropdown list.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 203



Certificate Actions

Note:
* By default, the None Selected option is enabled.
» When Device Type = ADC - User chooses from the list

based on the vendors field selection.
. J

*Key Handler
Enter the desired handler name in the field.

Name
Note: This field appears only when Device Type = HSM
Devices.
*Key
Enter the Key Reference Name.
Reference
Name

Note: This field appears only when Device Type = ADC
Devices.

» End Point - Private key and CSR will be created in the selected End Point device

based on CSR parameters given.

* CSR Generation () AppViewX ( ) Upload CSR () HSM
(®) End Point
Category e
Vendar w
* Devices e
* CSR filz name ==
* Key File Mame key
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Category
Select the desired category from the dropdown list. The possible options

are:

« ADC
« Server
 Firewall.

Vendor
Select the desired vendor from the dropdown list. The possible options

are:

« AVI

« Citrix

*F5

* Ngnix Plus
* HAProxy.

Note: Vendor list is populated based on the category, select the
desired vendor from the dropdown list.

*Devices
Select the desired device from the dropdown list.

[ Note: By default, the None option is selected. j
Tenant

Enter the tenant id in this field.

[ Note: This field appears when you select category as ADC. j
*CSR file

Enter the name of the CSR file in this field.
name

[ Note: This field appears when you select category as Server. j
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*Partition

Enter the partition in this field.

[ Note: This field appears when you select category as Firewall. j

*Key File | Enter the name of the key file in this field.
Name

For all the CA types except Amazon, you have the option to generate the CSR.
» AppViewX - Private key and CSR will be created in AppViewX based on CSR
parameters given.

* CSR Generation (@) AppviewX ( ) Upload CSR () HSM
() End Point
[ Note: The asterisk (*) symbol indicates a mandatory field. ]

8. In the CSR Parameters section, select/enter the details as follows:
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CSR Parameters

* Common Mame

Subject Alternative Mame

DMS

P Address

Organization

Organization Unit

Locality

State

Country

Ermail Address

= Walidity

Challengs Password

Confirm Passwaord

* Hash Function

" Key Type

* Bit Length

Test.Userguide.com

ONS, IP Addrass

TestUserguide.com  DRS1,0M52

168.2.4.5,168.4.58

AppViewX_Tech Doc Team

AppViewX_Tech Doc Team

Coimbatore

Tamil Madu

Indiiz

“usermams=Eappviswe.com

Maons

SHATED

REA

4005

W

Zwalues

Zwslues

Maonths w

The following table describes the options available in the CSR Parameters section:

I
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*Common
Name The common name is one of the key values of Certificate Signing Request (CSR) to be present in the |
Note: No special characters allowed except en dash (_) and hyphen (-).
Subject
. You can see the count of subject alternative names (SAN) available for a certificate in the CSR param
Alternative
Name Select the subject alternative subject name from the dropdown list.
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CSR Parameters

* Common Name Test. Userguide.com
Subject Alternative Mame ONS, IP Address -

DMNS | TestUserguidecom  DWNS1,0NS2 o

3 values
IP Address 168.2.4.5,168.4.5.5

'IIIIIIIIIIIIIIIIIW"}

The possible options are,

« Select all
« DNS
 |P Address.

Note:

» Multiple values must be separated by a comma.

» The cumulative count SANs appears in the certificate property pop-up window from the holis

*Qrganization
The organization name is one of the CSR parameters to be present in the certificate. This field will be

Organization
Organization Unit name is one of the CSR parameters to be present in the certificate. This field will be

Unit
Locality

The locality name is one of the CSR parameters to be present in the certificate. This field will be auto-f
State

The state name is one of the CSR parameters to be present in the certificate. This field will be auto-fille
*Country

Country name is one of the CSR parameters to be present in the certificate. This field will be auto-fillec
Email
Address The email contact details of the person responsible for maintaining the certificate. Enter the valid e-ma
*Validity Enter the number in this field and select the entered validity list to be in Days, Months, and Years from
Challenge Challenge password is one of the CSR parameters to be present in the certificate. Password must con
Password
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Confirm Reenter the same password to confirm that is entered in the Challenge Password field.

Password

*Hash The Hash function with which the CSR has to be signed. Any information specific to any CA or vendor
Function

*Key Type The key type is used while creating a private and public key pair. This field will be auto-filled and edital

*Bit Length The bit length is used while creating a private and public key pair. This field will be auto-filled and edita

[ Note: The asterisk (*) symbol indicates a mandatory field.

9. In the Attachments section is an optional field where the user/admin wants to keep any relevant
attachment for the certificate enrollment like approval email, enter the details as follows:

Attachments
Name ®
Comments l}
Upload File Upload ®
Document Name comments File size Action
No records found

The following table describes the options available in the attachments section:

Name Enter the alternate name for the document to be uploaded.

Comments
Enter the comments in this field.

[ Note: You can enter a maximum of 2000 words in the field. ]

Upload File Click the Upload button to select the file.
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Note: During certificate actions, the user can upload and maintain the additional necessary

documents.

10. Other than the CSR fields, the user can add organization-specific values along with CSR. These
values will not be part of the certificate but will be available in the AppViewX inventory. For example
cost center. Inventory can be filtered based on these attributes as well. In the Certificate Attributes can
be added under Administration > certificate attributes, it will be reflected on the enrollment page:

Certificate Attributes

Certificate

Type

11. Enter the Device Name and the Application IP Address in the Generic Fields section.

Generic Fields

Device Name

Application |P Address

The following table describes the options available in the generic fields section:

Device Name Enter the name of the device.

Application IP Address Enter the application IP address in this field.

Note: Application IP address and Device name are the default fields to maintain IP address
and device information if needed. Non-mandatory fields, skip this if you do not want to enter

values.
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12. In the Vendor-Specific Details section, CA-specific details can be provided here ( Template name

13.
14.

15.
16.

for Microsoft CA). Some of the CAs will expect additional details other than CSR parameters for their

operational purposes.

« By default, the Certificate ID is auto-populated based on the value entered in the Common Name

field (in the CSR Parameters section).
* The Certificate ID can be modified by the user.

- If the user edits the Certificate ID, any change to the Common Name will not reflect in the

Certificate ID.

« |f the user deletes the Certificate ID, the value of the Certificate ID field is set to the Common

Name suffixed with the timestamp.
Click the Add button.

Once the details are added, it will redirect to the page where the user can see the respective CSR and

CA details added as a connector. This page is called holistic view and from here any action on the

certificate can be performed including provisioning the certificate to a server.

ﬂ,\\;u ppviewX

- esLappviewx.com
a -
[ DASHBOARD o

£ CERTIFICATE ACTION

SR 1or Approval En‘r"s‘ Eninet EV conne B
B

Renew Certificate

Fri Now

& Connector actions

Click the Submit button to trigger the request.

Once the submit action is triggered, the Submit pop-up window appears. Add comments if needed,

and then click the Yes button. If an approval required option is enabled in CA Policy, the request goes

to Approve and Implementation stages.
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LCommeants

17. Click Approve to proceed.

= appviewX Fii Nov DG 2020 122908 GMT+0530(I5T) 1 7 o 1§
VET & Connector actions v % Assign Group %3 Unassign Group .} Refresh
= testappviewx.com Q ®
" E

(0 ALERTS & LOGS

Entrust Entrust Standard E]
2]

T GROUPS & POLICIES

#% ADMINISTRATION

18. The Approve pop-up window appears. Click the Schedule later button if the workflow request has to
be approved automatically in the future.

Approve x

Implement &0 schedule later

Comments

19. Enter the comments in the field.
20. Click Yes.

21. Once approved, the user can see the Implement option in the holistic view. Click Implement.
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= appviewX Fri Nov 06 2020 12:20:30 GMT+0530(1ST) (4 2 o5

& Connector actions v % Assign Group %3 Unassign Group ’} Refresh

F testappview.com Q *®
: :
@ ALERTS & LOGS Server

Enfrust Entrust Standard E}

=
| Rejec |

© GROUPS & POLICIES

22. The Implement pop-up window appears. Click the Schedule later button if the workflow request has
to be implemented automatically in the future.

Implement b

Implement Schedule later

Comments

Yag.

23. Enter the comments in the field.
24. Click Yes.
25. CSR Submission to CA is in progress.
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= appviewX Fri Nov D6 2020 122959 GMT+05301ST) [ ? b
& Connector actions ~ % Assign Group % Unassign Group + Refresn
F test.appviewx.com Q ®
o
. i

Entrust Enirust Standard a
=]

riificate Authority

26. Once the CSR submission is successful, the request state will be changed to Submit certificate -
retrieval in progress state.

27. If the enroliment request is compliant with conditions defined and auto-approval enabled in the
targeted CA, the certificate will be fetched in a few seconds.

28. If auto-approval disabled in the targeted CA, the user has to be logged into CA and approve the

= a p [JVEEWX Fri Nov D6 2020 12:31:37 GMT+0530(1ST) 7 db
T i & Connector actions v % Assign Group %3 Unassign Group .} Refresh
Enirust Root Certification Authority - G2 Q ®
dll DASHBOARD
& CERTIFICATE ACTION D
Entrust Certification Authority - L1IM
est.appviewx.com

s Enfrust EnmstEvcarne... [
] [ - ]

& CERTIFICATE INVENTORY

29. Once the certificate is issued successfully, the certificate will be retrieved into AppViewX.
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Client Certificate Enrollment

Client certificate enrollment refers to the process of creating a digital ID for an individual/device for
authentication/encryption purposes. It follows the same process as a Client certificate. These certificates

can not be hosted on Clients.

Steps to enroll a client certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.

5. Select Enroll Certificate, and then Client.
The Enroll Client Certificate page appears.

Sat Mar 27 2021 15:10:40 GMT+0530(IST) {1 ? b

Enroll Client Certificate

General Information Enroll Client Certificate X
ol DASHBOARD - «+ Provide necessary CSR values for the enrollment

« Click on “Add" to view the holistic view to submit the

request and to perform further operations for the

£ CERTIFICATE ACTION Assign Group
request.
: erve - Once the certificate is issued by the CA
downloading the certificate or provisioning/push of

the same can be performed.

Default v

Renew Ceriificate
» Best practice: Configure standard CSR values in the

Push to Device Code Signing Ceriificate polcy
AppViewX ~
Reissue Cerificate
* Renew Automatically off @
Revoke Ceriificate
—ne * Regenerate Automatically off
~ CAAccount None hd
CERTIFICATE INVENTORY
Certificate Profile Client ~

AUTOMATION
* Connector Name  AppViewX CA connector

CERTIFICATE DISCOVERY
Description

D ALERTS & LOGS

6. Note: The Default option is selected.

In the General Information section of the Enroll Client Certificate page, select the desired Assign
Group from the dropdown list.
7. In the CA Details section, select/enter the details as follows:
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CA Details
* Cerificate Authority Ejbca A
* Renew Automatically Off o
* Regenerate Automatically Off
* CAAccount gjbca A
* Cerfificate Type MNone A4

* Connector Name Ejbca CA connector

Description

* CSR Generation (@) AppViewX ( ) UploadCSR () HSM
| End Point

The following table describes the options available in the CA Details section:

*Certificate

Authority Select the desired certificate authority from the dropdown lists. Based on the selected

CA, other CA details are configured. The possible CAs are:
* Amazon

* AppViewX

» Comodo

- Digicert

 Entrust

« EJBCA

* GlobalSign

» GoDaddy
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» Google

» InCommon

* LetsEncrypt

* Microsoft Enterprise
+ Microsoft Standalone
* New CustomCA

» Symantec

* TATRA BANKA

» Thawte

* Trust Wave

» Certificate Manager.

*Renew

. Select the toggle button to On or Off.
Automatically

« When the toggle is enabled, the Start Renewing option will be enabled.
« Enter the number of days to renew the certificate automatically.

Note: Changing the group inherited renew period overwrites the renewal

period for this certificate.

*CA Account | To which account the enrollment request to be submitted.

Certificate Select the desired certificate type from the dropdown list.

Type
*Division
Select the division to which the certificate must be enrolled.
[ Note: This field will be shown only for Digicert CA. ]
Certificate
Profile Select the Profile to which the Certificate must enroll.
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Note: This field is applicable only for AppViewX CA and Google CA.

*Issuer
. Select the location of the issuer CA from the dropdown.

Location

[ Note: This is applicable only for Google CA. j
*Issuer

Select the name of the issuer CA from the dropdown.
Name

[ Note: This is applicable only for Google CA. ]
*Connector | Enter the friendly name for Certificate Authority connector in this field which will be
Name displayed in the holistic view on saving this form.
Description

Enter the description in this field.

[ Note: You can enter a maximum of 2000 words in the field. ]
*CSR

. Select the CSR generation option as required.

Generation

Options are:

* UploadCSR - Uploaded CSR will be taken as a source to populate CSR parameters
and submit to CA.

* CSR Generation AppWiewx iiil Upload CSRE HSM
End Point
Please pasie your CSH Q, Browzs

* Click the Browse button, and then the file.

* Click the Upload button to upload the selected file.

» On uploading CSR successfully, CSR parameters are automatically filled in the
CSR section.
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* HSM - Private key and CSR will be created in the selected HSM device based on
CSR parameters given.

" CSR Generation () AppViewX (L) Upload CSR (@) HSM
) End Point
* Device Type (@) HSM Devices () ADC Devices
* Devices o
* Key Handler Name

*Device Type
Select the type of device as required.

The possible options are:

* HSM Devices
» ADC Devices.

*Vendors
Select the desired vendors from the dropdown list.

The possible vendors are:
« AVI

* Citrix

*F5

* Ngnix Plus

* HA Proxy

*Devices
Select the desired device from the dropdown list.

( Note: W
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* By default, the None Selected option is enabled.

» When Device Type = ADC - User chooses from the list
based on the vendors field selection.

*Key Handler | Enter the desired handler name in the field.
Name

*Key

Enter the Key Reference Name.
Reference

Name .
Note: This field appears only when Device Type = ADC
Devices.

» End Point - Private key and CSR will be created in the selected End Point device
based on CSR parameters given.

* CSR Generation () AppViewX ( ) Upload CSR () HSM
(®) End Point
Category L
Vendar w
* Devices hd
* CSR file name osr
* key File Name ey
Category
Select the desired category from the dropdown list. The possible options
are:
+ ADC
» Server
* Firewall.
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Select the desired vendor from the dropdown list. The possible options
are:

« AVI

« Citrix

*F5

* Ngnix Plus
* HAProxy.

Note: Vendor list is populated based on the category, select the
desired vendor from the dropdown list.

*Devices

Select the desired device from the dropdown list.

[ Note: By default, the None option is selected. j

Tenant

Enter the tenant id in this field.

[ Note: This field appears when you select category as ADC. j

*CSR file
name

Enter the name of the CSR file in this field.

[ Note: This field appears when you select category as Server. j

*Partition

Enter the partition in this field.

[ Note: This field appears when you select category as Firewall. j

*Key File
Name

Enter the name of the key file in this field.
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For all the CA types except Amazon, you have the option to generate the CSR.
» AppViewX - Private key and CSR will be created in AppViewX based on CSR
parameters given.
* CSR Generation (@) AppViewX Upload CSR HSM
End Point
[ Note: The asterisk (*) symbol indicates a mandatory field. ]
. In the CSR Parameters section, select/enter the details as follows:
CSR Parameters
* Common Mame Test.Userguide.com
Subject Alternative Mame DMNS, IP Address -
DMS | TestUserguide.com | DHS1,0NS2 ]
Jvalues
IFAddress  162.3.4.5,168.4.55 m
2yalues
Crrganization App\iewX_Tech Do Team
Organization Unit App\iew_Tech Doc Team
Locality Caoimbatore
State  Tamil Nadu
Country Indiiz x
Email Address <username=EappviswE.com x
= Walidity Maons w | Months w
Challengs Password
Confirm Password #®
* Hash Function SHATED w
* Hey Type RZA W
* Bit Length 4095 w
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The following table describes the options available in the CSR Parameters section:

*Common
Name The common name is one of the key values of Certificate Signing Request (CSR) to be present in the |
No special characters allowed except en dash (_) and hyphen (-).
Subject
. You can see the count of subject alternative names (SAN) available for a certificate in the CSR param
Alternative
Name

Select the subject alternative subject name from the dropdown list.

CSR Parameters

= Cormmon Name Test.Userguide.com
Subject Alternative Mame DS, IF Address -

ONS Test.Userguide.com  DMS1,0NS2 eh]

3 values
IP Address 168245168456

"IIIIIIIIIIIIIIIII“B{}

The possible options are,

« Select all
« DNS
 |P Address.

Note:

« Multiple values must be separated by a comma.

« The cumulative count SANs appears in the certificate property pop-up window from the holis

*Organization

The organization name is one of the CSR parameters to be present in the certificate. This field will be :

Organization
Unit

Organization Unit name is one of the CSR parameters to be present in the certificate. This field will be

Locality

The locality name is one of the CSR parameters to be present in the certificate. This field will be auto-f

State

The state name is one of the CSR parameters to be present in the certificate. This field will be auto-fille
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*Country

Country name is one of the CSR parameters to be present in the certificate. This field will be auto-fillec
Email
Address The email contact details of the person responsible for maintaining the certificate. Enter the valid e-ma
*Validity Enter the number in this field and select the entered validity list to be in Days, Months, and Years from
Challenge Challenge password is one of the CSR parameters to be present in the certificate. Password must con
Password
Confirm Reenter the same password to confirm that is entered in the Challenge Password field.
Password
*Hash The Hash function with which the CSR has to be signed. Any information specific to any CA or vendor
Function
*Key Type The key type is used while creating a private and public key pair. This field will be auto-filled and edital
*Bit Length The bit length is used while creating a private and public key pair. This field will be auto-filled and edita
[ Note: The asterisk (*) symbol indicates a mandatory field.

9. In the Attachments section is an optional field where the user/admin wants to keep any relevant

attachment for the certificate enrollment like approval email, enter the details as follows:

Attachments
Name ®
Comments l}
Upload File Upload ®
Document Name comments File size Action
No records found

The following table describes the options available in the attachments section:
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Name Enter the alternate name for the document to be uploaded.

Comments
Enter the comments in this field.

[ Note: You can enter a maximum of 2000 words in the field. ]

Upload File Click the Upload button to select the file.

Note: During certificate actions, the user can upload and maintain the additional necessary
documents.

10. Other than the CSR fields, the user can add organization-specific values along with CSR. These
values will not be part of the certificate but will be available in the AppViewX inventory. For example
cost center. Inventory can be filtered based on these attributes as well. In the Certificate Attributes can
be added under Administration > certificate attributes, it will be reflected on the enroliment page:

Certificate Attributes

Cerificate

Type

11. Enter the Device Name and the Application IP Address in the Generic Fields section.

Generic Fields

Deavice Name

Application IP Address

The following table describes the options available in the generic fields section:

Device Name Enter the name of the device.
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Application IP Address Enter the application IP address in this field.

Note: Application IP address and Device name are the default fields to maintain IP address
and device information if needed. Non-mandatory fields, skip this if you do not want to enter
values.

12. In the Vendor-Specific Details section, CA-specific details can be provided here ( Template name
for Microsoft CA). Some of the CAs will expect additional details other than CSR parameters for their
operational purposes.

- By default, the Certificate ID is auto-populated based on the value entered in the Common Name
field (in the CSR Parameters section).

 The Certificate ID can be modified by the user.

« If the user edits the Certificate ID, any change to the Common Name will not reflect in the
Certificate ID.

« If the user deletes the Certificate ID, the value of the Certificate ID field is set to the Common
Name suffixed with the time stamp.

13. Click the Add button.

14. Once the details are added, it will redirect to the page where the user can see the respective CSR and
CA details added as a connector. This page is called holistic view and from here any action on the
certificate can be performed including provisioning the certificate to a Client.

ﬂ}o ppviewX Fri No

@ Connector actions w

p— testappviews.com

ol DASHEDARD [® ! I

Server
£ CERTIFICATE ACTION =y

i -.._ SR Tor Approval En"“s' Entrusi EV conne. ., E

15. Click the Submit button to trigger the request.
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16. Once the submit action is triggered, the Submit pop-up window appears. Add comments if needed,
and then click the Yes button. If an approval required option is enabled in CA Policy, the request goes

to Approve and Implementation stages.

Comments

17. Click Approve to proceed.

= uppview){ Fri Nov DG 2020 12:29:08 GMT+0530(1IsT) H 7?2 oY H
& Conneclor actions v % Assign Group S Unassign Group .} Refresh
= testappviewx.com Q ®
" i
@ ALERTS & LOGS Server
Emus‘ Entrust Standard E
REER

© GROUPS & POLICIES

4% ADMINISTRATION

18. The Approve pop-up window appears. Click the Schedule later button if the workflow request has to

be approved automatically in the future.

Approve x

Implement Schedule later

Comments

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 227



Certificate Actions

a. Enter the comments in the field.
b. Click Yes.

19. Once approved, the user can see the Implement option in the holistic view. Click Implement.

= appviewX

Fri Nov 06 2020 12:29.30 GMT+0530 (1IST) 4 7 o
& Connector actions v % Assign Group % Unassign Group {} Refresh

F test.appviewsx.com Q ®
8,

@ ALERTS & LOGS iy

© GROUPS & POLICIES

& ADMINISTRATION

20. The Implement pop-up window appears. Click the Schedule later button if the workflow request has
to be implemented automatically in the future.

Implement *

Implement Schedule later

Comments

a. Enter the comments in the field.
b. Click Yes.
21. CSR Submission to CA is in progress.
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= appviewX Fri Nov D6 2020 122959 GMT+05301ST) [ ? b
& Connector actions ~ % Assign Group % Unassign Group + Refresn
F test.appviewx.com Q ®
o
. i

Entrust Enirust Standard a
=]

riificate Authority

22. Once the CSR submission is successful, the request state will be changed to Submit certificate -
retrieval in progress state.

23. If the enroliment request is compliant with conditions defined and auto-approval enabled in the
targeted CA, the certificate will be fetched in a few seconds.

24. If auto-approval disabled in the targeted CA, the user has to be logged into CA and approve the

= a p [JVEEWX Fri Nov D6 2020 12:31:37 GMT+0530(1ST) 7 db
T i & Connector actions v % Assign Group %3 Unassign Group .} Refresh
Enirust Root Certification Authority - G2 Q ®
dll DASHBOARD
& CERTIFICATE ACTION D
Entrust Certification Authority - L1IM
est.appviewx.com

s Enfrust EnmstEvcarne... [
] [ - ]

& CERTIFICATE INVENTORY

25. Once the certificate is issued successfully, the certificate will be retrieved into AppViewX.
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Code Signing Certificate Enrollment
Overview

Code Signing certificate enrollment refers to the process of creating a digital ID for a code or document.
It starts with the generation of a key pair (private and public key) and CSR, submitting the CSR to the
desired CA to procure a certificate. CERT+ supports the generation of keypair on the device, HSM,
AppViewX. Users can also upload the CSR for enrolling for a digital certificate.

» Code Signing Certificate Enrollment

Code Signing Certificate Enrollment

Code Signing certificate enrollment refers to the process of creating a digital ID for an individual/device for
authentication/encryption purposes. It follows the same process as a server certificate. These certificates
can not be hosted on servers.

Steps to enroll a Code Signing certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.

5. Select Enroll Certificate, and then Client.

The Enroll Code Signing Certificate page appears.
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= | appviewX

Enroll Code Signing Certificate

Ji DASHBOARD General Information

&3 | CERTIFICATE ACTION - Assign Group

Renew Ceriificate Client

Push to Device

Reissue Cerificate

* Renew Automatically of

Revoke Certificate

* Regenerate Automatically of
more »

* CAAccount None.
E CERTIFICATEINVENTORY — —

* Certificate Type Mane
Server

Client

Code Signing Certificate Description

Device

Intermediate

more v

- CSR Parameters
(
~ My Workflows

& AUTOMATION
G

Default

* Connector Name CA connector

* CSR Generation (@) AppViewX
End Point

- Please select —

Upload CSR HSM

Tue Mar 30 2021 11:05:21 GMT+0530 (IST) {4 7

Enroll Code Signing Certificate x
« Provide necessary CSR values for the enroliment
« Click on “Add" to view the holistic view o submit the
request and to perform further operations for the
request
- Once the certificate is issusd by the CA,
the certificate or i of
the same can be performed
- Best practice: Configure standard GSR values in the:
policy

6. Note: The Default option is selected.

In the General Information section of the Enroll Code Signing Certificate page, select the desired

Assign Group from the dropdown list.
7. In the CA Details section, select/enter the details as follows:

CA Details

* Certificate Authority

* Renew Automatically

* Regenerate Automatically
* CAAccount

* Certificate Type

* Connector Name

Description

* C5R Generation

Ejbca

off

off

ejbca

MNone

Ejbca CA connector

(@ AppViewx

End Point

L

HSM
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The following table describes the options available in the CA Details section:

*Certificate

Authority Select the desired certificate authority from the dropdown lists. Based on the selected

CA, other CA details are configured. The possible CAs are:
* Amazon

» AppViewX

» Comodo

« Digicert

 Entrust

+« EJBCA

+ GlobalSign

» GoDaddy

» Google

» InCommon

* LetsEncrypt

* Microsoft Enterprise
* Microsoft Standalone
* New CustomCA

» Symantec

*« TATRA BANKA

» Thawte

* Trust Wave

» Certificate Manager.
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*Renew

. Select the toggle button to On or Off.
Automatically

» When the toggle is enabled, the Start Renewing option will be enabled.

 Enter the number of days to renew the certificate automatically.

Note: Changing the group inherited renew period overwrites the renewal
period for this certificate.

*CA Account | To which account the enrollment request to be submitted.

Certificate Select the desired certificate type from the dropdown list.

Type
*Division
Select the division to which the certificate must be enrolled.
[ Note: This field will be shown only for Digicert CA. ]
Certificate
i Select the Profile to which the Certificate must enroll.
Profile
[ Note: This field is applicable only for AppViewX CA and Google CA. ]
*Issuer
. Select the location of the issuer CA from the dropdown.
Location
[ Note: This is applicable only for Google CA. ]
*Issuer
Name Select the name of the issuer CA from the dropdown.

[ Note: This is applicable only for Google CA. ]

*Connector | Enter the friendly name for Certificate Authority connector in this field which will be
Name displayed in the holistic view on saving this form.

Description
Enter the description in this field.
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Note: You can enter a maximum of 2000 words in the field.

*CSR
Generation

Select the CSR generation option as required.
Options are:

* UploadCSR - Uploaded CSR will be taken as a source to populate CSR parameters
and submit to CA.

* CSR Generation () AppViewX (@) Upload CSR HSM
End Point
Please pasie your CSR Q, Browza

* Click the Browse button, and then the file.

* Click the Upload button to upload the selected file.

» On uploading CSR successfully, CSR parameters are automatically filled in the
CSR section.

* HSM - Private key and CSR will be created in the selected HSM device based on
CSR parameters given.

* CSR Generation AppViewX () Upload CSR (@ HSM
End Point
* Device Type (@) HSM Devices ADC Devices
* Devices W
* Key Handler Mame

*Device Type

Select the type of device as required.

The possible options are:
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*« HSM Devices
» ADC Devices.

*Vendors

Select the desired vendors from the dropdown list.
The possible vendors are:

* AVI

« Citrix

*F5

* Ngnix Plus

* HA Proxy

*Devices

Select the desired device from the dropdown list.

4 M
Note:
* By default, the None Selected option is enabled.
» When Device Type = ADC - User chooses from the list
based on the vendors field selection.
N /
*Key Handler | Enter the desired handler name in the field.
Name
*Key
Enter the Key Reference Name.
Reference
Name 5
Note: This field appears only when Device Type = ADC
Devices.
235
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» End Point - Private key and CSR will be created in the selected End Point device
based on CSR parameters given.

* CSR Generation () AppViewX () Upload CSR () HSM
(®) End Point
Category hd
Vendor A
* Devices hl

* CSR file name el

* Key File Name ey

Category

Select the desired category from the dropdown list. The possible options
are:

« ADC
« Server
» Firewall.

Vendor
Select the desired vendor from the dropdown list. The possible options

are:

« AVI

« Citrix

*F5

* Ngnix Plus
* HAProxy.

Note: Vendor list is populated based on the category, select the
desired vendor from the dropdown list.

*Devices

Select the desired device from the dropdown list.
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Note: By default, the None option is selected.

Tenant

Enter the tenant id in this field.

[ Note: This field appears when you select category as ADC. j
*CSR file

Enter the name of the CSR file in this field.
name

[ Note: This field appears when you select category as Server. j
*Partition

Enter the partition in this field.

[ Note: This field appears when you select category as Firewall. j

*Key File | Enter the name of the key file in this field.
Name

For all the CA types except Amazon, you have the option to generate the CSR.
* AppViewX - Private key and CSR will be created in AppViewX based on CSR
parameters given.

* CSR Generation (@) AppViewX Upload CSR HSM
End Point
[ Note: The asterisk (*) symbol indicates a mandatory field. ]

8. In the CSR Parameters section, select/enter the details as follows:
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CSR Parameters

* Common Mame

Subject Alternative Mame

DMS

P Address

Organization

Organization Unit

Locality

State

Country

Ermail Address

= Walidity

Challengs Password

Confirm Passwaord

* Hash Function

" Key Type

* Bit Length

Test.Userguide.com

ONS, IP Addrass

TestUserguide.com  DRS1,0M52

168.2.4.5,168.4.58

AppViewX_Tech Doc Team

AppViewX_Tech Doc Team

Coimbatore

Tamil Madu

Indiiz

“usermams=Eappviswe.com

Maons

SHATED

REA

4005

W

Zwalues

Zwslues

Maonths w

The following table describes the options available in the CSR Parameters section:

I
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*Common
Name The common name is one of the key values of Certificate Signing Request (CSR) to be present in the |
Note: No special characters allowed except en dash (_) and hyphen (-).
Subject
. You can see the count of subject alternative names (SAN) available for a certificate in the CSR param
Alternative
Name Select the subject alternative subject name from the dropdown list.
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CSR Parameters

* Common Name Test. Userguide.com
Subject Alternative Mame ONS, IP Address -

DMNS | TestUserguidecom  DWNS1,0NS2 o

3 values
IP Address 168.2.4.5,168.4.5.5

'IIIIIIIIIIIIIIIIIW"}

The possible options are,

« Select all
« DNS
 |P Address.

Note:

» Multiple values must be separated by a comma.

» The cumulative count SANs appears in the certificate property pop-up window from the holis

*Qrganization
The organization name is one of the CSR parameters to be present in the certificate. This field will be

Organization
Organization Unit name is one of the CSR parameters to be present in the certificate. This field will be

Unit
Locality

The locality name is one of the CSR parameters to be present in the certificate. This field will be auto-f
State

The state name is one of the CSR parameters to be present in the certificate. This field will be auto-fille
*Country

Country name is one of the CSR parameters to be present in the certificate. This field will be auto-fillec
Email
Address The email contact details of the person responsible for maintaining the certificate. Enter the valid e-ma
*Validity Enter the number in this field and select the entered validity list to be in Days, Months, and Years from
Challenge Challenge password is one of the CSR parameters to be present in the certificate. Password must con
Password
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Confirm Reenter the same password to confirm that is entered in the Challenge Password field.

Password

*Hash The Hash function with which the CSR has to be signed. Any information specific to any CA or vendor
Function

*Key Type The key type is used while creating a private and public key pair. This field will be auto-filled and edital

*Bit Length The bit length is used while creating a private and public key pair. This field will be auto-filled and edita

[ Note: The asterisk (*) symbol indicates a mandatory field.

9. In the Attachments section is an optional field where the user/admin wants to keep any relevant
attachment for the certificate enrollment like approval email, enter the details as follows:

Attachments
Name ®
Comments l}
Upload File Upload ®
Document Name comments File size Action
No records found

The following table describes the options available in the attachments section:

Name Enter the alternate name for the document to be uploaded.

Comments
Enter the comments in this field.

[ Note: You can enter a maximum of 2000 words in the field. ]

Upload File Click the Upload button to select the file.
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Note: During certificate actions, the user can upload and maintain the additional necessary

documents.

10. Other than the CSR fields, the user can add organization-specific values along with CSR. These
values will not be part of the certificate but will be available in the AppViewX inventory. For example
cost center. Inventory can be filtered based on these attributes as well. In the Certificate Attributes can
be added under Administration > certificate attributes, it will be reflected on the enrollment page:

Certificate Attributes

Certificate

Type

11. Enter the Device Name and the Application IP Address in the Generic Fields section.

Generic Fields

Device Name

Application |P Address

The following table describes the options available in the generic fields section:

Device Name Enter the name of the device.

Application IP Address Enter the application IP address in this field.

Note: Application IP address and Device name are the default fields to maintain IP address
and device information if needed. Non-mandatory fields, skip this if you do not want to enter

values.
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12. In the Vendor-Specific Details section, CA-specific details can be provided here ( Template name
for Microsoft CA). Some of the CAs will expect additional details other than CSR parameters for their
operational purposes.

« By default, the Certificate ID is auto-populated based on the value entered in the Common Name
field (in the CSR Parameters section).

* The Certificate ID can be modified by the user.

- If the user edits the Certificate ID, any change to the Common Name will not reflect in the
Certificate ID.

« If the user deletes the Certificate ID, the value of the Certificate ID field is set to the Common
Name suffixed with the timestamp.

13. Click the Add button.

14. Once the details are added, it will redirect to the page where the user can see the respective CSR and
CA details added as a connector. This page is called holistic view and from here any action on the
certificate can be performed including provisioning the certificate to a Code Signing.

ﬂ,\\-\su;:}.wiewx Fri Moy

& Connector actions

F esLappviewx.com
2 A
) DASHEOARD 0 I

£ CERTIFICATE ACTION

SR 1or Approval En‘r"s‘ Eninet EV conne B
B

Renew Certificate

15. Click the Submit button to trigger the request.
16. Once the submit action is triggered, the Submit pop-up window appears. Add comments if needed,
and then click the Yes button. If an approval required option is enabled in CA Policy, the request goes

to Approve and Implementation stages.
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LCommeants

17. Click Approve to proceed.

= appviewX Fii Nov DG 2020 122908 GMT+0530(I5T) 1 7 o 1§

VET f & Connector actions v % Assign Group %3 Unassign Group .} Refresh

= testappviewx.com Q ®
] I

(0 ALERTS & LOGS

Entrust Entrust Standard E]
2]

18. The Approve pop-up window appears. Click the Schedule later button if the workflow request has to
be approved automatically in the future.

Approve x

Implement &0 schedule later

Comments

a. Enter the comments in the field.
b. Click Yes.

19. Once approved, the user can see the Implement option in the holistic view. Click Implement.
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= appviewX

= test.appviews.com Q ®
P! 8
"

Fri Nov 06 2020 12:29:39 GMT+0530 (IST) 5] ? dh H

& Connector actions v % Assign Group %3 Unassign Group ’} Refresh

Enfrust Entrust Standard E}

| Rejec |

© GROUPS & POLICIES

20. The Implement pop-up window appears. Click the Schedule later button if the workflow request has

to be implemented automatically in the future.

Implement b

Implement Schedule later
Comments

Yag.

a. Enter the comments in the field.
b. Click Yes.
21. CSR Submission to CA is in progress.
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= appviewX Fri Nov D6 2020 122950 GMT+0530 (1ST) (4 ? b
& Connector actions v % Assign Group 5 Unassign Group \) Refresn
F testaAppviewx.com Q @
0
“ i

Entrust Enirust Standard a
=]

22. Once the CSR submission is successful, the request state will be changed to Submit certificate -
retrieval in progress state.

23. If the enroliment request is compliant with conditions defined and auto-approval enabled in the
targeted CA, the certificate will be fetched in a few seconds.

24. If auto-approval disabled in the targeted CA, the user has to be logged into CA and approve the

= appviewX Fri Nov DG 2020 12:31.37 GMT+0530IST) £} 7 &
T i & Connector actions v % Assign Group %3 Unassign Group .} Refresh
Enirust Root Certification Authority - G2 Q ®
dll DASHBOARD
& CERTIFICATE ACTION D
Entrust Certification Authority - L1IM
est.appviewx.com

.-- 8 Enfrust Eninust EV canne.... B
[ - ]

& CERTIFICATE INVENTORY

25. Once the certificate is issued successfully, the certificate will be retrieved into AppViewX.

Renewing Certificate
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» Overview

» Renewing Server Certificate

* Bulk Renew of the Server Certificates
» Renewing Client Certificate

» Process Explorer

Overview

The digital certificates are issued with a limited validity period. Before the expiration of its validity, it has
to be renewed and placed on the server for service continuity. The renewal process may vary from CA

to CA based on their operations. The result will be the issuance of the certificate with extended validity.
CERT+ enables users to trigger certificate renewal in different ways. The user can trigger renewal from
the certificate inventory or the certificate details and its provisioned details can be verified and trigger the
renewal from a holistic view. Group policy auto-renewal takes care of the certificate renewal automatically

and it can be combined with auto-push for hassle-free automation.

- )
K arm g . .
Note: You can renew the certificates via the Certificate Inventory section also.

- J
Check Box Groups  Filter Summary  Search bar Actions Columns oo TN
Gromps | A0 Cortificates 2160 w w Artioeg w Columns 1 b 25 o 180 >
. Ceenmsan e Sorial Nuen bae Gaoup lususe Common Pagl Eaunik qic T le Button Catifizate

& Audomat SProllel o LY DHELECEFC Dafaclt W ApoiewX Intermediate ESORR021 i - . OTHERS :
Arrgw Button
] & GOMESRPSMAS a 1IRETEES1A (0 ETE AppVigwX Intarmadiate 10002021 13 4 LT App\fisn
L] & F5vld pu Epailisem & a 43 7565 15E5 [T Appiaw X Interrmediats TRRRIZ1 156 LTS T Rnrr.sh Bu“un
¥ Fivi2_pushSubpiat ) L MFIIDFED Defalt %) AppView Inbarmediabe 011 32021 1626 Mariaged OTHERE
& lustl % IF 00 0F . C3:04 Default ) avadedab-AXDEVER BBO2020 08:16 Manwged OTHERS
& fosian t a 2TAXFLSTLO0 Defac 74 appvirwe-AVNENTCAD Q22 05:50 Managed OTHER!
E W paiftesld & T561.48:B0E [ TR T ] ApiiawX Intarnediate QF 02020 0815 Wl g App\iE
& Automal SProllel ey 5, D3ESBA BB Drafaclt ) AppViaew), Intermediabe DEZA2021 14:05 Ml mged OTHERE
] & Aulomat SProflel v L BT AROTFC3 Dufaclt W) App\View) Intermediabe SroA 2021 1623 Maraged OTHERE

& Automal SProfleCartn o CLEvEMaA Dafait (W) AppViaw Intarmediate CaNEL2021 12:17 Mlanaged OTHER!

¥ & Aulomal AN R &, 4A4003T TS 4B (L ETE T AppWiaw Inlarmedialy QEETR0EY 1322 Mg e @'—Fi!

B

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 246



Certificate Actions

Note: AppViewX v2021.1.0 onwards, AppViewX provisions the renewal functionality for
certificates issued via Google CA. This is done by utilizing the certificate's existing CSR or private
key details.

The following table describes the options available on the renew certificate page:

Check Select the check box of the certificate that needs to be renewed.
Box

Groups
Displays the group of certificates that needs to be displayed as selected.

| Groups Al Certificates 2160 w
s

|.. All Certificates X 160
Default RW () %160
Certificate-Gateway RW )

Filter

Displays number of certificates in which state.
Summary

- L] ¥ L o

— e [5] - v
Search
Bar Searches for the given keyword in the field and results in the feature that matches the

. search keyword.

(Basic/ yw

Advanced) | Basic Search - Searches in the given keyword in the field and results from the feature that
matches the search keyword.

Advanced Search - The advanced search is used to perform quick searches of the data.
If a more specific needs to be composed, the advanced search bar is a readily available
option. To activate the advanced search bar, click the Chevron icon in the search field.

The advanced search page appears.
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Condition: @ Configure Advance Search Aftributes -_“!J

i,

Discovery Source
Common Mame

Serial Mumber

Issuer Common Mame
Subject Organization
Subject Organization Unit
Locality

Subject State

Subject Country

ype Select -
Wildcard cerfificate
Extended Hey Usags Select -

Thumbprint

|E elect -
Purpose of cerificate Drupd own Li St -

The following table describes the options available in the Advanced Search feature:

Condition Displays the type of the desired search on the page. The possible

options are,

« AND
* OR.
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Certificate Actions

Allows you to select the desired CA from the dropdown list.

Status

Allows you to select the desired status certificate. The possible

options are,

* Manage
» Monitor
» New certificate.

Discovery Source

Enter the source of the discovery.

Common Name

Enter the common name of the certificate.

Serial Number

Enter the serial number of the certificate.

Issuer Common
Name

Enter the name of the certificate issuer.

Subject Organization

Enter the subject of the organization.

Subject Organization
Unit

Enter the subject of the organization’s unit.

Locality

Enter the specific locality.

Subject State

State Enter the state of the certificate’s subject.

Subject Country

Country of the subject.

Type

Type of the certificate.

Wildcard certificate

Enter the wildcard certificates.

Extended Key Usage

Allows you to select the EKU from the dropdown list.

Thumbprint

Enter the thumbprint value that you get it from the certificate
details page.

Dropdown List

Select the custom attributes from the dropdown list.

Search

Click the Search button to get the results from the search.
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Certificate Actions

Actions

Displays the list of actions. The possible actions are,

 Export Certificates

» Download Certificates
* Delete

» Change Status

* Assign Group

» Unassign Group

» Add/Modify Comments
« Certificate Attributes

* Renew Certificate

» Revoke Certificate

« CA Switch

* Revocation Check.

Columns

Allows you to select the number of desired columns to show on the certificate page.
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« Search bar - Used to search the available options.

« Click Select all check box if all parameters required to be displayed.

« Click the refresh icon if you want to reset the previous columns.

« Click Save.
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Certificate Actions

Page Displays the number of certificates listed on the page.

Count

Toggle

Button Displays the desired dashboard report on the page. The available options are,
* Reports
* List.

Arrow Allows you to move next page.

Button

Refresh Allow you to refresh the current page.
Button

Renewing Server Certificate

Note: AppViewX v2021.1.0 onwards, AppViewX provisions the renewal functionality for certificates issued
via Google CA. This is done by utilizing the certificate's existing CSR or private key details.

If you are renewing the single certificate, you can prefer the renewal from a holistic view as they can verify

all the details before initiating renewal. Steps to renew a server certificate:

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.

5. Select Renew Certificate, and then Server.
The Server Certificate page appears.
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DASHBOARD
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Enroll Certificate

Push to Device

Reissue Certificate
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4 18ETEBOTA.
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Group

Default

Default

Default

Default

Default

Default

Default

Default

Default

Default

Default

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

Certificate Actions

Mon Nov 23 2020 12:45:28 GMT+0530 (IST) £ 7 o4

v g8 Actions v

Issuer Common Name

AppViewX Intermediate

AppViewX Intermediate ...

AppViewX Intermediate ...

AppViewX Intermediate

avxdevlab-AVXDEVSR

appviewnx-AVXENTCAZ

AppViewX Intermediate

AppViewX Intermediate ...

AppViewX Intermediate ...

AppViewX Intermediate

AppViewX Intermediate

Renew Server Certificate X

» Select the necessary one or more certificates from
the inventory.

= Click on “Renew certificate” o renew certificate(s)
with existing key.To renew with a new key, use
Regenerate action in the holistic view.

« Once renew is triggered. the certificate status details
can be viewed in the Process Explorer.

= Best practice: Enable Auto Renewal to avoid manual
effort. Renewal with a new key is always
recommended.

07/17/2021 05:50 Managed OTHERS
07/30/2020 08:19 Managed AppView
06/29/2021 14.05 Managed OTHERS
09/03/2021 16:23 Managed OTHERS
09/08/2021 12:17 Managed OTHERS

08/27/2021 13:22

Managed @ERS

>

6. In the certificate list view, click Common Name of the certificate navigate to a holistic view.

7. Hover over the vertical eclipse on the certificate and click Renew.

8. Depends on the type of certificate, the renew page might appear. If necessary, in the Renew

Automatically field, toggle Off to On.

9. Enter the number of days before you initiate the renewal process. based on the settings it will renew

automatically in the future.

10. Click Renew to trigger now.

11. On the Renew pop-up window, enter comments, and click Yes. A request ID, the work order ID

is generated automatically, and then work order status is displayed beside the certificate on the

holistic view. If an approval required option is enabled in CA Policy, the request goes to Approve and

Implementation stages.

12. Click Approve to proceed with the Renew action.
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Certificate Actions

On the Approve page that pops up:

Approve x

Implement @0 scnedule later

Comments

Yes I |

« Click Schedule later if the workflow request has to be approved automatically in the future.
» Enter comments to approve the renewal and then click Yes. The work order status is displayed
beside the connector.
13. Click Implement to proceed with renewing action.

E # Connector actions ~ ‘D History % Assign Group %5 Unassign Group .} Refresh
Entrust Root Certification Authority - G2 Q ®
‘- Entrust Certification Authority - L1M
:=' test.appviewx.com
~ I
R Entrust
neunogess  EMITUSY - Ema e (3
On the Implement page that pops up:
Implement x
Implement @ Schedule later

Comments Test

* Click Schedule later if the workflow request has to be approved automatically in the future.

» Enter comments to approve the renewal, then click Yes.
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14. Click the Refresh button on the top right until the renew status updates.

Entrust Root Certification Authority - G2

Entrust Certification Authority - L1M

lest.appviewx.com

Enfrus' Entrust EV conne.... E
[ -]

15. After the renewal action is completed, the status updates to Completed.

Bulk Renew of the Server Certificates

# Connector acfions ~ ‘D History

Certificate Actions

§$ Unassign Group (¥ Refresh

Q @

Note: AppViewX v2021.1.0 onwards, AppViewX provisions the renewal functionality for

certificates issued via Google CA. This is done by utilizing the certificate's existing CSR or private

key details.

Bulk renewal of the certificates can be triggered from the inventory by multiselection certificates.

Users can renew certificates in bulk. Steps to renew certs in bulk:

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.

5. Select Renew Certificate, and then Server.

The Server Certificate page appears.
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appviewX

Q ures

Groups
ol DASHBOARD

&%, CERTIFICATE ACTION

Enroll Certificate

e Certificate
Certificate

more ~

O
CERTIFICATE INVENTORY

O

¢/ AUTOMATION
0
CERTIFICATE DISCOVERY v O
ALERTS & LOGS L]
'GROUPS & POLICIES |

Server Certificate 160

All Certificates #3160 w

»* [J Common Name

AutomationllSProfileLevel

testawspush

AutomationllSProfileLevel.

AutomationllSProfileLevel.

AutomationllSProfileCertR

AutomationllSProfi R

Serial Number

18ETEBOTA.

48:75:8C15E5..

01:F3:1D:F6:D

3F:00:0F-C3:04

22:43F5:75:00

75:61:4B:BD:E

08:E5:B4:BB:1..

ST:AB91:FC:3

C5:81:81:34:A

4A4D:3775:46

6. Click Actions, and then select Renew Certificate.

Server Certificate 10

Groups All Certificates “°

Common Name

testshalk

com

Serial Number Group
Default
Default
Y 74:DA2C9BE... Default
Y 04:FO:BAEB:8.. Default
Default

& 07:63:94:0 Renew Certificate
Default
Default
Y CC:86:B9:62:4... Default
60:30:4E:08:00... Default

(RW}

(RW)

(RW}

(RW)

(RW}

(R}

(RW}

(RW)

(R}

Group
Default
Default
Default
Default
Default
Default
Default
Default
Default
Default

Default

Issuer |

Appviey

DigiCer

AppViewX Intermediate ...

appviewx-AVXENTCAZ..

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

58 Actions v

&

A &%

@

Certificate Actions

Mon Nov 23 2020 12:45:28 GMT+0530 (IST) £ 7 o4

v g8 Actions v

Renew Server Certificate X

» Select the necessary one or more certificates from
the inventory.

Issuer Common Name 1

Click on “Renew certificate” to renew certificate(s)

with existing key.To renew with a new key, use

AppViewX Intermediate

AppViewX Intermediate

AppViewX Intermediate

Regenerate action in the holistic view.

Once renew is triggered, the certificate status details
can be viewed in the Process Explorer.

Best practice: Enable Auto Renewal to avoid manual
effort. Renewal with a new key is always

recommended.

AppViewX Intermediate
avxdevlab-AVXDEVSR
appviewnx-AVXENTCAZ
AppViewX Intermediate
AppViewX Intermediate
AppViewX Intermediate
AppViewX Intermediate

AppViewX Intermediate

M Columns

Export Certificates
(GMT)

Download Certificates
Delete

Change Status
Assign Group 21 12:04

Unassign Group

121 12:00
AddModify Comments
Certificate Attributes
Renew Certificate 21 12:00

CA Switch

RC Revocation Check

07/22/2021 11:58

04/10/2022 13:40

071712021 05:50

07/302020 08:19

06/29/2021 14:05

09/03/2021 16:23

09/08/2021 12:17

08/27/2021 13:22

Managed OTHERS
Managed AppView
Managed OTHERS
Managed QOTHERS
Managed OTHERS
Managed

>

1t010of 10 &)
Status Certificate
New Certific AppViewx
New Certific.. AppViewx
Managed AppViewx
Managed DigiCert
New Certific.. DigiCert
Managed DigiCert
New Certific.. DigiCert
New Certific.. DigiCert
Managed AppViewX
Managed OTHERS
3

A

7. In the Certificate Renew pop-up window, based on the requirement select the type of certificate

renewal Now or Set auto-renew.
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Certificate Actions

ertificate

Renew Selected Certificate(s) ® Now () Setauto-renew

Note:

Certificate renewal request for the selected certificates will be triggered immediately

Certificates with the work order status in progress or with read-only permission will be skipped

Renew Certificate

Renew Selected Certificate(s) () Now (@ Setauto-renew

Renew Certificates Days before Expiry. ()

Note:
Certificates with validity less than 90 will be triggered for renewal within the next 6 hours.

Certificates with the work order status in progress or with read-only permission will be skipped.

Submit Cancel

8. Select Submit.
9. Certificate renewal can be triggered now or auto-renew can be configured for all the certificates

selected.
10. The status of the trigger now can be monitored under process explorer.

Renewing Client Certificate

Note: AppViewX v2021.1.0 onwards, AppViewX provisions the renewal functionality for
certificates issued via Google CA. This is done by utilizing the certificate's existing CSR or private

key details.
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Steps to renew client certificate:

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERTH+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.
5. Select Renew Certificate, and then Client.

The Client Certificate page appears.

=| appviewX

Client Certificate 9

Groups Al Certificates 39 v
ol DASHBOARD

»* [J Common Name Serial Number
&5 CERTIFICATE ACTION

* [ @ santhoshd 3F:00:0F:BD:B

Enroll Certificate

Push to Device h

Reissue Certificate Process Explorer a 09:F9-C1:52E

4 0C:59:74.DB5..

G C5:14:16:DC:9

www.mailer net
more +

Ll | gatewayrevokedtest appvie T2E9:25:6F:E5.
B CERTIFICATE INVENTORY
3 www.mailer net G 73:D0:14:41:14.
& AUTOMATION
* [J ®@ejbca 11:B5:FZANA..
CLHTKICAIL DISCOVEI. ' O withoutcrl. appviews 239003249

@ ALERTS &LOGS

':é 'GROUPS & POLICIES
©

£ AnmaIcTRATION

Group

Default

Default

Default

Default

Default

Default

Default

Default

Default

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

6. On the ClientCertificate page, click List on the upper-right.

Certificate Actions

Mon Nov 23 2020 19:00:29 GMT+0530 (IST)

v g8 Actions v

Issuer Common Name

avxdevlab-AVXDEVSR

DigiCert SHA2 Assured ...

DigiCert SHA2 Assured ...

AppViewX Intermediate
AppViewX Intermediate
AppViewX Intermediate

EJBCAROOT CA

AppViewX Intermediate ...

| Renew Client Certificate

= Select the necessary one or more certificates from

the inventory.

« Click on “Renew certificate’
with existing key.To renes
Regenerate action in the holistic view

w certificate(s)
new key, use

« Once renew s triggered, the certificate status details
can be viewed in the Process Explorer.

= Best practice: Enable Auto Renewal to avoid manual
effort. Renewal with a new key is always

recommended.

06/08/2021 07:27

1112012021 06:17

08/07/2020 10:44

07/19/2019 14:00

Managed

Managed

Managed

Managed

7. In the certificate list view, click Common Name of the certificate to navigate the holistic view.

8. Hover over the vertical eclipse on the certificate and click Renew.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

AppViewX
AppViewX
OTHERS

AppViewX

»

257



10.
11.
12.

13.

Certificate Actions

& Connector actions f‘) History L Assign Group £3 Unassi gn Group .} Refresh

Q @

Entrust Root Certification Authority - G2

Entrust Certification Authority - L1M

testappviewx.com

Download Certificate
£, Download Key
Enfrust Entrust EV conne... B o

= £ Download CSR

&3 Regenerate

. Depends on the type of certificate, the renew page might appear. If it does, in the Renew

Automatically field, click Off to change it to On.
Enter the number of days before you initiate the renewal process.

Click Renew.

On the Renew pop-up window, enter comments, and click Yes. A request ID, work order ID are
generated automatically and then work order status is displayed beside the certificate on the holistic

view. If an approval required option is enabled in CA Policy, the request goes to Approve and

Implementation stages.
Click Approve to proceed with the Renew action.

& Connector actions D History % Assign Group %5 Unassign Group .} Refresh

Q @

Entrust Root Certification Authority - G2

Entrust Certification Autheority - L1IM

testappviewx.com

Ell'l'l'usi Entrust EV conne... E
 -.- ]

On the Approve page that pops up:
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Implement

Comments

Certificate Actions

m Schedule later

Test

* Click Schedule later if the workflow request has to be approved automatically in future.
» Enter comments to approve the renewal and then click Yes. The work order status is displayed

beside the connector.

14. Click Implement proceed with renew action.

On the Implement page that pops up:

Implement *

Implamant

Comments

Schedule later

Yas

* Click Schedule later if the workflow request has to be approved automatically in the future.

» Enter comments to approve the renewal, then click Yes.
15. Click the Refresh button on the top right until the renew status updates.
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Entrust Root Certification Authority - G2

Entrust Certification Authority - L1M

Entrust Enmnst EV conne... [
[ .-}

16. After the renewal action is completed, the status updates to Completed.

Process Explorer

Vel & Connector actions

Certificate Actions

(¥ Refresh

@

Process Explorer allows users to view the list of certificates that to be triggered today and the certificates

awaiting approval. Once the certificate is renewed, it will be removed from the list. This will be handy in

the case of bulk operations.

Steps for the process explorer,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.
3. Click CERT+.
The CERT+ left navigation pane appears.
4. Expand CERTIFICATE ACTION.
5. Select Renew Certificate, and then Process Explorer.
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Certificate Actions

The Process Explorer page appears.

Mon Nov 23 2020 19:05:18 GMT+0530 (1IST) {3 2?2 b

=| appviewX

Renew Certificate

ol DASHBOARD This page display certificates for which renewal will be
triggered today and also the list of approval pending
Common Name Serial Number Expiry Date  Renew before (d... Renew Date  Renew Configure... certificates.

&5 CERTIFICATE ACTION gjbca 11:65:F2:AD:AD: 08/07/2020 -107 1142312020 11/23/2020
Certificates will be removed from this inventory if
successfully renewed

Enroll Ceriificate
06/08/2021 197 111232020 11/23/2020

Re-submit

Client

Process Explorer

B CERTIFICATE INVENTORY

& AUTOMATION

GO0 CERTIFICATE DISCOVERY

@ ALERTS &LOGS

GROUPS & POLICIES @

Push to Device

* Overview

» Add Application Connector

» Pushing Server Certificate to a Device

» Pushing Client Certificate to a Device

» Pushing Intermediate Certificate to a Device

* Pushing Root Certificate to a Device

Overview

Users can enable push automatically field is selected while adding application connecter to a certificate,

then the certificate is automatically pushed to the device when it is retrieved/renewed.

Note:

You can renew the certificates via the Certificate Inventory section also.
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Certificate Actions

Check Box Groups  Filter Summary  Search bar Actions Columns
1 ' : : —
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Note:
AppViewX v2021.1.0 onwards, AppViewX provisions the renewal functionality for certificates
issued via Google CA. This is done by utilizing the certificate's existing CSR or private key
details.
- J

The following table describes the options available on the renew certificate page:

Check Select the check box of the certificate that needs to be renewed.

Box

Groups
Displays the group of certificates that needs to be displayed as selected.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 262



Certificate Actions

| Groups Al Certificates 2160 w
Cr
[ All Certificates X 160
Defaull AW E 160
Cerificate-Gateway RV k)

matches the search keyword.

The advanced search page appears.
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Filter

Displays number of certificates in which state.
Summary

o " - :1 & 1 ¥ o™

[FES [ = - A - Rtora s
Search
Bar Searches for the given keyword in the field and results in the feature that matches the

. search keyword.

(Basic/ yw

Advanced) | Basic Search - Searches in the given keyword in the field and results from the feature that

Advanced Search - The advanced search is used to perform quick searches of the data.
If a more specific needs to be composed, the advanced search bar is a readily available
option. To activate the advanced search bar, click the Chevron icon in the search field.
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Certificate Actions

Condition: @ Configure Advance Search Aftributes -_“!J

i,

Discovery Source
Common Mame

Serial Mumber

Issuer Common Mame
Subject Organization
Subject Organization Unit
Locality

Subject State

Subject Country

ype Select -
Wildcard cerfificate
Extended Hey Usags Select -

Thumbprint

|E elect -
Purpose of cerificate Drupd own Li St -

The following table describes the options available in the Advanced Search feature:

Condition Displays the type of the desired search on the page. The possible

options are,

« AND
* OR.
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Certificate Authority

Certificate Actions

Allows you to select the desired CA from the dropdown list.

Status

Allows you to select the desired status certificate. The possible

options are,

* Manage
» Monitor
» New certificate.

Discovery Source

Enter the source of the discovery.

Common Name

Enter the common name of the certificate.

Serial Number

Enter the serial number of the certificate.

Issuer Common
Name

Enter the name of the certificate issuer.

Subject Organization

Enter the subject of the organization.

Subject Organization
Unit

Enter the subject of the organization’s unit.

Locality

Enter the specific locality.

Subject State

State Enter the state of the certificate’s subject.

Subject Country

Country of the subject.

Type

Type of the certificate.

Wildcard certificate

Enter the wildcard certificates.

Extended Key Usage

Allows you to select the EKU from the dropdown list.

Thumbprint

Enter the thumbprint value that you get it from the certificate
details page.

Dropdown List

Select the custom attributes from the dropdown list.

Search

Click the Search button to get the results from the search.
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Certificate Actions

Actions

Displays the list of actions. The possible actions are,

 Export Certificates

» Download Certificates
* Delete

» Change Status

* Assign Group

» Unassign Group

» Add/Modify Comments
« Certificate Attributes

* Renew Certificate

» Revoke Certificate

« CA Switch

* Revocation Check.

Columns

Allows you to select the number of desired columns to show on the certificate page.
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« Search bar - Used to search the available options.

« Click Select all check box if all parameters required to be displayed.

« Click the refresh icon if you want to reset the previous columns.

« Click Save.
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Certificate Actions

Page Displays the number of certificates listed on the page.

Count

Toggle

Button Displays the desired dashboard report on the page. The available options are,
* Reports
* List.

Arrow Allows you to move next page.

Button

Refresh Allow you to refresh the current page.

Button

Add Application Connector

An application connector is a software application running on a server. To add the application connector

the application should be managed under the AppViewX device inventory. All the supported devices in

the AppViewX inventory can be provisioned with the certificate by adding the connector. The connector

enables cloud-managed devices as will to provision certificates from on-premises infrastructure. To add

an application connector to a server certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.
5. Select Push to Device, and then Server.

The Server Certificate page appears.
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6. In the Certificates list view, click the Common Name of a certificate you want to add a connector to.

7. In the Certificate topology page, click
Add Connector.

AWeew Inter

appviewX Appifea CA 00

The Add Connector window appears.
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8. In the General Information section, select/enter the details as follows.

General Inrcmmhon|

" Calegary | ADC
* Wendor A0
* Conmecior Hame Al connecion

Dheescription

The following table describes the options available in the general information section:

Category

« ADC

+ Cloud

* Firewall
* MDM

» Server
« WAF.

Select the category from the dropdown list. The possible categories are:

Vendor Select the desired vendor from the dropdown list.
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Connector Enter a name for the connector that is descriptive enough when viewed within the
Name Certificate topology.

Description | Enter the description in this field.

9. (Only applicable for Citrix application type) The SNI-enabled virtual server option is displayed. When
the checkbox is selected, the virtual servers whose SNl is enabled, will be listed. Also, you can enable
SNI for the virtual server by selecting Enable SNI push for Certificate and Enable SNI in Virtual

Server.

10. From the list of available application objects, click the icon beside each device you want to select.
11. Based on the certificate format and the server type the certificate details will vary. In the Certificate
Details section, select/enter the details as follows:

Certificate Details

" Certificate Typa DER [ dar v
" Cemibcate File Nama O
* Kay Fils Nama
Push Root and Intermediate Certificales |

* Intprmadiate Fdg or Bunda Mama

The following table describes the options available in the certificate details section:

Certificate Type Select the type of certificate to be pushed
from the dropdown list.

Certificate File Name Enter the desired certificate file name.

Key File Name Enter the desired key file name.

Push Root and Intermediate Certificates | Select the push root and intermediate
certificates check box, to push the
certificate into the device.

Intermediate File or Bundle Name Enter the desired intermediate File or

bundle name.

12. Push details are the optional fields that can be used based on client requirements. In the Push Details
section, select/enter the details as follows:
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Fush Detalls

* Soriptlocation (@) In AppView) in Device
Pre = Push script
Pt - Push script
Chvararite W
Push automatically o L:F

Sacue Push

The following table describes the options available in the push details section:

automatically

Script
. Select the type of script location. The possible locations are:
location
* In AppViewX
* In Device.
Script If the user wants to run a certain validation script before the push operation, the path
location can be specified in Pre - Push script.
Post - Push | If the user wants to run a certain validation script after the push operation, the path
script can be specified in Post - Push script.
Overwrite Select the checkbox to overwrite existing certificates with the new certificate.
Push Push automatically checkbox to push certificates to the device automatically when

there is an update in the certificate.

Secure Push

(applicable for F5 application type) The Secure Push checkbox is selected by
default. This option encrypts the certificates while pushing them into a device. You

can uncheck this option if you have permission.

Note: For <.jks> Keystore, a valid alias needs to be entered to reference the
certificate within the key store.

13. Click Save to add the application connector to the Certificate topology.
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Pushing Server Certificate to a Device

To push a certificate to a device,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.
5. Select Push to Device, and then Server.

The Server Certificate page appears.

Sprwer Carificate
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6. In the Certificates list view, click the Common Name of a certificate you want to add a connector to.
7. On the certificate topology page, click Push to Device. The Push to Device option will be shown if the
app connector is already added to the certificate otherwise add the app connector and then proceed.

8. On the Confirmation pop-up window, enter the comments if required. Upon confirmation based on
policy, the approval process takes place. The current flow is based on the default policy of two-level
approvals.

9. Click OK.

A request ID and work order ID are generated automatically and the work order status is displayed
beside the connector on the topological view.
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10. Click Approve to approve the push request.

11. On the Confirmation screen that pop-up window:
a. Click On or Off button in the Manual Implementation field to choose the mode of implementation.
b. If you select Off, set the date and time that you want the cert push to occur.
c. Enter comments and click Yes.

12. The work order status displayed beside the connector updates to Push-Review In Progress.

13. Click Implement to implement the push request.

14. On the Confirmation screen that pops up:
a. Click On or Off button in the Manual Implementation field to choose the mode of implementation.
b. If you select Off, set the date and time that you want the cert implementation to occur.
c. Enter comments and click Yes.

15. Click the refresh icon on the top of the page until the topology updates.

16. After the push action is completed, the status updates to Completed.

» Colour Codes Status

Colour Codes Status
Colour

The topological view follows a colour codes scheme to identify certificate status.

Green The certificate is available and valid.
Red .The certificate has expired

Gray Certificate push action failed.

Blue The certificate will expire in 90 days.
Yellow The certificate will expire in 30 days.

Orange The certificate will expire in 10 days.

Black The certificate has been revoked.

Mid Purple | The certificate associated with profiles is manually removed.

Pushing Client Certificate to a Device

To push a certificate to a device,
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1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.
5. Select Push to Device, and then Server.

The Client Certificate page appears.

Chsrsd Cartif ghe

' L L

Serial Marsber Gaap Iuniste Commaes M

6. In the Certificates list view, click the Common Name of a certificate you want to add a connector to.
7. On the certificate topology page, click Push to Device. The Push to Device option will be shown if the
app connector is already added to the certificate otherwise add the app connector and then proceed.

8. On the Confirmation pop-up window, enter the comments if required. Upon confirmation based on
policy, the approval process takes place. The current flow is based on the default policy of two-level
approvals.

9. Click OK.

A request ID and work order ID are generated automatically and the work order status is displayed

beside the connector on the topological view.

10. Click Approve to approve the push request.
11. On the Confirmation screen that pop-up window:
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a. Click On or Off button in the Manual Implementation field to choose the mode of implementation.
b. If you select Off, set the date and time that you want the cert push to occur.
c. Enter comments and click Yes.

12. The work order status displayed beside the connector updates to Push-Review In Progress.

13. Click Implement to implement the push request.

14. On the Confirmation screen that pops up:
a. Click On or Off button in the Manual Implementation field to choose the mode of implementation.
b. If you select Off, set the date and time that you want the cert implementation to occur.
c. Enter comments and click Yes.

15. Click the refresh icon on the top of the page until the topology updates.

16. After the push action is completed, the status updates to Completed.

» Colour Codes Status

Colour Codes Status

Colour

The topological view follows a colour codes scheme to identify certificate status.

Green The certificate is available and valid.
Red .The certificate has expired

Gray Certificate push action failed.

Blue The certificate will expire in 90 days.
Yellow The certificate will expire in 30 days.

Orange The certificate will expire in 10 days.

Black The certificate has been revoked.

Mid Purple | The certificate associated with profiles is manually removed.

Pushing Intermediate Certificate to a Device

In the case of intermediate CA certificates or trust certificate renewal, the same should be pushed to the
device in order to update the trust chain for the SSL communication. Otherwise, the SSL handshake will

fail.
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To push an intermediate certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERTH+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.
5. Select Push to Device, and then Intermediate.

The Intermediate Certificate page appears.

lnterrmadats Carmilc s

w i 5

il b Rosthainiiry G bl Nt Walkd hicaw GMT) Vol i |G [EE P SrFRATFTE

H CERTFICATE BATRTORT

6. In the Certificates list view, click the Common Name of a certificate you want to add a connector to.

The holistic view appears.
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7. Click Add Connector in the holistic view page.

The Add Connector page appears.

General Infermation
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8. In the General Information section, select/enter the details as follows.

General Information

* Cabegory SR 7
" Vredor IBUCHent =
* Connacior Nine BUCEen] conmachar

Descnptiens  Documentalion sample

TR remaning

The following table describes the options available in the general information section:

Category Select the category from the dropdown list.

Connector Name | Enter the desired connector name.

Vendor Select the vendor from the dropdown list.

Description

Enter a description in this field.
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Note: You can enter a maximum of 2000 words in the field.

9. In the SSL Template section, select a device from the Available devices and click the right arrow

mark to move the device to the Selected devices list.

55L templates

Avalable dences Create KDEB (° kdb) | Selected devices

Ho records found Mo records found

Right Arrow Left Arrow

Total rucords: 0 Page[ 0ol 0 Total racceds: 0 [ < |Page[0]ot0

Pushing Root Certificate to a Device

There can be renewal or change of root certificate in the trust store. In such occurrences, the user can

push the root certificate to the desired endpoints to avoid the SSL handshake failure.

Steps to push a root certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.
5. Select Push to Device, and then Intermediate.

The Root Certificate page appears.
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6. In the Certificates list view, click the Common Name of a certificate you want to add a connector to.

The holistic view appears.

7. Click Add Connector in the holistic view page.

The Add Connector page appears.
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General Infermation
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8. In the General Information section, select/enter the details as follows.

General Information

* Cabegory SR 7
" Vredor IBUCHent =
* Connacior Nine BUCEen] conmachar

Descnptiens  Documentalion sample

TR remaning

The following table describes the options available in the general information section:

Category Select the category from the dropdown list.

Connector Name | Enter the desired connector name.

Vendor Select the vendor from the dropdown list.

Description
Enter a description in this field.
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Note: You can enter a maximum of 2000 words in the field.

9. In the SSL Template section, select a device from the Available devices and click the right arrow

mark to move the device to the Selected devices list.

55L templates
: | Avalable dences _Erraﬂe KDE [* kdb) | Selected devices

Ho records found Mo records found
v \l
Total records: 0 Fage| 0 |ol0 Total receeds: 0 Page| 0 |ofD

Reissuing Certificate

» Overview
* Reissuing Server Certificate

* Reissuing Client Certificate

Overview

To update or modify the certificate parameters, it can be reissued by the same certificate authority
who issued it. A common use case will be an addition of SAN names. Reissuing certificates will not be

considered as a new order to the CA.

Note:

You can reissue the certificates via the Certificate Inventory section also.
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The following table describes the options available on the reissue certificate page:

Check Select the check box of the certificate that needs to be renewed.

Box

Groups
Displays the group of certificates that needs to be displayed as selected.

|Groups All Certificates 160 w
C+
[ Al Certificates £ 160
Default AW (E) I*160
Cerlificate-Gateway R

Filter
Displays number of certificates in which state.

Summary
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o e o el Ll o™ o
e — } . v | (m—
Search
Bar Searches for the given keyword in the field and results in the feature that matches the
(Basic/ search keyword.

Advanced) | Basjc Search - Searches in the given keyword in the field and results from the feature that
matches the search keyword.

Advanced Search - The advanced search is used to perform quick searches of the data.
If a more specific needs to be composed, the advanced search bar is a readily available
option. To activate the advanced search bar, click the Chevron icon in the search field.

The advanced search page appears.
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Condition: @ Configure Advance Search Aftributes -_“!J

i,

Discovery Source
Common Mame

Serial Mumber

Issuer Common Mame
Subject Organization
Subject Organization Unit
Locality

Subject State

Subject Country

ype Select -
Wildcard cerfificate
Extended Hey Usags Select -

Thumbprint

|E elect -
Purpose of cerificate Drupd own Li St -

The following table describes the options available in the Advanced Search feature:

Condition Displays the type of the desired search on the page. The possible

options are,

« AND
* OR.
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Certificate Actions

Allows you to select the desired CA from the dropdown list.

Status

Allows you to select the desired status certificate. The possible

options are,

* Manage
» Monitor
» New certificate.

Discovery Source

Enter the source of the discovery.

Common Name

Enter the common name of the certificate.

Serial Number

Enter the serial number of the certificate.

Issuer Common
Name

Enter the name of the certificate issuer.

Subject Organization

Enter the subject of the organization.

Subject Organization
Unit

Enter the subject of the organization’s unit.

Locality

Enter the specific locality.

Subject State

State Enter the state of the certificate’s subject.

Subject Country

Country of the subject.

Type

Type of the certificate.

Wildcard certificate

Enter the wildcard certificates.

Extended Key Usage

Allows you to select the EKU from the dropdown list.

Thumbprint

Enter the thumbprint value that you get it from the certificate
details page.

Dropdown List

Select the custom attributes from the dropdown list.

Search

Click the Search button to get the results from the search.
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Actions

Displays the list of actions. The possible actions are,

 Export Certificates

» Download Certificates
* Delete

» Change Status

* Assign Group

» Unassign Group

» Add/Modify Comments
« Certificate Attributes

* Renew Certificate

» Revoke Certificate

« CA Switch

* Revocation Check.

Columns

Allows you to select the number of desired columns to show on the certificate page.
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« Search bar - Used to search the available options.

« Click Select all check box if all parameters required to be displayed.

« Click the refresh icon if you want to reset the previous columns.

« Click Save.
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Page Displays the number of certificates listed on the page.

Count

Toggle

Button Displays the desired dashboard report on the page. The available options are,
* Reports
* List.

Arrow Allows you to move next page.

Button

Refresh Allow you to refresh the current page.
Button

Reissuing Server Certificate

To reissue a server certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.

5. Select Reissue Certificate, and then Server.
The Server Certificate page appears.
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6. Click the Common Name of the certificate to navigate into the holistic view
T 0 I
St C il il n

Growps & il o a I pim ok AN asmar bt Nk o Arianl W

Comancn Kame St Nt Démcowery Sousce Dinroovered B e Mamas) Heguani ) Tevest Temiplese
7. Hover over the vertical eclipse icon on the certificate.
= appviewiX
- | L
#1

ETWICATE VN TORY

8. Click Reissue from the drop-down list.
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9. In the Server Certificate > Reissue page, if required, user can edit the Subject Alternate Names.
Also, the Key Type, Bit Length, Vendor Specific Details, Attachments, Generic Fields, Vendor-

Specific Details, and Custom Attributes can be modified.

= appview)
|
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10. Click Reissue.
11. In the Reissue pop up window, provide the Reason and Comments.
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Reissue »*

* Heason

Comments

12. Click Yes.

The reissue process is initiated.

¥ Conneclor actions
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13. Note: If an Approval Required checkbox is enabled on the Certificate Policy page, the request
goes to Approve and Implementation stages.

Click Approve button to proceed.
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14. In the Approve pop-up window, provide the Comments.

Implement

Comments

Schedule later

15. Click Yes.

16. Click Schedule later if the workflow request has to be approved automatically in the future.

Implement x
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Copyright © 2022 AppViewX, Inc. All Rights Reserved.

291



Certificate Actions

17. Click Implement.

= appviewX

Conngctor actions
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18. In the Implement pop-up window, provide the Comments.

Implement x
Implamant @ Schedule later

Comments

19. Click Yes.
20. Click Schedule later if the workflow request has to be implemented automatically in the future.

Implement x
Implemant Maw
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21. After the reissue action is completed, the status updates to Completed.
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Reissuing Client Certificate

CERTIFICATE INVENTORY

To reissue a client certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.
5. Select Reissue Certificate, and then Client.

The Client Certificate page appears.
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6. Click the Common Name of the certificate to navigate into the holistic view
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7. Hover over the vertical eclipse icon on the certificate.
= appviewiX
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8. Click Reissue from the drop-down list.
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9. In the Client Certificate > Reissue page, if required, user can edit the Subject Alternate Names.
Also, the Key Type, Bit Length, Vendor Specific Details, Attachments, Generic Fields, Vendor-

Specific Details, and Custom Attributes can be modified.
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10. Click Reissue.
11. In the Reissue pop up window, provide the Reason and Comments.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 295



Certificate Actions

Reissue »*

* Heason

Comments

12. Click Yes.

The reissue process is initiated.

¥ Conneclor actions

Entrust Rt Cemilication Authority - G2

dil DASHEOARD E
£ CERTIFICATE ACTION g
) Entrust Certification Authority - L1K
Enroll Certificate o= == L) H
Renew Certificate
testhullCLMactions.appwiew...
Push o Device & . ; 1%
ooo] LQ H
Reissue Cerlificate lﬁ
o)

Emrus' Entrust A cotng E
[ .- ]

%
-

13. Click Approve button to proceed.
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CERTIFECATE INWENTORY
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Entrust

Entrust Root Certification Awtharity - G2

tification Authority - L1K

testFullCLMactions. appyview. .

Erdrust CA conne E

Connactor actions

» i

Note: If an Approval Required checkbox is enabled on the Certificate Policy page, the request

goes to Approve and Implementation stages.

Implement

Comments

14. In the Approve pop-up window, provide the Comments.

Schedule later

15. Click Yes.

16. Click Schedule later if the workflow request has to be approved automatically in the future.
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Implement »
Implamant Maw

I- mplementation T I11=-I

L-omments

on

17. Click Implement.

= appviewX

Conngctor actions

Entrust Root Cenification Authority - G2

ol DASHEBOARD { H

B CERTIFICATE ACTION 'y a
T ‘ Entrest Contification Authority - L1K

B

tesiFullCLMactions_appview. ..

ST

» 1

Entrust Erdrus! €4, conne E
==

CERTIFICATE INVENTORY

18. In the Implement pop-up window, provide the Comments.

Implement x

Implamant E Schedule later

Comments

19. Click Yes.
20. Click Schedule later if the workflow request has to be implemented automatically in the future.
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Implement »
Implamant Maw
I' mplementation T I11=-I

Comments

on

21. After the reissue action is completed, the status updates to Completed.

= appviewX Wan Mo
CERT+ IV Cariical L Conrepctor actions. » ') Mislory
a B

dl DASHBOARD » H

B CERTIFICATE ACTION

Em“s' Enirusd T4 conees E
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& CERTIFICATE INVEMTORY

Revoking Certificate

* Overview

» Revoking Server Certificate
* Revoking Client Certificate
» Revoking Device Certificate

* Revoking Code Signing Certificate

Overview

Revocation is the process of making a certificate invalid. For example, you might need to revoke a
certificate if the certificate is no longer required (or) certificate’s private key is compromised. Make sure
that you have permission to revoke a certificate and submit a request to the certificate authority. As soon
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as the certificate is revoked, it is not considered to be a trusted certificate. Revoked certificates are listed
in the Certificate Revocation List (CRL) maintained by each certificate authority.

- )
Note:
You can revoke the certificates via the Certificate Inventory section also.
- J
Check Box Groups  Filter Summary  Search bar Actions Columns L
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The following table describes the options available on the revoke certificate page:

Check Select the check box of the certificate that needs to be renewed.

Box

Groups
Displays the group of certificates that needs to be displayed as selected.
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| Groups Al Certificates 2160 w
Cr
[ All Certificates X 160
Defaull AW E 160
Cerificate-Gateway RV k)

Filter

Displays number of certificates in which state.
Summary

o " o & 1 :l ) o™ o

L= [ = - r - Az W [ ] 3
Search
Bar Searches for the given keyword in the field and results in the feature that matches the

. search keyword.

(Basic/ yw

Advanced) | Basic Search - Searches in the given keyword in the field and results from the feature that

matches the search keyword.

Advanced Search - The advanced search is used to perform quick searches of the data.
If a more specific needs to be composed, the advanced search bar is a readily available
option. To activate the advanced search bar, click the Chevron icon in the search field.

The advanced search page appears.
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Condition: @ Configure Advance Search Aftributes -_“!J

i,

Discovery Source
Common Mame

Serial Mumber

Issuer Common Mame
Subject Organization
Subject Organization Unit
Locality

Subject State

Subject Country

ype Select -
Wildcard cerfificate
Extended Hey Usags Select -

Thumbprint

|E elect -
Purpose of cerificate Drupd own Li St -

The following table describes the options available in the Advanced Search feature:

Condition Displays the type of the desired search on the page. The possible

options are,

« AND
* OR.
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Certificate Actions

Allows you to select the desired CA from the dropdown list.

Status

Allows you to select the desired status certificate. The possible

options are,

* Manage
» Monitor
» New certificate.

Discovery Source

Enter the source of the discovery.

Common Name

Enter the common name of the certificate.

Serial Number

Enter the serial number of the certificate.

Issuer Common
Name

Enter the name of the certificate issuer.

Subject Organization

Enter the subject of the organization.

Subject Organization
Unit

Enter the subject of the organization’s unit.

Locality

Enter the specific locality.

Subject State

State Enter the state of the certificate’s subject.

Subject Country

Country of the subject.

Type

Type of the certificate.

Wildcard certificate

Enter the wildcard certificates.

Extended Key Usage

Allows you to select the EKU from the dropdown list.

Thumbprint

Enter the thumbprint value that you get it from the certificate
details page.

Dropdown List

Select the custom attributes from the dropdown list.

Search

Click the Search button to get the results from the search.
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Actions

Displays the list of actions. The possible actions are,

 Export Certificates

» Download Certificates
* Delete

» Change Status

* Assign Group

» Unassign Group

» Add/Modify Comments
« Certificate Attributes

* Renew Certificate

» Revoke Certificate

« CA Switch

* Revocation Check.

Columns

Allows you to select the number of desired columns to show on the certificate page.
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« Search bar - Used to search the available options.

« Click Select all check box if all parameters required to be displayed.

« Click the refresh icon if you want to reset the previous columns.

« Click Save.
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Page Displays the number of certificates listed on the page.

Count

Toggle

Button Displays the desired dashboard report on the page. The available options are,
* Reports
* List.

Arrow Allows you to move next page.

Button

Refresh Allow you to refresh the current page.
Button

Revoking Server Certificate

Note: For the DevOps users, the issuing CA may disable the revoke action. In this case, a pop-
up message, informing the user of this, is displayed. For enterprise users, the revoke action is
enabled.

To revoke a server certificate:

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.

5. Select Revoke Certificate, and then Server.

The Server Certificate page appears.
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6. Click the Common Name of the certificate to navigate into the holistic view.
7. Hover over the vertical eclipse icon on the certificate.

q
T I

B CIRTWICATE ACTHON

Entrust Eriruat A cones a

".'. CEETWICATE NV NTOHY

8. Click Revoke from the drop-down list.
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£
Entrust - se=oves @ .
=1 v

* Reason

CT e

Ky compromisad

10. Revoke process is initiated.
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3 CERTIFICATE ACTION

Enfrust

E CERTIFICATE INVENTDRY

ey

Frénm! Slandans D

Note: If an Approval Required checkbox is enabled on the Certificate Policy page, the request

goes to Approve and Implementation stages.

11. Click Approve button to proceed.

= appviewX

dl DASHDOARD
£ CERTIFICATE ACTION

Enmoll Certificate

Renew Cenficate -

Enfrust

"T_' CERTIFICATE INVENTORY

Lonneior SChins

12. Click Yes.

13. In the Approve pop-up window, provide the Comments.
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Implement m Schedule later
Comments

14. Click Schedule later if the workflow request has to be approved automatically in the future.
Implement x
Implemant Mow
I' mplementation T n1=-I

L-ommeants

N

15. Click Yes.
16. Click the Implement button to proceed.

= appviewX

Conngctor actions

Entrust Root Cenification Authority - G2

‘ Entrest Contification Authority - L1K

% CERTIFICATE ACTION i o

AT,

Enrcll Centificate

tesiFullCLMactions_ appyiew. ..

e

» 0

En"m' Erfrust CA, conne E
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"j. CERTIFICATE INVENTORY
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17. On the Implement pop-up, provide the Comments.

Implement x
@ Schedule later

Implemant

Comments

Certificate Actions

18. Click Schedule later if the workflow request has to be implemented automatically in the future.

Implement -

Implemanit RGN Schedule later I

| mplementation T !11-'-|

L-ommeants

19. Click Yes.

20. After the revoke action is completed, the status updates to Completed.
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Revoking Client Certificate

Note: For the DevOps users, the issuing CA may disable the revoke action. In this case, a pop-
up message, informing the user of this, is displayed. For enterprise users, the revoke action is
enabled.

To revoke a client certificate:

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.
5. Select Revoke Certificate, and then Client.

The Client Certificate page appears.

Charn Cartilicaie

w - Ao W

Sarial Hurmbss: Groug Innwst Common Hame

B jems

6. Click the Common Name of the certificate to navigate into the holistic view.
7. Hover over the vertical eclipse icon on the certificate.
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8. Click Revoke from the drop-down list.
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10. Revoke process is initiated.

Certificate Actions

i DALHBOARD

3 CERTIFICATE ACTIOM

Enfrust
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Note: If an Approval Required checkbox is enabled on the Certificate Policy page, the request

goes to Approve and Implementation stages.

11. Click Approve button to proceed.

= appviewX

dl DASHDOARD

£ CERTIFICATE ACTION

Ervoll Certificate

[

12. Click Yes.

13. In the Approve pop-up window, provide the Comments.
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Implement m Schedule later
Comments

14. Click Schedule later if the workflow request has to be approved automatically in the future.
Implement x
Implemant Mow
I' mplementation T n1=-I

L-ommeants

N

15. Click Yes.
16. Click the Implement button to proceed.

= appviewX
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17. On the Implement pop-up, provide the Comments.

Implement x
@ Schedule later

Implemant

Comments

Certificate Actions

18. Click Schedule later if the workflow request has to be implemented automatically in the future.

Implement -

Implemanit RGN Schedule later I

| mplementation T !11-'-|

L-ommeants

19. Click Yes.

20. After the revoke action is completed, the status updates to Completed.
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Revoking Device Certificate

Note: For the DevOps users, the issuing CA may disable the revoke action. In this case, a pop-
up message, informing the user of this, is displayed. For enterprise users, the revoke action is
enabled.

To revoke a device certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.
5. Select Revoke Certificate, and then Device.

The Device Certificate page appears.

w i W

Sl Neamibar Cooug Innus Comemon Mams

w2 CERTFICATE DIACWTRY

6. Click the Common Name of the certificate to navigate into the holistic view.

7. Hover over the vertical eclipse icon on the certificate.
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8. Click Revoke from the drop-down list.

=1 |
Entrust - sewovem @ :
= -

Cemificate |

* Reason

T S

Key compran s

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 317



10. Revoke process is initiated.

Certificate Actions

i DALHBOARD
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Note: If an Approval Required checkbox is enabled on the Certificate Policy page, the request

goes to Approve and Implementation stages.

11. Click Approve button to proceed.

= appviewX
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12. Click Yes.

13. In the Approve pop-up window, provide the Comments.
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Implement m Schedule later
Comments

14. Click Schedule later if the workflow request has to be approved automatically in the future.
Implement x
Implemant Mow
I' mplementation T n1=-I

L-ommeants

N

15. Click Yes.
16. Click the Implement button to proceed.
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17. On the Implement pop-up, provide the Comments.

Implement x
@ Schedule later

Implemant

Comments

Certificate Actions

18. Click Schedule later if the workflow request has to be implemented automatically in the future.

Implement -

Implemanit RGN Schedule later I

| mplementation T !11-'-|

L-ommeants

19. Click Yes.

20. After the revoke action is completed, the status updates to Completed.
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Revoking Code Signing Certificate

Note: For the DevOps users, the issuing CA may disable the revoke action. In this case, a pop-
up message, informing the user of this, is displayed. For enterprise users, the revoke action is
enabled.

To revoke a code signing certificate:

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.
5. Select Revoke Certificate, and then Code Signing Certificate.

The Code Signing Certificate page appears.

- Baonn w
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6. Click the Common Name of the certificate to navigate into the holistic view.
7. Hover over the vertical eclipse icon on the certificate.
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8. Click Revoke from the drop-down list.
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10. Revoke process is initiated.

Certificate Actions
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Note: If an Approval Required checkbox is enabled on the Certificate Policy page, the request

goes to Approve and Implementation stages.

11. Click Approve button to proceed.
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12. Click Yes.

13. In the Approve pop-up window, provide the Comments.
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Implement m Schedule later
Comments

14. Click Schedule later if the workflow request has to be approved automatically in the future.
Implement x
Implemant Mow
I' mplementation T n1=-I

L-ommeants

N

15. Click Yes.
16. Click the Implement button to proceed.
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17. On the Implement pop-up, provide the Comments.

Implement x
Implemant @ Schedule later

Comments

18. Click Schedule later if the workflow request has to be implemented automatically in the future.

Implement -
Implemanit RGN Schedule later I

| mplementation T !11-'-|

L-ommeants

19. Click Yes.
20. After the revoke action is completed, the status updates to Completed.
= appviewX Mo M
CERT+ Conrepctor actions. ~ ) Misiory
“ | Edtrust Rost Camificatic 1 y - G2
dl DASHEOARD .. H
£ CERTIFICATE ACTION Q -
) Entrust Centification Aisthority - LK
0 stFullCL Mactions appview

Em“s' Enirust C4 oonee E
| -]

CERTIFICATE INVENTORY

Regenerating Certificate
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» Overview
* Regenerating Server Certificate
» Regenerating Client Certificate

* Regenerating Code Signing Certificate

Overview

The regenerate allows you to create a new certificate with the same parameters as an existing certificate.
Regenerate will be a new order to the Certificate authority. This will come in handy if the user wants to

switch the CA for the respective certificate.

Regenerating Server Certificate

To regenerate a server certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.
5. Click Server.

The Server Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to regenerate
a certificate.

The holistic view page appears.

AppViewX CA

AppViewX Intermediate CA

AR

)
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N F‘ appviewx
OO0 Q & a
Server V -
7
©
_‘:~1 39 H e} . A
ap F}v|ewx AppViewX CA co.
Completed

7. Click the vertical eclipsis icon, and then select Regenerate from the list.
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ﬁ i Delete Cerificate

& Download Cerificate

©

B, Download Key
£. Download CSR

& Regenerate @

2 Renew

) Revoke

AppViewX CA

8. Modify the required details in the General Information, CA Details, CSR Parameters, Attachments,
Generic Fields, Vendor-Specific Details, and Custom Attributes sections.
9. Click Regenerate.

AppViewX Intermediate CA
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10. Regenerate process is initiated.

ﬁ il Delete Cerfificate

& Download Cerificate
£, Download Key
% Download CSR

& Regenerate @

“F Renew

£ Revoke

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

328



Certificate Actions

11. Click Approve to proceed.

I:?l appviewx
. B

Server

R160

Submit In Progress

appviewX-: AppViewxCAco..
| --- ]

The Approve pop-up window appears.

Implement m Schedule later
Comments

12. Click the Schedule later button if the workflow request has to be approved automatically in the future.

Implement

I- Implementation T I11=.-I

Comments

on

13. Select the Implementation Time from the calendar field.
14. Enter the comments in the field.

15. Click Yes.

16. The approval process is initiated.

17. Click Implement.
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The Implement pop-up window appears.

Implement x
Implamant @ Schedule later

Commenis

18. Click the Schedule later button if the workflow request has to be implemented automatically in future.

Implement

-'"p e _
I * Implementation Time

Comments

19. Select the Implementation Time from the calendar field.
20. Enter the comments in the field.
21. Click Yes.
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22. After the regenerate action is completed, the status updates to Completed.

Certificate Actions

L:] appviewx

Server

o0
R1E0

Submit In Progress

AppViewX CA co..

appviewX

Regenerating Client Certificate

To regenerate a client certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERTH+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.
5. Click Client.

The Client Certificate page appears.
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B asnowsros
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6. In the Common Name column certificate list, select the desired certificate that you want to regenerate

a certificate.

The holistic view page appears.

H139

Completed

AppViewX CA
=
L]
Lhain

ap p\fiewx . AppView CA co... E,j

AppViewX Intermediate CA

|-;| appviewx

Server

@

7. Click the vertical eclipsis icon, and then select Regenerate from the list.

[—1] AppViewX CA
| o~

o )

I -'-.I

a
h
s
L

Completed

E appviewsx

Server

uppv]ewx. AppViewX CAco..

— AppViewX Intermediate CA

ﬁ il Delete Cerificate

© ¢y Download Centificate
I:J ' ; & Download Key
5 #. Download CSR
&t Regenerate @

2 Renew

=) Revoke
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8. Modify the required details in the General Information, CA Details, CSR Parameters, Attachments,

Generic Fields, Vendor-Specific Details, and Custom Attributes sections.

9. Click Regenerate.

[—] AppViewX CA

e H

=1 AppViewX Intermediate CA

§ F‘ appviews

Sarver

Delete Certificate

L

Download Cenificate

[#

©
3c - - E, Down ey
- R139 ﬂpp?lew}( ApgViewX CAco.. [ « Download Key
Completed W
[ ... | % Download CSR
& Reganerate {h:]
=F Renew
o) Revoke
10. Regenerate process is initiated.
11. Click Approve to proceed.
I—?l appviewx
Server H

R160

Submit In Progress

o [Rie]

appviewX-- AppViewx CAco..
===

The Approve pop-up window appears.
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Implement m Schedule later
Comments

Certificate Actions

12. Click the Schedule later button if the workflow request has to be approved automatically in the future.

Implement

Implament Mo
I' Implementation T n1=.~]

Comments

N

13. Select the Implementation Time from the calendar field.
14. Enter the comments in the field.

15. Click Yes.

16. The approval process is initiated.

17. Click Implement.

I_;‘ appviewx

Server

R 16l
Submit In Progress

1=

appviewX-: AppViewX CAco...
=

The Implement pop-up window appears.
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Implement x

Implemant

Comments

@ Schedule later

Certificate Actions

18. Click the Schedule later button if the workflow request has to be implemented automatically in future.

Implement

Implamant

I " Implementation T r|1=.~|

Commeants

hﬁ '

19. Select the Implementation Time from the calendar field.

20. Enter the comments in the field.

21. Click Yes.

22. After the regenerate action is completed, the status updates to Completed.

Submit In

R160

- o
Frogress

or | Reject

appviewX

I—_?d

Server

appviewx

AppViewX CAco. ..

Regenerating Code Signing Certificate

To regenerate a code signing certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
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The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.
5. Click Code Signing Certificate.

The Code Signing Certificate page appears.
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il O ssBOARD
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& RUTOMATION

& CLICTHRCATE DNSCONL Y

6. In the Common Name column certificate list, select the desired certificate that you want to regenerate
a certificate.

The holistic view page appears.
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AppViewX CA

:1- AppViewX Intermediate CA

g L_:‘ appviewx

Server

|
—
%]
Y]

AppViewX GA co.

appviewX

Completed

7. Click the vertical eclipsis icon, and then select Regenerate from the list.

AppViewX CA

)
gl AppViewX Intermediate CA
0
' F .||:-I:|vi|'ﬁ-x
LoD ik =
Q | .
Sarver
o) '
B139 i Appiviens GA L
b appViewX-. Ap\ienX CAco
[ ... 1

Delete Certificate
Download Cenificate
Download Key
Download CSR
Regenerate
&
Fensw

-

LEVOEE

8. Modify the required details in the General Information, CA Details, CSR Parameters, Attachments,

Generic Fields, Vendor-Specific Details, and Custom Attributes sections.

9. Click Regenerate.
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AppViewX CA

f— AppViewX Intermediate CA

g — appviewx
oo @

Sarver

R139 ap pviewx AppViewx CA co

Completed

£
-

L\_I

u:

[#

Downlaad Cemificate

B, Download Key

;o)

Download CSR

4 Regenerate

Renaw

Revoke

Delete Certificate

¥

10. Regenerate process is initiated.
11. Click Approve to proceed.

Server

R160
Submit In Progress

or | Reject

I__?l appviewx
X

appviewX-: AppViewx CAco..

12. The Approve pop-up window appears.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

338



Certificate Actions

Implement m Schedule later
Comments

13. Click the Schedule later button if the workflow request has to be approved automatically in the future.

Implement

Implament Mo
I' Implementation T n1=.~]

Comments

N

14. Select the Implementation Time from the calendar field.
15. Enter the comments in the field.
16. Click Yes.

The approval process is initiated.

17. Click Implement.

F‘ appviewx

Server

R160
Submit In Progress

or | Reject

18. The Implement pop-up window appears.

ap pviewx AppViewX CA co...
[ .- |
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Implement x

Implemant

Commenis

@ Schedule later

Certificate Actions

19. Click the Schedule later button if the workflow request has to be implemented automatically in the

future.

Implement

Implament

* Implementation Time

Comments

20. Select the Implementation Time from the calendar field.

21. Enter the comments in the field.

22. Click Yes.

23. After the regenerate action is completed, the status updates to Completed.

R160

Submit In :_r.jg:'e.zs

tlor| Reject

F‘ appviewx
R

Server

appviewX-: AppViewx CAco..

.

Reinstating Certificate

» Overview

* Reinstating a Server Certificate
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* Reinstating Client Certificate

* Reinstating Code Signing Certificate

Overview

Reinstate is an action that can be applied only on the suspended certificate. Suspend is a temporary
revocation of a certificate where the user is unsure about certificate usage. Once reinstated, the certificate
will get resumed to serve its purpose normally. The suspend and reinstate are the actions supported only

by a few CAs such as Microsoft, Entrust, and so on.

Note:

This option is available only for Microsoft and EJBCA certificate authorities.

Reinstating a Server Certificate

To reinstate a server certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Server.

The Server Certificate page appears.
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appviewl
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6. In the Common Name column cert
regenerate a certificate.

The holistic view page appears.

ificate list, select the desired certificate(s) that you want to

AppViewX CA

*

Q

)

L
OO0
+139 .

Comoleted appview

AppViewX Intermediate CA

F‘ appviewx

Server

X

AppViewX CA co.

7. Click the vertical eclipse icon, and then select Regenerate from the list.
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EJBCA INTERMEDIATE CA

testEJBCAsuspend?343.app

B Delete certfica
Server
EJECA‘ Ejbsca CA corwncio B O cad ke
T W C oad CSH

The Reinstate pop-up window appears.

8. On the Certificate reinstate pop-up window, select a reason for reinstating the certificate from the list.
9. In the Comments field, enter details for reinstating the certificate.
10. Click Yes.

Reinstating Client Certificate

To reinstate a client certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.
5. Click Client.

The Client Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate(s) that you want to

regenerate a certificate.

The holistic view page appears.

—_ AppViewX CA

= |

AppViewX Intermediate CA
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Completed

7. Click the vertical eclipse icon, and then select Regenerate from the list.
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EJBCA INTERMEDIATE CA

testEJBCAsuspend?343.app

Ejbca CA corsincios

EJBCAm

The Reinstate pop-up window appears.

8. On the Certificate reinstate pop-up window, select a reason for reinstating the certificate from the list.

9. In the Comments field, enter details for reinstating the certificate.
10. Click Yes.

Reinstating Code Signing Certificate

To reinstate a code signing certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.
5. Click Code Signing Certificate.

The Code Signing Certificate page appears.
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=| appviewX
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6. In the Common Name column certificate list, select the desired certificate(s) that you want to

regenerate a certificate.

The holistic view page appears.

AppViewX CA

AppViewX Intermediate CA
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Completed
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7. Click the vertical eclipse icon, and then select Regenerate from the list.
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EJBCA RDOTCA
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Delete certficate
Download cerificate

Dowmiload key

Download CSR

Regenerate

Reinstate

= Revoke

The Reinstate pop-up window appears.

8. On the Certificate reinstate pop-up window, select a reason for reinstating the certificate from the list.

9. In the Comments field, enter details for reinstating the certificate.

10. Click Yes.

Running Revocation Check-OCSP

» Overview

* Running Revocation Check for Server Certificate
* Running Revocation Check for Client Certificate
* Running Revocation Check for Device Certificate

* Running Revocation Check for Code Signing Certificate

Overview

A sophisticated method of detecting revoked certificates is the Online Certificate Status Protocol (OCSP).
Instead of downloading and parsing the entire CRL, the client can send the certificate in question to the

CA. And then, the CA replies status of the certificate is good, revoked, or unknown. This method involves

far less overhead than CRL and is also more reliable.
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The following table describes the options available on the renew certificate page:

Check Select the check box of the certificate that needs to be renewed.

Box

Groups
Displays the group of certificates that needs to be displayed as selected.

|Groups All Certificates 160 w
C+
[ Al Certificates £ 160
Default AW (E) I*160
Cerlificate-Gateway R

Filter
Displays number of certificates in which state.

Summary
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o e o el Ll o™ o
e — } . v | (m—
Search
Bar Searches for the given keyword in the field and results in the feature that matches the
(Basic/ search keyword.

Advanced) | Basjc Search - Searches in the given keyword in the field and results from the feature that
matches the search keyword.

Advanced Search - The advanced search is used to perform quick searches of the data.
If a more specific needs to be composed, the advanced search bar is a readily available
option. To activate the advanced search bar, click the Chevron icon in the search field.

The advanced search page appears.
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Condition: @ Configure Advance Search Aftributes -_“!J

i,

Discovery Source
Common Mame

Serial Mumber

Issuer Common Mame
Subject Organization
Subject Organization Unit
Locality

Subject State

Subject Country

ype Select -
Wildcard cerfificate
Extended Hey Usags Select -

Thumbprint

|E elect -
Purpose of cerificate Drupd own Li St -

The following table describes the options available in the Advanced Search feature:

Condition Displays the type of the desired search on the page. The possible

options are,

« AND
* OR.
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Certificate Authority

Certificate Actions

Allows you to select the desired CA from the dropdown list.

Status

Allows you to select the desired status certificate. The possible
options are,

* Manage
» Monitor
» New certificate.

Discovery Source

Enter the source of the discovery.

Common Name

Enter the common name of the certificate.

Serial Number

Enter the serial number of the certificate.

Issuer Common
Name

Enter the name of the certificate issuer.

Subject Organization

Enter the subject of the organization.

Subject Organization
Unit

Enter the subject of the organization’s unit.

Locality

Enter the specific locality.

Subject State

State Enter the state of the certificate’s subject.

Subject Country

Country of the subject.

Type

Type of the certificate.

Wildcard certificate

Enter the wildcard certificates.

Extended Key Usage

Allows you to select the EKU from the dropdown list.

Thumbprint

Enter the thumbprint value that you get it from the certificate
details page.

Dropdown List

Select the custom attributes from the dropdown list.

Search

Click the Search button to get the results from the search.
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Actions

Displays the list of actions. The possible actions are,

 Export Certificates

» Download Certificates
* Delete

» Change Status

* Assign Group

» Unassign Group

» Add/Modify Comments
« Certificate Attributes

* Renew Certificate

» Revoke Certificate

« CA Switch

* Revocation Check.

Columns

Allows you to select the number of desired columns to show on the certificate page.
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« Search bar - Used to search the available options.

« Click Select all check box if all parameters required to be displayed.

« Click the refresh icon if you want to reset the previous columns.

« Click Save.
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Page Displays the number of certificates listed on the page.

Count

Toggle

Button Displays the desired dashboard report on the page. The available options are,
* Reports
* List.

Arrow Allows you to move next page.

Button

Refresh Allow you to refresh the current page.
Button

Running Revocation Check for Server Certificate

To perform revocation check for server certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.
5. Select Revocation Check - OCSP, and then Server.

The Server Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate(s) that you want to do the

revocation check.

Gaanps e ™~

v Commimon Nam

W
Sarial Murmbsr
BAETH
010400 765
5 F Foi
o Chae
" 0 i

Grosup

(L=l

[

B

- L F. M4 »
T i GMETY Saatiin Cartilicate
calirs
M AT
Dkt "
=2 Changs Statu K 1 Bl F
- % Asaign Group o1 14:35 Manages Acy
B Pt 201N Wanaged App
ry rex
- Mew Cartific nTiu
a2elhd a4 1 Manages R
5 CA Switch
" 39 050 Managed Mlkroaaf
AC Ravecation Checdk
ab-AVXENTSUE '-:-Lu 220 1403 pnaged R

7. Click Actions, and then select Revocation Check.

The Revocation Check pop-up window appears.
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Revocation Check

Revocation check for the selected cerificate(s) will be initiated.
Resulis will update the status of the certificate in inventory page.

8. Click OK.

The status of the revoked certificate is displayed on the Valid to (GMT) column.

Running Revocation Check for Client Certificate

To perform revocation check for client certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.
5. Select Revocation Check - OCSP, and then Client.

The Client Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate(s) that you want to do the

revocation check.
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7. Click Actions, and then select Revocation Check.

The Revocation Check pop-up window appears.

Revocation Check

Revocation check for the selected certificate(s) will be initiated.
Resulis will update the status of the certificate in inventory page.

Lo | MERE
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8. Click OK.

The status of the revoked certificate is displayed on the Valid to (GMT) column.

Running Revocation Check for Device Certificate

To perform revocation check for device certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.
5. Select Revocation Check - OCSP, and then Device.

The Device Certificate page appears.

Certificate Actions
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6. In the Common Name column certificate list, select the desired certificate(s) that you want to do the

revocation check.
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7. Click Actions, and then select Revocation Check.

The Revocation Check pop-up window appears.

Revocation check for the selected certificate(s) will be initiated.
Results will update the status of the certificate in inventory page.

|q!\ Cancel |

8. Click OK.

The status of the revoked certificate is displayed on the Valid to (GMT) column.

Running Revocation Check for Code Signing Certificate

To perform revocation check for certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.
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5. Select Revocation Check - OCSP, and then Code Signing Certificate.

The Code Signing Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to do the
revocation check.
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7. Click Actions, and then select Revocation Check.

The Revocation Check pop-up window appears.
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Revocation Check

Revocation check for the selected cerificate(s) will be initiated.
Resulis will update the status of the certificate in inventory page.

|q!\ Cancel |

8. Click OK.

The status of the revoked certificate is displayed on the Valid to (GMT) column.

Generating Certificate Signing Request (CSR)

» Overview
» Generating Manual CSR for Server Certificate

» Generating Manual CSR for Code Signing Certificate

Overview

CERT+ can be used as a CSR generation tool where you can choose either the keys that can be
generated in the filesystem or any HSM device integrated with AppViewX.The CSR is the certificate
signing request which consists of requester info in a standardized way. Based on the organization's
needs and the business model, the CSR generation and approval flow can be customized.

Generating Manual CSR for Server Certificate

To generate a manual CSR for the server certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.

5. Select Generate CSR, and then Server.
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The Generate CSR:Server page appears.

Crererartn L5 e
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6. In the Group details section, select the Assign Group from the dropdown list that you want to assign a
CSR to the desired group of certificates.
7. In the CSR details section, select/enter the details as follows:
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CSR details
* C5R Selection AppViewX & HsSM
* Device Type (@) HSM Devices ADC Devices
* Devices w

* Key Handler Mame

* Key Reference Mame

* Common Mame

Subject Alternative Name

COrganization

Organization Unit

Locality

State

The following table describes the options available in the CSR Parameters section:

*CSR
. Select the key generation of CSR as required. The possible selections are:
Selection
* AppViewX
* HSM.

*Device Type
Select the type of device as required:

Options are:

« HSM Devices
« ADC Devices.

*Device Select the device from the dropdown list.
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*Key Handler |Enter the name of the key handler.

Name
*Key Enter the name of the key reference.
Reference
Name
*Common
Name that is to be present in the certificate.
Name
[ Note: No special characters allowed except en dash () and hyphen (-). ]
Subject
. Enter the alternative subject name. For example, DNS or IP address.
Alternative
Name ( o )
Note:
» Multiple values must be separated by a comma.
« The cumulative count SANs appears in the certificate property window
from the holistic view.
N J

*Organization | The Organization name that to be present in the certificate. This field will be auto-
filled and editable based on the configuration in the selected group’s policy.

Organization |[The Organization Unit name that to be present in the certificate. This field will be
Unit auto-filled and editable based on the configuration in the selected group’s policy.

Locality The Locality name that to be present in the certificate. This field will be auto-filled
and editable based on the configuration in the selected group’s policy.

State The State name that to be present in the certificate. This field will be auto-filled and

editable based on the configuration in the selected group’s policy.

*Country The Country name that is to be present in the certificate. This field will be auto-
filled and editable based on configuration. It must be a two-letter country code (for
example, US, and so on).

Email The email contact details of the person responsible for maintaining the certificate.
Address Enter the valid e-mail address.
*Validity Enter the number in this field and select the entered validity list to be in Days,

Months, and Years from the dropdown lists.
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Challenge The challenge password for the certificate. Enter if it is applicable. Password must

Password contain at least one alphabet (uppercase and lowercase), one number, and one
special character.

Confirm The password to confirm the Challenge Password entered and match with the

Password Challenge Password.

*Hash The Hash function with which the CSR has to be signed. For Microsoft Enterprise

Function CA, the targeted CA decides the hash function while issuing the certificate. This field
will be auto-filled and editable based on the configuration in the selected group’s
policy.

*Key Type The key type is used while creating a private and public key pair. This field will be
auto-filled and editable based on the configuration in the selected group’s policy.

*Bit Length The bit length is used while creating a private and public key pair. This field will be
auto-filled and editable based on the configuration in the selected group’s policy.

[ Note: The asterisk (*) symbol indicates a mandatory field. ]

8. In the Attachments section, select/enter the details as follows:

Attachmants

Cadvavepris.

Upisad Fils

Doument Kamas
Mo recondy found

crammanis Filg wire Aiction

The following table describes the options available in the attachments section:

Name

Enter the alternate name for the document to be uploaded.

Comments

Enter the comments in this field.
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Note: You can enter a maximum of 2000 words in the field.

Click the Upload button to select the file.

Upload File

documents will not be submitted to CA. It is a non-mandatory section.

Note: Maintains if there are any additional documents to be maintained in AppViewX. These

9. You can use the Search option to find the attachments from the attachment list.

10. Click Add to generate the CSR and add it to the intended group.

Generating Manual CSR for Code Signing Certificate

To generate a manual CSR for the code signing certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.

5. Select Generate CSR, and then Server.
The Generate CSR:Server page appears.

Crmremibe CSH - Sorwer

Girodp datails

C5R ekt AppéaaX @ HEM

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

365



Certificate Actions

6. In the Group details section, select the Assign Group from the dropdown list that you want to assign a
CSR to the desired group of certificates.
7. In the CSR details section, select/enter the details as follows:

CSR details
* CSR Selection AppViewX (@) HSM
* Device Type (@) HSM Devices ADC Devices
* Devices v

* Key Handler Mame

* Key Reference Name

* Common Mame

Subject Alternative Name

Organization

Organization Unit

Locality

State

The following table describes the options available in the CSR Parameters section:

*CSR
. Select the key generation of CSR as required. The possible selections are:
Selection
» AppViewX
« HSM.

*Device Type
Select the type of device as required:

Options are:
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* HSM Devices
» ADC Devices.

*Device

Select the device from the dropdown list.

*Key Handler

Enter the name of the key handler.

Name
*Key Enter the name of the key reference.
Reference
Name
*Common
Name that is to be present in the certificate.
Name
[ Note: No special characters allowed except en dash (_) and hyphen (-). ]
Subject
. Enter the alternative subject name. For example, DNS or IP address.
Alternative
Name (o )
Note:
» Multiple values must be separated by a comma.
» The cumulative count SANs appears in the certificate property window
from the holistic view.
N J

*Organization

The Organization name that to be present in the certificate. This field will be auto-
filled and editable based on the configuration in the selected group’s policy.

Organization
Unit

The Organization Unit name that to be present in the certificate. This field will be

auto-filled and editable based on the configuration in the selected group’s policy.

Locality The Locality name that to be present in the certificate. This field will be auto-filled
and editable based on the configuration in the selected group’s policy.

State The State name that to be present in the certificate. This field will be auto-filled and
editable based on the configuration in the selected group’s policy.

*Country The Country name that is to be present in the certificate. This field will be auto-

filled and editable based on configuration. It must be a two-letter country code (for

example, US, and so on).
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Email The email contact details of the person responsible for maintaining the certificate.
Address Enter the valid e-mail address.
*Validity Enter the number in this field and select the entered validity list to be in Days,

Months, and Years from the dropdown lists.

Challenge The challenge password for the certificate. Enter if it is applicable. Password must
Password contain at least one alphabet (uppercase and lowercase), one number, and one

special character.

Confirm The password to confirm the Challenge Password entered and match with the
Password Challenge Password.

*Hash The Hash function with which the CSR has to be signed. For Microsoft Enterprise
Function CA, the targeted CA decides the hash function while issuing the certificate. This field

will be auto-filled and editable based on the configuration in the selected group’s

policy.

*Key Type The key type is used while creating a private and public key pair. This field will be
auto-filled and editable based on the configuration in the selected group’s policy.

*Bit Length The bit length is used while creating a private and public key pair. This field will be

auto-filled and editable based on the configuration in the selected group’s policy.

[ Note: The asterisk (*) symbol indicates a mandatory field. ]

8. In the Attachments section, select/enter the details as follows:

Annchmants

e

Dorument Kams crmmments File sire Actan
M reconds. foung

The following table describes the options available in the attachments section:
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Name Enter the alternate name for the document to be uploaded.

Comments
Enter the comments in this field.

[ Note: You can enter a maximum of 2000 words in the field. ]

Upload File Click the Upload button to select the file.

Note: Maintains if there are any additional documents to be maintained in AppViewX. These
documents will not be submitted to CA. It is a non-mandatory section.

9. You can use the Search option to find the attachments from the attachment list.
10. Click Add to generate the CSR and add it to the intended group.

CA Switch

» Overview
» Migrating the CA for Server Certificate
* Migrating the CA for Client Certificate

* Process Explorer

Overview

The CA Switch feature in the Inventory module allows you to re-enroll the certificates from one CA to
another CA. Once triggered, the certificate migration readiness for every certificate will be shown in the
Process Explorer, which needs to be validated before the CA switch is performed.

Migrating the CA for Server Certificate

To migrate the CA for server certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.
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3. Click CERT+.

The CERT+ left navigation pane appears.
4. Expand CERTIFICATE ACTION.
5. Select CA Switch, and then Server.

The Server Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to migrate to
the CA.
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7. Click Actions, and then select CA Switch.
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The CA Switch pop-up window appears.
CA Switch

* Target CA AppViewx W

* Mame AppViewX_CA

8. From the Target CA list, choose the desired CA to migrate.

9. Note: The Issuer Location and Issuer Name dropdown fields are displayed only when you
are migrating to Google CA. This is because, for Google CA, one policy can contain several
intermediary CAs.

If you are migrating to the Google CA:
a. From the Issuer Location dropdown list, select the issuer location.
b. From the Issuer Name dropdown list, select the issuer name.

10. For migrating to other CAs, skip this step.

11. Enter the Name of the triggered migration.

12. Click Save

13. The CA Switch Summary page appears.
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The following table describes the options available in the CA Switch Summary page:

& Allows you to delete the certificates from the list if decided not to migrate.
% Refreshes the CA Switch summary page.
1101 of 1 Displays the number of certificates displayed on the current page.
Allows you to move to the next and previous page if more pages exist.
Search Searches for the given keyword in the field and results in the feature that matches

the search keyword.

Color Coding The color code on the top-right indicates the status of the certificate on the CA

Status Switch summary page.

14. In the check box column certificate list, select the desired certificate that you want to migrate.
15. In the Common Name column, click the eye icon to view certificate details.
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16. In the CSR details column, click Update CSR to review the details.

17. In the Validation log column, click View to display the events recorded during the CA switch.
18. Click Submit.

19. Perform the required actions in the Work order column.

Common Mame Cenificate Sisius.  CSR Details Rema... VWalida.. Scwce.. Group: LastUpdsted...| Work ondes

® @ Workorder Initiat . AppWiews Defauk 1032000 13

20. In the Work order column, click Approve.

The Approve pop-up window appears.

Implement m Schedule later
Comments

21. Click the Schedule later button if the workflow request has to be approved automatically in the future.

Implement x
-I"p - e

I' mplementation T r|1=~I
Comments

o)

22. Select the Implementation Time from the calendar field.

23. Enter the Comments.

24. Click Yes.

25. In the Work order column, click the status if you want to see the Summary and Details status of the
progress.
The View Work order Status page appears.
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26. In the Work order column, click Implement.
The Implement pop-up window appears.

Implement

Implameant @ Schedule later

Commenis
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27. Click the Schedule later button if the workflow request has to be implemented automatically in the
future.

Implement

— e
I' Imp -=.'T|=~nla'.-:"|'m=zl -

Commants

28. Select the Implementation Time from the calendar field.

29. Enter the Comments in the field.

30. Click Yes.

31. In the Work order column, click the status if you want to see the Summary and Details status of the
progress.
The View Work order Status page appears.
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32. Click the refresh icon on the top-right of the page to update the Work Order status. After the CA Switch
is completed, the Work order status changes to Completed.

Migrating the CA for Client Certificate

To migrate the CA client certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.

5. Select CA Switch, and then Client.
The Client Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to migrate to

the CA.
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7. Click Actions, and then select CA Switch.

The CA Switch pop-up window appears.
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CASwin] x

* Target CA AppViewX W

* Mame AppViewX_CA

8. From the Target CA list, choose the desired CA to migrate.

9. Note: The Issuer Location and Issuer Name dropdown fields are displayed only when you
are migrating to Google CA. This is because, for Google CA, one policy can contain several

intermediary CAs.

If you are migrating to the Google CA:
a. From the Issuer Location dropdown list, select the issuer location.
b. From the Issuer Name dropdown list, select the issuer name.

10. For migrating to other CAs, skip this step.

11. Enter the Name of the triggered migration.

12. Click Save

13. The CA Switch Summary page appears.
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The following table describes the options available in the CA Switch Summary page:

& Allows you to delete the certificates from the list if decided not to migrate.
% Refreshes the CA Switch summary page.
1101 of 1 Displays the number of certificates displayed on the current page.
Allows you to move to the next and previous page if more pages exist.
Search Searches for the given keyword in the field and results in the feature that matches

the search keyword.

Color Coding The color code on the top-right indicates the status of the certificate on the CA

Status Switch summary page.

14. In the check box column certificate list, select the desired certificate that you want to migrate.
15. In the Common Name column, click the eye icon to view certificate details.
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16. In the CSR details column, click Update CSR to review the details.

17. In the Validation log column, click View to display the events recorded during the CA switch.
18. Click Submit.

19. Perform the required actions in the Work order column.

Common Mame Cenificate Sisius.  CSR Details Rema... VWalida.. Scwce.. Group: LastUpdsted...| Work ondes

® @ Workorder Initiat . AppWiews Defauk 1032000 13

20. In the Work order column, click Approve.

The Approve pop-up window appears.

Implement m Schedule later
Comments

21. Click the Schedule later button if the workflow request has to be approved automatically in the future.

Implement x
-I"p - e

I' mplementation T r|1=~I
Comments

o)

22. Select the Implementation Time from the calendar field.

23. Enter the Comments.

24. Click Yes.

25. In the Work order column, click the status if you want to see the Summary and Details status of the
progress.
The View Work order Status page appears.
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26. In the Work order column, click Implement.
The Implement pop-up window appears.

Implement

Implameant @ Schedule later

Commenis
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27. Click the Schedule later button if the workflow request has to be implemented automatically in the
future.

Implement
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28. Select the Implementation Time from the calendar field.

29. Enter the Comments in the field.

30. Click Yes.

31. In the Work order column, click the status if you want to see the Summary and Details status of the
progress.
The View Work order Status page appears.
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32. Click the refresh icon on the top-right of the page to update the Work Order status. After the CA Switch
is completed, the Work order status changes to Completed.

Process Explorer

Whenever the bulk renewal and CA migration operations get performed, in the process explorer window,
the status of every certificate will be shown according to the operation done. The user is allowed to verify
and modify the data from the process explorer as well.

To perform process explorer,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.

5. Select CA Switch, and then Process Explorer.
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The Process Explorer page appears.

SSL Checker

SSL certificate deployment can be validated using the SSL checker feature in AppViewX. This validates
the SSL certificate deployment, trustchain, ciphersuites, and supported TLS versions for a given service
endpoint.

* Running SSL Checker for Certificate

Running SSL Checker for Certificate

To run SSL checker on a certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE ACTION.

5. Click SSL Checker.
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The SSL Checker page appears.

The following table describes the options available in the SSL Checker page:

FQDN Enter the fully qualified domain name (FQDN) in the field.

IP address: | Enter the valid IP address with the port number.

Port
Search Searches for the given keyword in the field and results in the feature that matches
the search keyword.
6. Click Add

7. Click Validate to run SSL checker.
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Chapter 5: Certificate Inventory

» Overview

» Benefits

» Server Certificate Inventory

» Client Certificate Inventory

» Code Signing Certificate Inventory
» Device Certificate Inventory

* Intermediate Certificate Inventory
* Root Certificate Inventory

» Uploading Certificate

* Downloading Certificates

Overview

The Certificate Inventory allows you to take inventory of, and proactively manage all your certificates. This
will be a single source of truth for all the certificates in the organization. Every certificate action can be
performed from the inventory.

Benefits

» Take inventory of all your digital certificates

» Keeps you informed of impending expirations

+ Creates certificate tasks via workflows to renew expiring certificates
« Creates incidents for already expired certificates

« Prioritizes certificate importance

» Helps you proactively manage your certificates

» Helps you avoid manually tracking a large volume of certificates

» Prevents security breaches due to expired or expiring certificates

In the Certificate Inventory section, you can:

« enroll a certificate

* renew a certificate

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 386



Certificate Inventory

* push to device

* reissue a certificate

« revoke a certificate

* regenerate a certificate
« reinstate a certificate

* revocation check

« upload a certificate

» download a certificate.

Server Certificate Inventory

» Overview

» Exporting Server Certificate

* Deleting Server Certificate

* Deleting Server Certificates via Holistic View
» Changing Client Certificate Status

* Assigning Server Certificate Group

» Unassigning server Certificate Group

* Bulk Server Certificate Revoke Action

» Add/Modify Comments for Server Certificate

» Updating Certificate Attributes for Server Certificate

Overview

Server certificate inventory is where all the server certificates with the EKU (Extended/enhanced Key
Usage) Server and Client authentication will be present. The certificates in this inventory will be shown to
the user only based on role-based access control on the certificate group. From this inventory, the user
can select one or many certificates and perform bulk certificate renewal, bulk certificates CA migration,
search and filter certificates, export certificates, download certificates, delete certificates, and so on.

In the Certificate Inventory > Server Certificate page, all the server certificates are listed. You can
perform the following actions:

» Export Certificates - To export the server certificate.
* Delete - To delete the server certificate.
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» Change Status - To change the server certificate status.

 Assign Group - To assign a group to the certificate.

» Unassign Group - To Unassign a group from the certificate.

» Add/Modify Comments - To add/modify comments to the certificate.
« Certificate Attributes - To update the certificate attributes.
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The following table describes the options available on the server certificate inventory page:

Check Select the check box of the certificate that needs to be renewed.

Box

Groups
Displays the group of certificates that needs to be displayed as selected.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 388



Certificate Inventory

| Groups Al Certificates 2160 w
Cr
[ All Certificates X 160
Defaull AW E 160
Cerificate-Gateway RV k)

matches the search keyword.

The advanced search page appears.
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Filter

Displays number of certificates in which state.
Summary

o " - :1 & 1 ¥ o™

[FES [ = - A - Rtora s
Search
Bar Searches for the given keyword in the field and results in the feature that matches the

. search keyword.

(Basic/ yw

Advanced) | Basic Search - Searches in the given keyword in the field and results from the feature that

Advanced Search - The advanced search is used to perform quick searches of the data.
If a more specific needs to be composed, the advanced search bar is a readily available
option. To activate the advanced search bar, click the Chevron icon in the search field.
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Certificate Autharity

Status

Applization

Discovery Source

Common Mame

Serial Mumber

Isswer Common Name

Subject Organization

Subject Organization Unit

Locality

Subject State

Subject Country

Type

Wildcard certificate

Extended Hey Usage

Condition

Certificate Inventory

Advanced Search »

consor: [JEREN 0%}

x Ap.p]\ﬁmx Clear w
¥ | Monitor Clar
® | AdD Clear
Seif Signed =

The following table describes the options available in the Advanced Search feature:

— -

- ™

Any Purpose{2.5.28.37.0) -

=N

AMT Provisioning(2.16.840.1.113741.1.2.3)

Displays the type of the desired search on the page. The possible
options are,

*« AND
* OR.
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Certificate Inventory

Allows you to select the desired CA from the dropdown list.

Status

Allows you to select the desired status certificate. The possible

options are,

* Manage
» Monitor
» New certificate.

Discovery Source

Enter the source of the discovery.

Common Name

Enter the common name of the certificate.

Serial Number

Enter the serial number of the certificate.

Issuer Common
Name

Enter the name of the certificate issuer.

Subject Organization

Enter the subject of the organization.

Subject Organization
Unit

Enter the subject of the organization’s unit.

Locality

Enter the specific locality.

Subject State

State Enter the state of the certificate’s subject.

Subject Country

Country of the subject.

Type

Type of the certificate.

Wildcard certificate

Enter the wildcard certificates.

Extended Key Usage

Allows you to select the EKU from the dropdown list.

Search

Click the Search button to get the results from the search.

Actions

Displays the list of actions. The possible actions are,

 Export Certificates

» Download Certificates
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* Delete

» Change Status

* Assign Group

» Unassign Group

» Add/Modify Comments
« Certificate Attributes

» Renew Certificate

» Revoke Certificate

» CA Switch

» Revocation Check.

Columns

Allows you to select the number of desired columns to show on the certificate page.

Salgred woiurses i Sabect all £r Resat 1o praioans columa sbeciion

Hedasi' binl bty Haanre] Tamplang ECCEA LD

« Search bar - Used to search the available options.

« Click Select all check box if all parameters required to be displayed.
* Click the refresh icon if you want to reset the previous columns.

* Click Save.

Page
Count

Displays the number of certificates listed on the page.

Toggle
Button

Displays the desired dashboard report on the page. The available options are,
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* Reports
* List.

Arrow Allows you to move next page.
Button

Refresh Allow you to refresh the current page.
Button

Exporting Server Certificate

Export certificate action allows the user to export certificate details in the form of columns and values.
The user can export all the certificates in the inventory or select only specific certificates and export. The
output of this action can be selected in <.xls> or <.csv> format. This can be used for reporting or making
another inventory.

To export server certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Server.
The Server Certificate page appears.
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7. In the Common Name column certificate list, select the desired certificate that you want to export a
certificate.

8. Click Actions, and then select Export Certificates from the list.
The Export pop-up window appears.
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:

Group(s) All

Options

® All Columns Displayed Columns
Format

® CSV XLS

** Exporting information of all cerificate(s) would take considerable time.

9. Select the desired Options and Format in the Export pop-up window.
The selected certificate is exported to your local machine.

Deleting Server Certificate

Deleting server certificate feature allows you to delete a certificate from the server certificate inventory
only in AppViewX. Once the certificate gets deleted from the inventory, the same will not be shown in the
reports and for alerts.

To delete server certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Server.

The Server Certificate page appears.
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6. Click the List toggle button on the right top corner of the server certificate page.
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7. In the Common Name column certificate list, select the desired certificate that you want to delete.
8. Click Actions, and then select Delete from the drop-down list.

The Delete pop-up window appears.
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Delete Certificate

Are you sure you want to delete the selected item(s)?

9. Click Yes.
The server certificate is deleted and the pop-up message appears as “Selected certificate(s) with

RW permission has been deleted from AppViewX inventory”.

Deleting Server Certificates via Holistic View

In the Holistic view, the user will find the entire chain of trust of the certificates along with the devices/
objects with which the certificates are associated. The primary actions that can be performed from the
holistic view are Certificate creation, renewal, reissue, revoke, regenerate, install the certificates to the
devices and objects. The other supported actions in the holistic view are download certificates and
private keys, delete the certificate in the AppViewX certificate inventory, perform rollback action on the
associated certificate and disassociate the certificate from the objects in the device.

To delete a server certificate via holistic view,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Server.
The Server Certificate page appears.
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7. In the Common Name column certificate list, select the desired certificate that you want to delete the
CA.
The holistic view appears.
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8. Click vertical eclipse in the holistic view, and then select Delete Certificate from the list.
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The Delete Certificate pop-up window appears.

[

Do you want to continue deleting the cerificate from AppViewX?

9. Click Yes.

The server certificate is deleted and the pop-up message appears as Selected certificate(s) with RW

permission has been deleted from AppViewX inventory.
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Changing Client Certificate Status

The certificate status can be set as monitored/managed during or after the certificate discovery process
and also from the certificate inventory directly. When the certificates are set as Monitored, only viewing of
the certificate details in terms of reports and inventory provided with alerting mechanisms can be done.
When the certificates are set as Managed, the certificates-related actions along with push/bind operation
can be performed along with viewing of the certificates in the reports and inventory.

To change the Client certificate status,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Client.
The Client Certificate page appears.
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6. Click the List toggle button on the right top corner of the client certificate page.
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7. In the Common Name column certificate list, select the desired certificate that you want to change the

certificate status.

8. Click Actions, and then select Change Status from the drop-down list.

The Change Status pop-up window appears.

Change Status

Change Status to

Managed

Do you want to change the

Doc test.

Managed
Monitored

might impact the existing workorder(s)?

Mo

a. Select the desired status from the Change Status to drop-down list.

b. Enter the reason for changing the status in the description field.

c. Click Yes.

9. The certificate status is changed to Managed or Monitored as selected from the drop-down list.

The pop-up message appears as Updated.
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Assigning Server Certificate Group

The certificates of any common criteria can be grouped together to perform compliance checks against

the policy details, to enable auto-renewal and auto-push operations. The viewing of the certificates can
also be done on a group basis.

To assign server certificate group,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+. The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Server.

The Server Certificate page appears.
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6. Click the List toggle button on the right top corner of the server certificate page.
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7. In the Common Name column certificate list, select the desired certificate(s) that you want to assign

the certificate group.

8. Click Actions, and then select Assign Group from the drop-down list.

The Assign Group pop-up window appears.

Assign to Group

&
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e 0 0
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Search Field

Selected Group: AppViewX Inc.

X It
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a. Enter keywords if you want to search for a specific group from the list.

b. Select the desired group from the listed groups.
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c. Click Assign.

The pop-up message appears as <certificate_name> assigned to <group_name>.

9. The certificate is assigned to a selected group.

Unassigning server Certificate Group

The user can unassign any certificates from the specific group to the default group. The policy and
actions of the default group will be applied to these certificates.

To unassign server certificate group,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.
3. Click CERT+.

The CERT+ left navigation pane appears.
4. Expand CERTIFICATE INVENTORY.
5. Click Server.

The Server Certificate page appears.
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6. Click the List toggle button on the right top corner of the server certificate page.
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7. In the Common Name column certificate list, select the desired certificate that you want to unassign
the certificate group.

8. Click Actions, and then select Unassign Group from the drop-down list.

9. The selected certificate is assigned to the default group. The pop-up message appears as

<certificate_name> assign to undefined.

Bulk Server Certificate Revoke Action

Note: For the DevOps users, the issuing CA may disable the revoke action. In this case, a pop-
up message, informing the user of this, is displayed. For enterprise users, the revoke action is
enabled.

To revoke a server certificate:

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.
5. Click Server.
The Server Certificate page appears.
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7. Select the required certificate check box.

8. Click Actions, and then select Revoke Certificate from the list.

The certificate revoke window page appears.
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* Heason

Key compromise A

Comments

Please revoke the certificate individually if the reason for revocation is
not listed.

Already Revokediexpired certificates, certificates with status other than
‘Managed and certificates with existing active Reguests cannot be
revoked. Download the list of eligible certificates here

The following table describes the options available on the revoke certificate page:

Reason
The required option from the dropdown list.

The possible options are,

» Key Compromise
« Affiliation Changed
» Superseded

 Cessation of Operation.

Comments
Type the required comments.

9. Click Yes.

Add/Modify Comments for Server Certificate

To add/modify comments in the server certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.
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3. Click CERT+.

The CERT+ left navigation pane appears.
4. Expand CERTIFICATE INVENTORY.
5. Click Server.

The Server Certificate page appears.
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6. Click the List toggle button on the right top corner of the server certificate page.
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7. In the Common Name column certificate list, select the desired certificate that you want to add/modify
the certificate comments.

8. Click Actions, and then select Add/Modify Comments from the drop-down list.
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The Add/Modify Comments pop-up window appears.

Comments will be updated for all selected certificates

Comments Doc test|

1991 remaining

Updating Certificate Attributes for Server Certificate

Other than the fields that are defined for CSR, the user can add organization-specific values to a request.
These values will not be part of the certificate but will be available in the AppViewX inventory. For

example, cost center. Inventory can be filtered based on these attributes.

To update the certificate attribute for a server certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Server.
The Server Certificate page appears.
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6. Click the List toggle button on the right top corner of the server certificate page.
Click the List toggle button on the right top corner of the client certificate page.
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7. In the Common Name column certificate list, select the desired certificate that you want to add
attributes.

8. Click Actions, and then select Certificate Attributes from the drop-down list.

Client Certificate Inventory

» Overview

» Exporting Client Certificate
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+ Deleting Client Certificate

* Deleting Client Certificates via Holistic View
» Changing Client Certificate Status

« Assigning Client Certificate Group

» Unassigning Client Certificate Group

* Bulk Client Certificate Revoke Action

» Add/Modify Comments for Client Certificate

» Updating Certificate Attributes for Client Certificate

Overview

Client certificate inventory is where all the client certificates with the EKU(Extended/enhanced key usage)
client authentication, email protection. The certificates in this inventory will be shown to the user only
based on role-based access control on the certificate group. From this inventory, the user can select one
or many certificates and perform bulk certificates renewal/revocation check/CA migration, search and filter
certificates, export certificates, download certificates, delete certificates, and so on.

In the Certificate Inventory > Client Certificate page, all the client certificates are listed. You can
perform the following actions:

 Export Certificates - To export the client certificate

« Delete - To delete the client certificate

» Change Status - To change the client certificate status

« Assign Group - To assign a group to the certificate

» Unassign Group - To Unassign a group from the certificate

» Add/Modify Comments - To add/modify comments to the certificate
- Certificate Attributes - To update the certificate attributes.
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The following table describes the options available on the client certificate inventory page:

Check Select the check box of the certificate that needs to be renewed.
Box

Groups
Displays the group of certificates that needs to be displayed as selected.

|Groups All Certificates 160 w
C+
[ Al Certificates £ 160
Default AW (E) I*160
Cerlificate-Gateway R

Filter

Displays number of certificates in which state.
Summary
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o e o el Ll o™ o
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Search
Bar Searches for the given keyword in the field and results in the feature that matches the
(Basic/ search keyword.

Advanced) | Basjc Search - Searches in the given keyword in the field and results from the feature that
matches the search keyword.

Advanced Search - The advanced search is used to perform quick searches of the data.
If a more specific needs to be composed, the advanced search bar is a readily available
option. To activate the advanced search bar, click the Chevron icon in the search field.

The advanced search page appears.
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Status

Applization

Discovery Source

Common Mame

Serial Mumber

Isswer Common Name

Subject Organization

Subject Organization Unit

Locality

Subject State

Subject Country

Type

Wildcard certificate

Extended Hey Usage

Condition

Certificate Inventory

Advanced Search »

consor: [JEREN 0%}

x Ap.p]\ﬁmx Clear w
¥ | Monitor Clar
® | AdD Clear
Seif Signed =

The following table describes the options available in the Advanced Search feature:

— -

- ™

Any Purpose{2.5.28.37.0) -

=N

AMT Provisioning(2.16.840.1.113741.1.2.3)

Displays the type of the desired search on the page. The possible
options are,

*« AND
* OR.
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Certificate Inventory

Allows you to select the desired CA from the dropdown list.

Status

Allows you to select the desired status certificate. The possible

options are,

* Manage
» Monitor
» New certificate.

Discovery Source

Enter the source of the discovery.

Common Name

Enter the common name of the certificate.

Serial Number

Enter the serial number of the certificate.

Issuer Common
Name

Enter the name of the certificate issuer.

Subject Organization

Enter the subject of the organization.

Subject Organization
Unit

Enter the subject of the organization’s unit.

Locality

Enter the specific locality.

Subject State

State Enter the state of the certificate’s subject.

Subject Country

Country of the subject.

Type

Type of the certificate.

Wildcard certificate

Enter the wildcard certificates.

Extended Key Usage

Allows you to select the EKU from the dropdown list.

Search

Click the Search button to get the results from the search.

Actions

Displays the list of actions. The possible actions are,

 Export Certificates

» Download Certificates
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* Delete

» Change Status

* Assign Group

» Unassign Group

» Add/Modify Comments
« Certificate Attributes

» Renew Certificate

» Revoke Certificate

» CA Switch

» Revocation Check.

Columns

Allows you to select the number of desired columns to show on the certificate page.

Salgred woiurses i Sabect all £r Resat 1o praioans columa sbeciion

Hedasi' binl bty Haanre] Tamplang ECCEA LD

« Search bar - Used to search the available options.

« Click Select all check box if all parameters required to be displayed.
* Click the refresh icon if you want to reset the previous columns.

* Click Save.

Page
Count

Displays the number of certificates listed on the page.

Toggle
Button

Displays the desired dashboard report on the page. The available options are,
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* Reports
* List.

Arrow Allows you to move next page.
Button

Refresh Allow you to refresh the current page.
Button

Exporting Client Certificate

Export certificate action allows the user to export certificate details in the form of columns and values.
The user can export all the certificates in the inventory or select only specific certificates and export. The
output of this action can be selected in <.xls> or <.csv> format. This can be used for reporting or creating

an inventory.

To export a client certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Client.

The Client Certificate page appears.
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7. In the Common Name column certificate list, select the desired certificate(s) that you want to export a
certificate.

8. Click Actions, and then select Export Certificates from the list.
The Export pop-up window appears:
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:

Group(s) All

Options

® All Columns Displayed Columns
Format

® CSV XLS

** Exporting information of all cerificate(s) would take considerable time.

9. Select the desired Options and Format in the Export popup window. The selected certificate is
exported to your local machine.

Deleting Client Certificate

Deleting client certificate feature will delete the certificate from the client certificate inventory only in
AppViewX. Once the certificate gets deleted from the inventory, the same will not be shown in the reports
and for alerts.

To delete a client certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Client.

The Client Certificate page appears.
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7. In the Common Name column certificate list, select the desired certificate that you want to delete.
8. Click Actions, and then select Delete from the drop-down list.

The Delete pop-up window appears.
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Delete Certificate

Are you sure you want to delete the selected item(s)?

9. Click Yes.
The client certificate is deleted and the pop-up message appears as “Selected certificate(s) with RW

permission has been deleted from AppViewX inventory”.

Deleting Client Certificates via Holistic View

In the Holistic view, the user will find the entire chain of trust of the certificates along with the devices/
objects with which the certificates are associated. The primary actions that can be performed from the
holistic view are Certificate creation, renewal, reissue, revoke, regenerate, install the certificates to the
devices and objects. The other supported actions in the holistic view are download certificates and
private keys, delete the certificate in the AppViewX certificate inventory, perform rollback action on the
associated certificate and disassociate the certificate from the objects in the device.

To delete a client certificate via holistic view,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Client.
The Client Certificate page appears.
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7. In the Common Name column certificate list, select the desired certificate that you want to delete the
CA.
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8. Click vertical ellipse icon in the holistic view, and then select Delete Certificate from the list.

The Delete Certificate pop-up window appears.

Aol

appviewX. seevesxcace

[conmaion]

Do you want to continue deleting the cerificate from AppViewX?

9. Click Yes.

The client certificate is deleted and the pop-up message appears as Selected certificate(s) with RW

permission has been deleted from AppViewX inventory.
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Changing Client Certificate Status

The certificate status can be set as monitored/managed during or after the certificate discovery process
and also from the certificate inventory directly. When the certificates are set as Monitored, only viewing of
the certificate details in terms of reports and inventory provided with alerting mechanisms can be done.
When the certificates are set as Managed, the certificates-related actions along with push/bind operation
can be performed along with viewing of the certificates in the reports and inventory.

To change the Client certificate status,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Client.

The Client Certificate page appears.
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6. Click the List toggle button on the right top corner of the client certificate page.
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7. In the Common Name column certificate list, select the desired certificate that you want to change the

certificate status.

8. Click Actions, and then select Change Status from the drop-down list.

The Change Status pop-up window appears.

Change Status

Change Status to

Managed

Doc test.

Managed
Do you want to change the Monitored
might impact the existing workorder(s)?

Mo

a. Select the desired status from the Change Status to drop-down list.

b. Enter the reason for changing the status in the description field.

c. Click Yes.

9. The certificate status is changed to Managed or Monitored as selected from the drop-down list. The

pop-up message appears as Updated.
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Assigning Client Certificate Group

The certificates of any common criteria can be grouped together to perform compliance checks against
the policy details, to enable auto-renewal and auto-push operations. The viewing of the certificates can
also be done on a group basis.

To assign the client certificate group,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Client.

The Client Certificate page appears.
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6. Click the List toggle button on the right top corner of the client certificate page.
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7. In the Common Name column certificate list, select the desired certificate(s) that you want to assign
the certificate group.

8. Click Actions, and then select Assign Group from the drop-down list.
The Assign Group pop-up window appears.

Assign to Group

Search Field

Selected Group: AppViewX Inc.

a. Enter keywords if you want to search for a specific group from the list.
b. Select the desired group from the listed groups.
c. Click Assign.
9. The certificate is assigned to a selected group.
The pop-up message appears as <certificate_name> assigned to <group_name>.
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Certificate Inventory

The user can unassign any certificates from the specific group to the default group. The policy and

actions of the default group will be applied to these certificates.

To unassign the client certificate group,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Client.
The Client Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate(s) that you want to unassign

the certificate group.

7. Click the List toggle button on the right top corner of the client certificate page.
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8. Click Actions, and then select Unassign Group from the drop-down list.
9. The selected certificate is assigned to the default group.
The pop-up message appears as <certificate_name> assign to undefined.

Bulk Client Certificate Revoke Action

Note: For the DevOps users, the issuing CA may disable the revoke action. In this case, a pop-
up message, informing the user of this, is displayed. For enterprise users, the revoke action is
enabled.

To revoke a server certificate:

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.
5. Click Client.

The Client Certificate page appears.
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7. Select the required certificate check box.
8. Click Actions, and then select Revoke Certificate from the list.

The certificate revoke window page appears.
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* Heason

Key compromise A

Comments

Please revoke the certificate individually if the reason for revocation is
not listed.

Already Revokediexpired certificates, certificates with status other than
‘Managed and certificates with existing active Reguests cannot be
revoked. Download the list of eligible certificates here

The following table describes the options available on the revoke certificate page:

Reason
The required option from the dropdown list.

The possible options are,

» Key Compromise
« Affiliation Changed
» Superseded

 Cessation of Operation.

Comments
Type the required comments.

9. Click Yes.

Add/Modify Comments for Client Certificate

To add/modify the comments for a client certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.
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3. Click CERT+.

The CERT+ left navigation pane appears.
4. Expand CERTIFICATE INVENTORY.
5. Click Client.

The Client Certificate page appears.

Certificate Inventory
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7. In the Common Name column certificate list, select the desired certificate that you want to add/modify

the certificate.

8. Click Actions, and then select Add/Modify Comments from the drop-down list.
The Add/Modify Comments pop-up window appears.
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Comments will be updated for all selected certificates

Comments Doc test|

1991 remaining

a. Enter the description in the comments field.
b. Click Save.

The pop-up message appears as Selected certificate(s) comment(s) uploaded.

Updating Certificate Attributes for Client Certificate

Other than the fields that are defined for CSR, the customer can add organization-specific values for a
certificate request. These values will not be part of the certificate but will be available in the AppViewX
inventory. For example, cost center. Inventory can be filtered based on these attributes.

To update the certificate attribute for a client certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Client.
The Client Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to add
attributes.
7. Click the List toggle button on the right top corner of the client certificate page.
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8. Click Actions, and then select Certificate Attributes from the drop-down list.

Code Signing Certificate Inventory

* Overview
» Exporting Code Signing Certificate
* Deleting Code Signing Certificate
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+ Deleting Code Signing Certificates via Holistic View
» Changing Code Signing Certificate Status

+ Assigning Code Signing Certificate Group

» Unassigning Code Signing Certificate Group

» Add/Modify Comments for Code Signing Certificate

» Updating Certificate Attributes for Code Signing Certificate

Overview

Code signing certificate inventory is where all the code certificate with the EKU(Extended/enhanced key
usage) code signing will be present. The certificates in this inventory will be shown to the user only based
on role-based access control on the certificate group. From this inventory, the user can select one or
many certificates and perform bulk certificates revocation check, search and filter certificates, export
certificates, download certificates, delete certificates, and so on.

On the Certificate Inventory > Code Signing Certificate page, all the code signing certificates are
listed. You can perform the following actions:

« Export Certificates - To export the code signing certificate

- Delete - To delete the code signing certificate

» Change Status - To change the code signing certificate status

* Assign Group - To assign a group to the certificate

» Unassign Group - To Unassign a group from the certificate

» Add/Modify Comments - To add/modify comments to the certificate

- Certificate Attributes - To update the certificate attributes.
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The following table describes the options available on the code signing certificate inventory page:

Check Select the check box of the certificate that needs to be renewed.
Box

Groups
Displays the group of certificates that needs to be displayed as selected.

|Groups All Certificates 160 w
C+
[ Al Certificates £ 160
Default AW (E) I*160
Cerlificate-Gateway R

Filter

Displays number of certificates in which state.
Summary
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o e o el Ll o™ o
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Search
Bar Searches for the given keyword in the field and results in the feature that matches the
(Basic/ search keyword.

Advanced) | Basjc Search - Searches in the given keyword in the field and results from the feature that
matches the search keyword.

Advanced Search - The advanced search is used to perform quick searches of the data.
If a more specific needs to be composed, the advanced search bar is a readily available
option. To activate the advanced search bar, click the Chevron icon in the search field.

The advanced search page appears.
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Status

Applization

Discovery Source

Common Mame

Serial Mumber

Isswer Common Name

Subject Organization

Subject Organization Unit

Locality

Subject State

Subject Country

Type

Wildcard certificate

Extended Hey Usage

Condition

Certificate Inventory

Advanced Search »

consor: [JEREN 0%}

x Ap.p]\ﬁmx Clear w
¥ | Monitor Clar
® | AdD Clear
Seif Signed =

The following table describes the options available in the Advanced Search feature:

— -

- ™

Any Purpose{2.5.28.37.0) -

=N

AMT Provisioning(2.16.840.1.113741.1.2.3)

Displays the type of the desired search on the page. The possible
options are,

*« AND
* OR.
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Certificate Inventory

Allows you to select the desired CA from the dropdown list.

Status

Allows you to select the desired status certificate. The possible

options are,

* Manage
» Monitor
» New certificate.

Discovery Source

Enter the source of the discovery.

Common Name

Enter the common name of the certificate.

Serial Number

Enter the serial number of the certificate.

Issuer Common
Name

Enter the name of the certificate issuer.

Subject Organization

Enter the subject of the organization.

Subject Organization
Unit

Enter the subject of the organization’s unit.

Locality

Enter the specific locality.

Subject State

State Enter the state of the certificate’s subject.

Subject Country

Country of the subject.

Type

Type of the certificate.

Wildcard certificate

Enter the wildcard certificates.

Extended Key Usage

Allows you to select the EKU from the dropdown list.

Search

Click the Search button to get the results from the search.

Actions

Displays the list of actions. The possible actions are,

 Export Certificates

» Download Certificates
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* Delete

» Change Status

* Assign Group

» Unassign Group

» Add/Modify Comments
« Certificate Attributes

» Renew Certificate

» Revoke Certificate

» CA Switch

» Revocation Check.

Columns

Allows you to select the number of desired columns to show on the certificate page.

Salgred woiurses i Sabect all £r Resat 1o praioans columa sbeciion

Hedasi' binl bty Haanre] Tamplang ECCEA LD

« Search bar - Used to search the available options.

« Click Select all check box if all parameters required to be displayed.
* Click the refresh icon if you want to reset the previous columns.

* Click Save.

Page
Count

Displays the number of certificates listed on the page.

Toggle
Button

Displays the desired dashboard report on the page. The available options are,
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* Reports
* List.

Arrow Allows you to move next page.
Button

Refresh Allow you to refresh the current page.
Button

Exporting Code Signing Certificate

Export certificate action allows the user to export certificate details in the form of columns and values.
The user can export all the certificates in the inventory or select only specific certificates and export. The
output of this action can be selected in <.xls> or <.csv> format. This can be used for reporting or creating
another inventory.

To export code signing certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Code Signing Certificate.
The Code Signing Certificate page appears.
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7. In the Common Name column certificate list, select the desired certificate that you want to export a

certificate.
8. Click Actions, and then select Export Certificates from the list.

The Export pop-up window appears.
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:

Group(s) All

Options

® All Columns Displayed Columns
Format

® CSV XLS

** Exporting information of all cerificate(s) would take considerable time.

9. Select the desired Options and Format in the Export pop-up window.
The selected certificate is exported to your local machine.

Deleting Code Signing Certificate

Deleting code signing certificate feature allows you to delete a certificate from the server certificate
inventory only in AppViewX. Once the certificate gets deleted from the inventory, the same will not be
shown in the reports and for alerts.

To delete code signing certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Code Signing Certificate.
The Code Signing Certificate page appears.
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7. In the Common Name column certificate list, select the desired certificate that you want to delete the

certificate.
8. Click Actions, and then select Delete from the drop-down list.

The Delete pop-up window appears.
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Delete Certificate

Are you sure you want to delete the selected item(s)?

9. Click Yes.
The code signing certificate is deleted and the pop-up message appears as “Selected certificate(s)

with RW permission has been deleted from AppViewX inventory”.

Deleting Code Signing Certificates via Holistic View

In the Holistic view, the user will find the entire chain of trust of the certificates along with the devices/
objects with which the certificates are associated. The primary actions that can be performed from the
holistic view are Certificate creation, renewal, reissue, revoke, regenerate, install the certificates to the
devices and objects. The other supported actions in the holistic view are download certificates and

private keys, delete the certificate in the AppViewX certificate inventory, perform rollback action on the

associated certificate and disassociate the certificate from the objects in the device.

To delete code signing certificate via holistic view,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Code Signing Certificate.
The Code Signing Certificate page appears.
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7. In the Common Name column certificate list, click the desired certificate that you want to delete the

CA.
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8. Click vertical ellipse icon in the holistic view, and then select Delete Certificate from the list.

The Delete Certificate pop-up window appears.
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Do you want to continue deleting the cerificate from AppViewX?

9. Click Yes.

The code signing certificate is deleted and the pop-up message appears as Selected certificate(s)

with RW permission has been deleted from AppViewX inventory.
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Changing Code Signing Certificate Status

The certificate status can be set as monitored/managed during or after the certificate discovery process
and also from the certificate inventory directly. When the certificates are set as Monitored, only viewing of
the certificate details in terms of reports and inventory provided with alerting mechanisms can be done.
When the certificates are set as Managed, the certificates-related actions along with push/bind operation
can be performed along with viewing of the certificates in the reports and inventory.

To change code signing certificate status,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Code Signing Certificate.
The Code Signing Certificate page appears.
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6. Click the List toggle button on the right top corner of the code signing certificate page.
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7. In the Common Name column certificate list, select the desired certificate that you want to change the

certificate status.
8. Click Actions, and then select Change Status from the drop-down list.

The Change Status pop-up window appears.

Change Status

Change Status to Managed -
Managed
Do you want to change the Monitored I},

might impact the existing workorder(s)?

Doc test.

a. Select the desired status from the Change Status to the drop-down list.
b. Enter the reason for changing the status in the description field.

c. Click Yes.
9. The certificate status is changed to Managed or Monitored as selected from the drop-down list.

The pop-up message appears as Updated.
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Assigning Code Signing Certificate Group

The certificates of any common criteria can be grouped together to perform compliance checks against
the policy details, to enable auto-renewal and auto-push operations. The viewing of the certificates can
also be done on a group basis.

To assign the code signing certificate group,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Code Signing Certificate.
The Code Signing Certificate page appears.
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6. Click the List toggle button on the right top corner of the code signing certificate page.
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7. In the Common Name column certificate list, select the desired certificate that you want to assign the

group.
8. Click Actions, and then select Assign Group from the drop-down list.

The Assign Group pop-up window appears.

Assign to Group

Search Field

Solected Group: AppViewX Inc.
&
&

e 0 O

a

a. Enter keywords if you want to search for a specific group from the list.
b. Select the desired group from the listed groups.
c. Click Assign.
9. The certificate is assigned to a selected group.
The pop-up message appears as <certificate_name> assigned to <group_name>.
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Unassigning Code Signing Certificate Group

The user can unassign any certificates from the specific group to the default group. The policy and
actions of the default group will be applied to these certificates.

To unassign the code signing certificate group,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Code Signing Certificate.
The Code Signing Certificate page appears.
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6. Click the List toggle button on the right top corner of the client certificate page.
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7. In the Common Name column certificate list, select the desired certificate that you want to unassign
the group.

8. Click Actions, and then select Unassign Group from the drop-down list.

9. The selected certificate is assigned to the default group.
The pop-up message appears as <certificate_name> assign to undefined.

Add/Modify Comments for Code Signing Certificate

To add/modify the comments for code signing certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Code Signing Certificate.
The Code Signing Certificate page appears.
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6. Click the List toggle button on the right top corner of the client certificate page.

Comments will be updated for all selected certificates

Comments Doc test|

1991 remaining

7. In the Common Name column certificate list, select the desired certificate that you want to add/modify

the comments.
8. Click Actions, and then select Add/Modify Comments from the drop-down list.

The Add/Modify Comments pop-up window appears.
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Comments will be updated for all selected certificates

Comments Doc test|

1991 remaining

a. Enter the description in the comments field.
b. Click Save.

The pop-up message appears as Selected certificate(s) comment(s) uploaded.

Updating Certificate Attributes for Code Signing Certificate

Other than the fields that are defined for CSR, the user can add organization-specific values to a request.
These values will not be part of the certificate but will be available in the AppViewX inventory. For
example, cost center. Inventory can be filtered based on these attributes.

To update certificate attributes for code signing certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Code Signing Certificate.
The Code Signing Certificate page appears.
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7. In the Common Name column certificate list, select the desired certificate that you want to add
attributes.

8. Click Actions, and then select Certificate Attributes from the drop-down list.

Device Certificate Inventory

» Overview
» Exporting Device Certificate

* Deleting Device Certificate
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» Deleting Device Certificates via Holistic View

* Assigning Device Certificate Group

» Unassigning Device Certificate Group

» Add/Modify Comments for Device Certificate

» Updating Certificate Attributes for Device Certificate

Overview

Certificate Inventory

Device certificate inventory is where all the management interface certificates will be maintained.

Currently, in this inventory, only F5 vendor certificates are shown.

On the Certificate Inventory > Device Certificate page, all the code signing certificates are listed. You

can perform the following actions:

» Export Certificates - To export the device certificate
 DeleteCertificates - To delete the device certificate

» DeleteCertificates via Holistic View - To delete the device certificate via holistic view

» Assign CertificateGroup - To assign a group to the device certificate

* Unassign CertificateGroup - To Unassign a group from the device certificate

» Add/Modify Comments - To add/modify comments to the device certificate

» Update Certificate Attribute - To update certificate attributes for the device certificate.
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The following table describes the options available on the device certificate inventory page:

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

Check Select the check box of the certificate that needs to be renewed.
Box
Groups
Displays the group of certificates that needs to be displayed as selected.
| Groups Al Certificates 2160 w
Cr
[ All Certificates X 160
Default RW (=) %160
Certificate-Galeway RW (7
Filter
Displays number of certificates in which state.
Summary
o L] L o " o
Growps A Cortion o - A - Rtora s
Search
Bar Searches for the given keyword in the field and results in the feature that matches the
. search keyword.
(Basic/ yw
Advanced) | Basjc Search - Searches in the given keyword in the field and results from the feature that
matches the search keyword.
Advanced Search - The advanced search is used to perform quick searches of the data.
If a more specific needs to be composed, the advanced search bar is a readily available
option. To activate the advanced search bar, click the Chevron icon in the search field.
The advanced search page appears.
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Status

Applization

Discovery Source

Common Mame

Serial Mumber

Isswer Common Name

Subject Organization

Subject Organization Unit

Locality

Subject State

Subject Country

Type

Wildcard certificate

Extended Hey Usage

Condition

Certificate Inventory

Advanced Search »

consor: [JEREN 0%}
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The following table describes the options available in the Advanced Search feature:

— -

- ™

Any Purpose{2.5.28.37.0) -

=N

AMT Provisioning(2.16.840.1.113741.1.2.3)

Displays the type of the desired search on the page. The possible
options are,

*« AND
* OR.
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Certificate Inventory

Allows you to select the desired CA from the dropdown list.

Status

Allows you to select the desired status certificate. The possible

options are,

* Manage
» Monitor
» New certificate.

Discovery Source

Enter the source of the discovery.

Common Name

Enter the common name of the certificate.

Serial Number

Enter the serial number of the certificate.

Issuer Common
Name

Enter the name of the certificate issuer.

Subject Organization

Enter the subject of the organization.

Subject Organization
Unit

Enter the subject of the organization’s unit.

Locality

Enter the specific locality.

Subject State

State Enter the state of the certificate’s subject.

Subject Country

Country of the subject.

Type

Type of the certificate.

Wildcard certificate

Enter the wildcard certificates.

Extended Key Usage

Allows you to select the EKU from the dropdown list.

Search

Click the Search button to get the results from the search.

Actions

Displays the list of actions. The possible actions are,

 Export Certificates

» Download Certificates
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* Delete

» Change Status

* Assign Group

» Unassign Group

» Add/Modify Comments
« Certificate Attributes

» Renew Certificate

» Revoke Certificate

» CA Switch

» Revocation Check.

Columns

Allows you to select the number of desired columns to show on the certificate page.
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« Search bar - Used to search the available options.

« Click Select all check box if all parameters required to be displayed.
* Click the refresh icon if you want to reset the previous columns.

* Click Save.

Page
Count

Displays the number of certificates listed on the page.

Toggle
Button

Displays the desired dashboard report on the page. The available options are,
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* Reports
* List.

Arrow Allows you to move next page.
Button

Refresh Allow you to refresh the current page.
Button

Exporting Device Certificate

Export certificate action allows the user to export certificate details in the form of columns and values.
The user can export all the certificates in the inventory or select only specific certificates and export. The
output of this action can be selected in <.xls> or <.csv> format. This can be used for reporting or making
another inventory.

To export device certificate:

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Device.
The Device Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to export a
certificate.

7. Click Actions, and then select Export Certificates from the list.
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The Export pop-up window appears.
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:

Group(s) All

Options

® All Columns Displayed Columns
Format

® CSV XLS

** Exporting information of all cerificate(s) would take considerable time.

8. Select the desired Options and Format in the Export pop-up window.
The selected certificate is exported to your local machine.

Deleting Device Certificate

Deleting server certificate feature allows you to delete a certificate from the server certificate inventory
only in AppViewX. Once the certificate gets deleted from the inventory, the same will not be shown in the
reports and for alerts.

TSteps to delete device certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click DeviceCertificate.

The DeviceCertificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to delete.

7. Click Actions, and then select Delete from the list.
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The Delete Certificate pop-up window appears.

Delete Certificate

Are you sure you want to delete the selected item(s)?
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8. Click Yes.
The device certificate is deleted and the pop-up message appears as “Selected certificate(s) with

RW permission has been deleted from AppViewX inventory”.

Deleting Device Certificates via Holistic View

In the Holistic view, the user will find the entire chain of trust of the certificates along with the devices/
objects with which the certificates are associated. The primary actions that can be performed from the
holistic view are Certificate creation, renewal, reissue, revoke, regenerate, install the certificates to the
devices and objects. The other supported actions in the holistic view are download certificates and

private keys, delete the certificate in the AppViewX certificate inventory, perform rollback action on the

associated certificate and disassociate the certificate from the objects in the device.

To delete the device certificate via holistic view,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Device Certificate.
The Device Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to delete the
CA.
The holistic view appears.

7. Click the vertical ellipse in the holistic view, and then select Delete Certificate from the list.
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The Delete Certificate pop-up window appears.

[

Do you want to continue deleting the cerificate from AppViewX?

8. Click Yes.
The device certificate is deleted and the pop-up message appears as "Selected certificate(s) with
RW permission has been deleted from AppViewX inventory".

Assigning Device Certificate Group

The certificates of any common criteria can be grouped together to perform compliance checks against
the policy details, to enable auto-renewal and auto-push operations. The viewing of the certificates can

also be done on a group basis.

To assign the device certificate group,
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1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Device Certificate.
The Device Certificate page appears.

Certificate Inventory
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6. In the Common Name column certificate list, select the desired certificate that you want to migrate to

the CA.
7. Click Actions, and then select Assign Group from the list.
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The Assign to Group pop-up window appears.

Assign to Group

Search Field

Salected Group: AppView)X Inc.

<@

e 0 0 O

aQ

8. Enter keywords if you want to search for a specific group from the list.
9. Select the desired group from the listed groups.
10. Click Assign.
The certificate is assigned to the selected group. The pop-up message appears as

<certificate_name> assigned to <group_name>.

Unassigning Device Certificate Group

The user can unassign any certificates from the specific group to the default group. The policy and
actions of the default group will be applied to these certificates.

To unassign the device certificate group,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Device Certificate.
The Device Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to unassign.
7. Click Actions, and then select Unassign Group from the list.
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8. The selected certificate is assigned to the default group.

The pop-up message appears as <certificate_name> assign to undefined.

Add/Modify Comments for Device Certificate

To add/modify the comments for device certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
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The left navigation pane appears.
3. Click CERT+.

The CERT+ left navigation pane appears.
4. Expand CERTIFICATE INVENTORY.
5. Click Device Certificate.

The Device Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to add/modify
the comments.
7. Click Actions, and then select Add/Modify Comments from the list.

Compmen Hame Carag wimr Lprmeron Ners . ol Nl o (CMIT) Savial N

8. The Add/Modify Comments pop-up window appears.
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Comments will be updated for all selected certificates

Comments Doc test|

1991 remaining

9. Enter the description in the Comments field.
10. Click Save.
The pop-up message appears as "Selected certificate(s) comment(s) uploaded".

Updating Certificate Attributes for Device Certificate

To view the attributes for a device certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.
5. Click Device Certificate.
The Device Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to add

attributes.

7. Click Actions, and then select Certificate Attributes from the list.
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Intermediate Certificate Inventory

* Overview
* Deleting Intermediate Certificate

» Downloading Intermediate Certificate via Holistic View
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Overview

Intermediate certificate inventory is where the issuer certificates apart from the root certificate will be
displayed. In the chain of trust, if there is more than one layer of the intermediate certificate (excluding
root and end certificate), all those certificates will be shown in this inventory. From this inventory, the user
can get into the holistic view where the user can perform the push operation of the intermediate and its

root certificates.

In the Certificate Inventory > Intermediate Certificate page, all the intermediate certificates are listed.

You can perform the following actions:

« Delete Certificate - To revoke the device certificate
» Download Certificate - To regenerate the device certificate.

|
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The following table describes the options available on the intermediate certificate inventory page:

Check Select the check box of the certificate that needs to be renewed.

Box

Groups
Displays the group of certificates that needs to be displayed as selected.
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| Groups Al Certificates 2160 w
Cr
[ All Certificates X 160
Defaull AW E 160
Cerificate-Gateway RV k)

matches the search keyword.

The advanced search page appears.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

Filter

Displays number of certificates in which state.
Summary

o " - :1 & 1 ¥ o™

[FES [ = - A - Rtora s
Search
Bar Searches for the given keyword in the field and results in the feature that matches the

. search keyword.

(Basic/ yw

Advanced) | Basic Search - Searches in the given keyword in the field and results from the feature that

Advanced Search - The advanced search is used to perform quick searches of the data.
If a more specific needs to be composed, the advanced search bar is a readily available
option. To activate the advanced search bar, click the Chevron icon in the search field.
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Status

Applization

Discovery Source

Common Mame

Serial Mumber

Isswer Common Name

Subject Organization

Subject Organization Unit

Locality

Subject State

Subject Country

Type

Wildcard certificate

Extended Hey Usage

Condition

Certificate Inventory

Advanced Search »

consor: [JEREN 0%}

x Ap.p]\ﬁmx Clear w
¥ | Monitor Clar
® | AdD Clear
Seif Signed =

The following table describes the options available in the Advanced Search feature:

— -

- ™

Any Purpose{2.5.28.37.0) -

=N

AMT Provisioning(2.16.840.1.113741.1.2.3)

Displays the type of the desired search on the page. The possible
options are,

*« AND
* OR.
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Certificate Inventory

Allows you to select the desired CA from the dropdown list.

Status

Allows you to select the desired status certificate. The possible

options are,

* Manage
» Monitor
» New certificate.

Discovery Source

Enter the source of the discovery.

Common Name

Enter the common name of the certificate.

Serial Number

Enter the serial number of the certificate.

Issuer Common
Name

Enter the name of the certificate issuer.

Subject Organization

Enter the subject of the organization.

Subject Organization
Unit

Enter the subject of the organization’s unit.

Locality

Enter the specific locality.

Subject State

State Enter the state of the certificate’s subject.

Subject Country

Country of the subject.

Type

Type of the certificate.

Wildcard certificate

Enter the wildcard certificates.

Extended Key Usage

Allows you to select the EKU from the dropdown list.

Search

Click the Search button to get the results from the search.

Actions

Displays the list of actions. The possible actions are,

 Export Certificates

» Download Certificates
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* Delete

» Change Status

* Assign Group

» Unassign Group

» Add/Modify Comments
« Certificate Attributes

» Renew Certificate

» Revoke Certificate

» CA Switch

» Revocation Check.

Columns

Allows you to select the number of desired columns to show on the certificate page.

Salgred woiurses i Sabect all £r Resat 1o praioans columa sbeciion
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« Search bar - Used to search the available options.

« Click Select all check box if all parameters required to be displayed.
* Click the refresh icon if you want to reset the previous columns.

* Click Save.

Page
Count

Displays the number of certificates listed on the page.

Toggle
Button

Displays the desired dashboard report on the page. The available options are,
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* Reports
* List.

Arrow Allows you to move next page.
Button

Refresh Allow you to refresh the current page.
Button

Deleting Intermediate Certificate

Deleting intermediate certificate will delete the certificate from the intermediate certificate inventory only in
AppViewX. Once the certificate gets deleted from the inventory, the same will not be shown in the reports
and for alerts.

To delete the intermediate certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Intermediate.
The Intermediate Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate(s) that you want to delete.
7. Click Actions, and then select Delete.
The Delete Certificate pop-up window appears.

Delete Certificate

Are you sure you want to delete the selected item(s)?

8. Click Yes.
The client certificate is deleted and the pop-up message appears as “Selected certificate(s) with RW

permission has been deleted from AppViewX inventory”.

Downloading Intermediate Certificate via Holistic View

Download intermediate certificate can be downloaded via holistic view only one certificate at a time in
multiple formats as PEM, DER, PKCS#7, PKCS#12, and JKS. PKCS#12 and JKS can be downloaded

only with the password-protected certificate.

To download intermediate certificate via holistic view,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.
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The left navigation pane appears.
3. Click CERT+.

The CERT+ left navigation pane appears.
4. Expand CERTIFICATE INVENTORY.
5. Click Intermediate.

The Intermediate Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to download
the CA.

The holistic view appears.

7. Click vertical ellipse in the holistic view, and then select Download Certificate from the list.
The Download Certificate pop-up window appears.
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Download Certificate

Certificate Type PEM (*.cer) e

Download Truststore m
Cerificates

a. Select the file format from the Certificate Type list.
b. For PEM and DER certificate types, you can use the toggle button to On/Off in the Download

Truststore Certificates option along with end certificates.

8. Click Yes.
The certificate is downloaded to your local machine.

Root Certificate Inventory

» Overview
* Deleting Root Certificates

» Downloading Root Certificates via Holistic View

Overview

Root certificate inventory is where the root certificate of all the issuer certificates will be maintained. For
any chain of trust certificates, there can be only one root certificate. From this inventory, the user can get

into the holistic view where the user can perform the push operation of the root certificate only.

In the Certificate Inventory > Root Certificate page, all the root certificates are listed. You can perform

the following actions:

 Delete Certificate - To revoke the device certificate
« Download Certificate - To regenerate the device certificate.
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The following table describes the options available on the root certificate inventory page:

Check Select the check box of the certificate that needs to be renewed.
Box

Groups
Displays the group of certificates that needs to be displayed as selected.

|Groups All Certificates 160 w
C+
[ Al Certificates £ 160
Default AW (E) I*160
Cerlificate-Gateway R

Filter

Displays number of certificates in which state.
Summary
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Search
Bar Searches for the given keyword in the field and results in the feature that matches the
(Basic/ search keyword.

Advanced) | Basjc Search - Searches in the given keyword in the field and results from the feature that
matches the search keyword.

Advanced Search - The advanced search is used to perform quick searches of the data.
If a more specific needs to be composed, the advanced search bar is a readily available
option. To activate the advanced search bar, click the Chevron icon in the search field.

The advanced search page appears.
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Status

Applization

Discovery Source

Common Mame

Serial Mumber

Isswer Common Name

Subject Organization

Subject Organization Unit

Locality

Subject State

Subject Country

Type

Wildcard certificate

Extended Hey Usage

Condition

Certificate Inventory

Advanced Search »
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The following table describes the options available in the Advanced Search feature:

— -

- ™

Any Purpose{2.5.28.37.0) -

=N

AMT Provisioning(2.16.840.1.113741.1.2.3)

Displays the type of the desired search on the page. The possible
options are,

*« AND
* OR.
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Certificate Inventory

Allows you to select the desired CA from the dropdown list.

Status

Allows you to select the desired status certificate. The possible

options are,

* Manage
» Monitor
» New certificate.

Discovery Source

Enter the source of the discovery.

Common Name

Enter the common name of the certificate.

Serial Number

Enter the serial number of the certificate.

Issuer Common
Name

Enter the name of the certificate issuer.

Subject Organization

Enter the subject of the organization.

Subject Organization
Unit

Enter the subject of the organization’s unit.

Locality

Enter the specific locality.

Subject State

State Enter the state of the certificate’s subject.

Subject Country

Country of the subject.

Type

Type of the certificate.

Wildcard certificate

Enter the wildcard certificates.

Extended Key Usage

Allows you to select the EKU from the dropdown list.

Search

Click the Search button to get the results from the search.

Actions

Displays the list of actions. The possible actions are,

 Export Certificates

» Download Certificates
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* Delete

» Change Status

* Assign Group

» Unassign Group

» Add/Modify Comments
« Certificate Attributes

» Renew Certificate

» Revoke Certificate

» CA Switch

» Revocation Check.

Columns

Allows you to select the number of desired columns to show on the certificate page.
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« Search bar - Used to search the available options.

« Click Select all check box if all parameters required to be displayed.
* Click the refresh icon if you want to reset the previous columns.

* Click Save.

Page
Count

Displays the number of certificates listed on the page.

Toggle
Button

Displays the desired dashboard report on the page. The available options are,
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* Reports
* List.

Arrow Allows you to move next page.
Button

Refresh Allow you to refresh the current page.
Button

Deleting Root Certificates

During download of the root certificate from both inventory and holistic view, the certificate gets
downloaded in PEM <.*crt> format

in the inventory, the user can select one or more certificates and download them in .crt format. From the

holistic view, only one certificate can be downloaded at a time.

To delete the root certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Root.

The Root Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to delete.
7. Click Actions, and then select Delete from the list.

The Delete pop-up window appears.

Delete Certificate

Are you sure you want to delete the selected item(s)?

8. Click Yes.
The client certificate is deleted and the pop-up message appears as “Selected certificate(s) with RW

permission has been deleted from AppViewX inventory”.

Downloading Root Certificates via Holistic View

Download root certificate is the action to download root certificate in PEM format with or without its trust

store certificates.

To download the root certificate via holistic view,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.
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3. Click CERT+.

The CERT+ left navigation pane appears.
4. Expand CERTIFICATE INVENTORY.
5. Click Root.

The Root Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to download
the CA.

The holistic view appears.

7. Click vertical eclipse in the holistic view, and then select Download Certificate from the list.

The Download Certificate pop-up window appears.
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Certificate type PEM (*.crt)

Yes Mo

8. Select the file format from the Certificate type list.
9. Click Yes.

The certificate is downloaded to your local machine.

Uploading Certificate

Certificate Inventory

Upload certificate is the action to upload either the end certificate or trust store certificates in the

certificate inventory. Once uploaded, the certificate will be applied by the policy based on the associated

certificate group.

To upload a certificate,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.
3. Click CERT+.

The CERT+ left navigation pane appears.
4. Expand CERTIFICATE INVENTORY.
5. Click Upload.

The Upload Certificate page appears.
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6. In the Upload Certificate page, select/enter the details as follows:

Upload Certificate
Cerificate Type

Certificate Group

*Cenificate

Comments

®) End Cerificate

Default

admin

CA Certificate

2000 remaining

Browse

The following table describes the options available on the upload certificate page:

Certificate Type

Click the check box to select the desired certificate type. The possible types are:
» End Certificate
» CA Certificate.

Certificate Group

Select the desired group from the dropdown list.

Copyright © 2022 AppViewX, Inc. All Rights Reserved.

492



Certificate Inventory

*Certificate Click Browse to upload the certificate-key files from your computer.

Comments
Enter a description in this field.

[ Note: You can enter a maximum of 2000 words in the field. j

7. Click Upload.
8. Make sure that the uploaded Certificate-Keys file is stored in the Certificate Group.

Downloading Certificates

» Downloading Server Certificates

» Downloading Server Certificates Via Holistic View

» Downloading Client Certificates Via Holistic View

» Downloading Device Certificates Via Holistic View

» Downloading Code Signing Certificate

» Downloading Intermediate Certificate

» Downloading Intermediate Certificate via Holistic View

» Downloading Root Certificate

Downloading Server Certificates

Server certificates can be downloaded from the server inventory as well as in the holistic view. In the
server inventory, the user can select one or more certificates and download them in <.crt> format with/
without private keys and also with/without their respective trust store certificates.

To download a server certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.
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4. Expand CERTIFICATE INVENTORY.
5. Click Server.
The Server Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate(s) that you want to
download.
7. Click Actions, and then select Download Certificates from the list.

The Download Certificates popup window appears.
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Download Certificate »

Choose Download Cerificates
Type Only
® Cerificates
and Keys
Download Truststore
Cerificates u]

* Secret Passphrase

(]

One or more selected cerificates have access restriction
to private keys that cannot be downloaded.

a. In the Download Certificate pop-up window, select Certificates Only or Certificates and Keys.

b. You can also enable/disable the Download Truststore Certificates option along with the end

certificates.

(g

Note: If you have permission to view the restricted content mentioned in Step 7, the
certificate details are downloaded with <.zip> file. If you do not have the necessary
permissions, the system creates and downloads an empty <.zip> file to the destination you

specify.
- /

c. The system enables the Secret Passphrase field when you select Certificates and Keys. Enter a

passphrase to encrypt the contents into a <.zip> file.

8. Click Download.
The certificate is downloaded to your local machine.
9. To view details of the certificate, unzip the file and open the security certificate file.

10. Click Details.
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Downloading Server Certificates Via Holistic View

Server certificates can be downloaded via holistic view only one certificate at a time in multiple formats
as PEM, DER, PKCS#7, PKCS#12, and JKS. PKCS#12 and JKS can be downloaded only with the

password-protected certificate.

Steps to download server certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Server.
The Server Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate(s) that you want to
download the CA.

The holistic view appears.
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7. Click the vertical ellipse icon in the holistic view, and then select Download Certificate from the list.

The Download Certificate pop-up window appears.
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Certificate fype FEM (*.cri) W

Download Truststore m]

Certificates

&

a. Select the file format from the Certificate type dropdown list.
b. For PEM and DER certificate types, you can use the toggle button to On/Off in the Download
Truststore Certificates option along with end certificates.
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8. Click Yes.
The certificate(s) is downloaded to your local machine.

Downloading Client Certificates Via Holistic View

Client certificates can be downloaded via holistic view only one certificate at a time in multiple formats
as PEM, DER, PKCS#7, PKCS#12, and JKS. PKCS#12 and JKS can be downloaded only with the
password-protected certificate.

Steps to download client certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Client.

The Client Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate(s) that you want to download
the CA.

The holistic view appears.
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7. Click vertical ellipse in the holistic view, and then select Download Certificate from the list.

The Download Certificate pop-up window appears.

Download Certificate

Certificate Type PEM (*.cer) e

Download Truststore m
Cerificates

a. Select the file format from the Certificate Type list.
b. For PEM and DER certificate types, you can use the toggle button to On/Off in the Download

Truststore Certificates option along with end certificates.
8. Click Yes.
The certificate(s) is downloaded to your local machine.

Downloading Device Certificates Via Holistic View

Device certificates can be downloaded via holistic view only one certificate at a time in multiple formats
as PEM, DER, PKCS#7, PKCS#12, and JKS. PKCS#12 and JKS can be downloaded only with the

password-protected certificate.

Steps to download device certificate,
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1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Device.

The Device Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate(s) that you want to
download.
The holistic view appears.

S Assign Group T3 Uraasign Graup ) Rlafrash

7. Click vertical ellipse in the holistic view, and then select Download Certificate from the list.
The Download Certificate pop-up window appears.
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Download Certificate

Certificate type PEM (*.crt) ~

Yes Mo

8. Select the file format from the Certificate type list.
9. Click Yes.
The certificate(s) is downloaded to your local machine.

Downloading Code Signing Certificate

Code Signing certificates can be downloaded via holistic view only one certificate at a time in multiple
formats as PEM, DER, PKCS#7, PKCS#12, and JKS. PKCS#12 and JKS can be downloaded only with

the password-protected certificate.

To download code signing certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Code Signing Certificate.
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The Code Signing Certificate page
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appears.

6. In the Common Name column certificate list, select the desired certificate(s) that you want to
download.
7. Click Actions, and then select Download Certificates from the list.

The Download Certificates popup window appears.

Download Certificate x

Choose Download Certificates
Type Only
@ Certificates
and Keys
Download Truststore
Cerificates u]

* Secret Passphrase

One or more selected cerificates have access restriction
to private keys that cannot be downloaded.
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a. In the Download Certificate pop-up window, select Certificates Only or Certificates and Keys.
b. You can also enable/disable Download Truststore Certificates option along with the end

certificates.

(o
Note: If you have permission to view the restricted content mentioned in Step 7, the
certificate details are downloaded with <.zip> file. If you do not have the necessary

permissions, the system creates and downloads an empty <.zip> file to the destination you

specify.
N /

c. The system enables the Secret Passphrase field when you select the Certificates and Keys
option. Enter a passphrase to encrypt the contents into a <.zip> file.
8. Click Download.
9. To view details of the certificate, unzip the file and open the security certificate file.
10. Click Details.

Downloading Intermediate Certificate

Download intermediate certificate is the action to download intermediate certificate in PEM format with or

without its trust store certificates.

To download intermediate certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Intermediate.
The Intermediate Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to download.
7. Click Actions, and then select Download Certificates from the list.

8. To view details of the certificate, unzip the file and open the security certificate file.

9. Click Details.

Downloading Intermediate Certificate via Holistic View

Download intermediate certificate can be downloaded via holistic view only one certificate at a time in
multiple formats as PEM, DER, PKCS#7, PKCS#12, and JKS. PKCS#12 and JKS can be downloaded
only with the password-protected certificate.

To download intermediate certificate via holistic view,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Intermediate.

The Intermediate Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate that you want to download

the CA.

The holistic view appears

7. Click vertical ellipse in the holistic view, and then select Download Certificate from the list.

The Download Certificate pop-up window appears.

Certificate Type

Download Truststore
Cerificates

Yes

Download Certificate

PEM (*.cer)
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a. Select the file format from the Certificate Type list.
b. For PEM and DER certificate types, you can use the toggle button to On/Off in the Download
Truststore Certificates option along with end certificates.
8. Click Yes.
The certificate is downloaded to your local machine.

Downloading Root Certificate

Download root certificate is the action to download root certificate, the certificate get downloaded in PEM

<.*crt> format from the inventory.

To download root certificate,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.
The CERT+ left navigation pane appears.

4. Expand CERTIFICATE INVENTORY.

5. Click Root.
The Root Certificate page appears.
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6. In the Common Name column certificate list, select the desired certificate(s) that you want to
download.
7. Click Actions, and then select Download Certificates from the list.
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8. To view details of the certificate, unzip the file and open the security certificate file.
9. Click Details.
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Chapter 6: Certificate Reporting and Monitoring

» Overview

» Certificate Reporting and Monitoring

» Searching for Dashboard, Object, or Widget
» Creating Dashboard

» Exporting Dashboard Information

» Importing Dashboard

» Deleting Dashboard

« Overview

 Certificate Reporting

* Viewing Dashboard

Overview

Certificate Reports give you visibility over all certificates and host information in the CERT+ inventory
through different modes of discovery. With the available data, you can validate whether these certificates
fall under the organization's security policy. CERT+ reports give insights on all important aspects of the

product.

All these reports are categorized and available as multiple dashboards as default in AppViewX. Provided
with that, custom dashboards with custom reports can also be created.

Certificate Reporting and Monitoring

Once the certificates in the infrastructure are discovered in AppViewX, they can be monitored as the
reports in the Dashboards. In the dashboards, the user can track the certificates expiry, compliance,

security details as the reports in the dashboard.

Overview

Reporting and monitoring the certificates are essential for an administrator to get complete visibility of all
the certificates across multiple vendors and data centers in one single window pane. Certificates have a
finite life span and are set to expire at different dates and times. Due to advancements in cryptography,
there are high chances that the infrastructure will carry the weaker algorithm certificates which will be
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vulnerable to several attacks which will cause business outages. Using the dashboards and reports,
the administrator can continuously monitor the status of the certificates in terms of expiry, security,

compliance and so on.

Searching for Dashboard, Object, or Widget

To search for a dashboard,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click Dashboard in the left navigation pane.
4. Enter the search keyword in the search field, and then click the Search icon.

The dashboards, objects, or widgets that match with the keyword are displayed.

Creating Dashboard

To create a dashboard,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click Dashboard in the left navigation pane.
4. Click the add button in the command bar.

The Create dashboard/widget pop-up window appears.

5. Enter or select the field information in the Create dashboard/widget pop-up window.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 509



Certificate Reporting and Monitoring

Create dashboard / widget

* Dashboard name:  tochdoc

* Select solution: | cortificate v m

* Widgettype: @ Custom Default

* Select widget: Custom reports o

* Widget name: |Sarr‘|p|e1

... NN

The following table provides the field description to create a Dashboard:

*Dashboard Name of the Dashboard.
name

*Select ADC is the select solution.
solution

*Widget type

Type of the Widget. The possible Widget types are:
» Custom - choose this option to create a customized Widget.
By default, this option is selected.

« Default- choose this option to select the default Widget.

* Choose widgsts: o~

Device heatmap , = . ..

Number of objects :

*Select widget

Customized widgets appear in the drop-down menu. Select the appropriate widget.

*Widget name

Name of the Widget.

[ Note: The asterisk (*) symbol indicates mandatory fields. ]
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6. To create a Dashboard/Widget, click Create.

[ Note: To discard the changes, click Cancel. ]

Exporting Dashboard Information

You can export the dashboards in <.csv> or <;json> format. The dashboards that are exported in the <.json>
format can be imported to another build of the AppViewX platform.

To export dashboard information,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click Dashboard in the left navigation pane.

The list of dashboards is displayed.

4. Select the desired dashboards from the list.

5. Click the export button in the command bar located at the upper right of the screen.

The Export pop-up window appears:
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Export x

Group(s) All

Options

@ All Columns Displayed Columns
Format

® CSV XLS

** Exporting information of all cerfificate(s) would take considerable time

6. Select the desired Options and Format in the Export popup window.

The selected dashboards are exported to your local machine.

Importing Dashboard

You can import the list of dashboards, which has the Application View widget. The import file must be in

the <.text> and/or <.json> format and zipped.

To import a dashboard:

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click Dashboard in the left navigation pane.

The list of dashboards is displayed.

4. Click the Import button in the command bar located at the upper right of the screen.
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The Import page appears:

= appviewX

h A A A

LW W Y W Y W Y Y Y W

5. Browse and open the dashboard import file in <.zip> format.
6. Click the Upload button.
7. Once the file is uploaded, click the Submit button.

The list of dashboards is imported to AppViewX platform.

Deleting Dashboard

The default dashboard cannot be deleted from the AppViewX platform. Only the customized dashboard
can be deleted and deleting the dashboard includes the deletion of all the widgets on the dashboard also.

To delete a dashboard,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click Dashboard in the left navigation pane.

The list of dashboards is displayed.

4. Select the desired Dashboard to be deleted.
5. Click the delete button in the command bar located at the upper right of the screen

The delete pop-up window appears.

6. Click the Delete button to delete the desired dashboard.
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Overview

Certificate Reports give you visibility over all certificates and host information in the CERT+ inventory
through different modes of discovery. With the available data, you can validate whether these certificates
fall under the organization's security policy. CERT+ reports give insights on all important aspects of the
product.

All these reports are categorized and available as multiple dashboards as default in AppViewX. Provided
with that, custom dashboards with custom reports can also be created.

Certificate Reporting

* View Certificate Reports

 Default Reports

« Server Certificate Dashboard

* Client Certificate Dashboard

 Code Signing Dashboard

« Server Certificate Security Dashboard
» Client Certificate Security Dashboard
» Server Endpoint Security Dashboard
* Client Endpoint Security

+ Server Standard Dashboard

* Client Standard Dashboard

* Trust Store Certificates

* Report Customization

» Security Posture Determination and Interpretation

* License Report

View Certificate Reports

To view certificate reports:

1. Click Certificate Inventory and click the type of certificate for which you want to view the report.
2. The Reports page is selected.
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Sorver Cortificate Reports

Report by Certificate Authority - Server " . —

ol DasHBOARD

794

& CERTIFICATE ACTION 600 155

Expiry Report by Month - Server

Although each certificate report displays the data differently, the same set of data is used to generate

each report.

The following reports are segregated and displayed as widgets on the Client Certificate screen:
» Report by Certificate Authority - A bar chart that shows the total certificate count for each

Certificate Authority (CA), made up of colored bars representing the following statuses:

» Green - Valid certificates

* Blue - Certificates with an expiry in 90 days

* Yellow - Certificates with expiry in 30 days

« Orange - Certificates with expiry in 10 days

* Red - Expired certificates

* Black - Revoked certificates

 Gray - New certificates

Expiry Report by Month - A bar chart that shows the total number of certificates expiring each

month.

Policy Compliance - A pie chart that shows the number of compliant and non-compliant certificates
in the system, with each sector in the chart representing a different kind of policy such as Strict or
Suggestive. You can also export the report details from the Policy Compliance Report widget.

+ Stale Certificate - A pie chart that shows the number of expired and revoked certificates.

« Certificate Summary - A doughnut chart that categorizes the certificates based on expiration, with

the total count of certificates made up of colored bars representing the same statuses listed for the
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Report by Certificate Authority widget. You can also configure the report settings from the Certificate
Summary Report widget.

» Count by Issuer - A doughnut chart that shows the total number of certificates managed by the
issuer such as Root CA or the Intermediate CA. You can also configure the report settings from the

Count by Issuer widget.

Default Reports

AppViewX CERT+ has a few in-built reports (recommended) that are available as default reports. These
reports can be triggered directly to take necessary actions. The primary risk to be addressed is to enforce
security compliance. Compliance reports that are provided as in-built reports can be used to categorize
certificates based on the non-compliant parameter. This information (value addition) can be used to
enforce the application team to onboard for automation.

Server Certificate Dashboard

* Server Certificate Dashboard
* Expiry Report by Month

+ Validation Status

» Policy compliance status

* Report by source

» Orphan Certificate Report

» Stale Certificate Report

* Certificate Summary Report
» Count by Issuer

* Cipher Suite Report

Server Certificate Dashboard

The certificates from the Server inventory will be shown in this dashboard as the following reports:

Report by Certificate Authority - Server

This report shows the count of certificates in the server inventory with respect to the certificate authorities

and the expiry information.
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Report by Certificate Authority - Server ¢
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On click of any of the bar of this report, the filtered inventory view will be shown as below to proceed any

further actions:

= appviewX Tue Mar 30 2021 19:49:37 GMT+0530 IST)  {} 7
Dashboard :: ServerCertificate Reports m
Groups Al Cerlificates 0. v = ca:AppViewX AND expirystatus:Expired ~ | B3 Actions v (1| Server Certificate *
DASHBOARD - AlCLM issued and discovered or uploaded Server
i Authentication certficates are shown in this
+ [J Common Name Serial Number Group Issuer Common Name Valid to (GMT) inventory
CATE ACTION
_ T = Click on the “Common Name” to view the chain of
+ O ® demo.appvie 4 DEAFDEEFF Defaut (=W)  AppViewX Intermediats CA  03/28/2021 0000 st 200 0 perform LY operations suth 25
CERTIFICATE INVENTORY renewalirevocation or provisioning.
+ O @ joshdemo appviews: com 4 CEFBEBFF4F. Defaull ®W)  AppViewX Intemediate CA  03/2872021 00:00 . Seiect one or mors cartficates and lick on “Actions:
T 1o trigger any applicable actions.
» O @ demo.appviewx.com a E8:47:6A:48:8B Default (R AppViewX Intermediate CA 03/28/2021 00:00 = Click on “Groups™ dropdovm lo select and view
centificates mapped o any other avalable certificats
CERTIFICATE DISCOVERY v O @ demoappyie 4 9081EI9FFD. POC-D.. @)  AppViewX Intemmediate CA  03/2872021 00:00 groups
« Best practice: Always maintain 3 clean inventory by
ALERTS & LOGS + O @ cemoappyiewx.com a  8TCCISA2D Default  ®w)  AppViewX Intermediate CA  03/27/2021 18:38 deleling revoked and deprecated certficates fo avoid
unnecessary management of unused assets
© GROUPS & POLICIES v [0 @ tesiceriificate. telenetbe S 4A'BA0ABF 8F Defaut  mRwW) AppViewX Intermediate CA 03/27/2021 10:46
. ADMINISTRATION v O vw_hademo.com a 66:09.7D:5B:BB... Default ~ (RwW) AppViewX Intermediate CA 03/26/2021 06:56 Managed AppViewX
E A vault v O @ TestToyCert a 1E:03:E2:24:A8 Crypto. RW] AppViewX Intermediate CA 03/24/2021 14:11 Managed AppViewX
sord Vau
Auto Enroliment v [0 @ weblogicTest? % B71DB2FT59.... Default  (RW) AppViewX Intermediate CA 07152020 07:42 Managed AppViewX
Cerficate Authority v O a  TED432EATE Defaullt (W) AppViewX Intermediate CA  03A7/2021 22:47 Managed AppViewX
e Management . . - " P A A
» O @ lioydone-linux apvxlab.nef % 84.62.77.D6:45.... Defauit ~ (RwW) AppViewX Intermediate CA 03/25/2021 18:20 Managed AppViewX
Application
+» O @ lioydone apvxiab.net 2 5B:5C 2E12:97 Defauit ~ RwW) AppViewX Intermediate CA 03/24/2021 17:12 Managed AppViewX
more v
» O @ Upload_And_PushCs 28:0D:70:0E65' Defaut  mRwW) AppViewX Intermediate CA 12/04/2019 1148 Managed AppViewX

]

Expiry Report by Month

This report shows the count of certificates with respect to expiry month information.
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Expiry Report by Month - Server ¢
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Auto renew enabled I Auto renew not enabled

On click of any of the bar, the filtered certificates inventory will be shown as below to perform any

inventory actions:

= dppviewX Tue Mar 30 2021 19:5342 GMT+0530 IST) 7

CERT+ NN Reports - ServerCertimcatd :ec:ds

Q  Search features

Groups Al Certificates ©o - expirymonth:Feb AND expiryyear:2021 AND autorenew.enabled v 85 Actions v L1 Columns 1to90f9
DASHBOARD
. + [J Commeon Name Serial Number Group Issuer Common Name Valid to (GMT) Status Certificate Authority
2} CERTIFICATE ACTION
» O @ testappviewsx.com 2 BB 4ECT-53:CT. Default  mW) AppViewX Intermediate CA 02/19/2021 08:19 Managed AppViewX
&l CERTIFICATE INVENTORY
O e w B0:8A:00:41:A1 Default  (RW) 02/04/2021 00:15 Managed OTHERS
2} AUTOMATION
» O @ dev24-atiproxy.aliant.icn 37:00:00:BA40 Default  mW) avxdeviab-AVXENTCA-CA 02/28/2021 19:41 Managed Microsoft Enterprise
S CEEEEIC B NSO ERY + O ® apson appviewscom a  014B4BCIBI Defaut ®@W  DigiCert SHA2 Secure S... 0210212021 12:00 Managed DigiCert
D ALERTS& LOGS » O ®enml 3544597205 Default  mW) EJBCA INTERMEDIATE 02/18/2021 05:26 Managed OTHERS
) GROUPS & POLICIES » O ®ennl 2B:20F6.CA4B... Defaull (@%)  EJBCAINTERMEDIATE ... 02118/2021 12:38 Managed OTHERS
' eibc . : - A . 021212021 10:13 i d
\ T TEETTE O @ gjheashell 68:2F E9:E938: Default  Rw) EJBCA INTERMEDIATE 021272021 10:13 Manages OTHERS
word Vault » O @ vwwwbankofamerica com 93.78.0D:FATA: Bankin... RwWj Entrust Cerfification Auth 02/21/2021 18:56 Managed Entrust
i
Auto Enroliment + O ® ejhcaservercertappviewx.com % 2DBATIC4 19 Default  mW) EJBCA INTERMEDIATE 0212712021 17:47 Managed OTHERS

Ceriificate Authority

Device Management

Application

more «

Validation Status

This report shows the count of server certificates with respect to the following:

« Trusted — When the chain of trust can be formed with the end server certificate it will be categorized as
a trusted certificate.

» Non-trusted — When the chain of trust cannot be formed with the end server certificate it will be
categorized as non-trusted.

« Unverified — When the server certificates are yet to be taken for validation, they will be categorized as

unverified.
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Validation status - Server (J) Belc
M Non-trusted Trusted Unverified
On click of anywhere in this pie chart, the filtered certificates data will be shown as below:
= appviewX Tue Mar 30 2021 20:00:11 GMT+0530 (IST)  #3  ?
Reports - ServerCeriificate 1t 25 of 29 >
fealures
DASHBOARD
~ FQDN Commeon ... IPaddress/Asso... Serial nu... Issuer Valid to (... Result Supported Protocol version  Strength View details
CERTIFICATE ACTION ) 10 Vulnerable
30 Ciphersuite(s) 3 Protocol versi
TLS_ECDHE_.. | TLSv1 MEDIUM
CERTIFICATE INVENTORY TLS_RSA WIT..  TLSv1 Low
TLS_DHE_RS.. | TLSvi VEDIUM
TLS_ECDHE_ TLSV1 " o
AUTOMATION TLS_RSA_WIT...  TLSv1 [“ g? o
TLS_DHE RS TLSv VEDIUM
. N TLS_ECDHE_.. | TLSv1.1 MEDIUM
CERTIFICATE DISCOVERY TLS_RSAWIT . TLSVI1 MEDIUM
TLS_DHE RS... | TLSv1.1 VEDIUM
TLS_ECDHE_..  TLSvid iy
ALERTS & LOGS Tis_ReA WIr. | TLavia Eg? UM
TLS_DHE_RS LSV VEDIUM
) GROUPS & POLICIES TLS_ECOHE_.. | TLSv12 MEDIUM
Joclhost oo TLS_RSA_WIT... | TLSv12 Low
- locakhost localhost 102168.41185:443  0DFA2200  Ef o 06/05/202.  Nontrusted  TLS_DHE RS TLSV2 VEDIUM
}  ADMINISTRATION aldomain TLS_ECDHE_ TLSV1.2 MEDIUM
TLS_RSAWIT..  TLSvi2 ow
, TLS_DHE_RS.. = TLSv12 i
Fas= st TLS_ECDRE_.  TLSV12 ;‘_Eg Hﬂ
Auto Enroliment TLS_RSAWIT... | TLSV1.2 ow
TLS_DHE RS TLSV12 VEDIUM
TLS_ECDHE_..  TLSv12 MEDIUM
TLS_RSA_WIT.. | TLSVI2 Low
TLS_DHE_RS... | TLSv12 VEDIUM
TLS_ECDHE ...  TLSvi2 dan
pr— TLS_RSA_WIT... | TLSv12 Low
TLS_DHE RS LSV 2 Al
more « . TLSvi2 it
LSV 2 Low
TLS_DHE RS TLSV12 Aieh

10 Vulnerable

30 Ciphersuite(s) 3 Protocol versi.

Policy compliance status

This report shows the count of server certificates as compliance or non-compliance based on the
certificate group policy associated with the certificates.

Paolicy Compliance Report - Server IR

Total Certificates: 1217

Pending Validation Wl Non-Compliant I Compliant
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On click of anywhere in the pie chart, the filtered certificates data will be shown as below:

= appviewX Tue Mar 30 2021 20:0356 GMT-0530IST)  #4  ? 3
Reports - ServerCertificate ] 1to250f45 >
fealures
DASHBOARD o
~.. Certificate name Certificate policy name Last run date{GMT) Status Non-compliance parameter
CERTIFICATE ACTION ~ testabccom healthcare-app 0312612021 05:00 Non-Compliant There are 4 non-compliant parameters
Certificate name  Parameter Certificate Policy
CERTIFICATE INVENTORY test.abc.com State NewYork NY
Organization ~ AppViewX AppViewX
Eit length 4096 2048
AUTOMATION Hashfunc . MD5 SHA256
r
E DISCOVERY ~  dnitest ava.com healthcare-app 03/26/2021 05:00 Non-Compliant There are 3 non-compliant parameters
Certificate name  Parameter Certificate Policy
ALERTS & LOGS dhitestavacom  State NewYork NY
Organization ~ AppViewX. AppViewx
Bit length 4096 2048
) GROUPS & POLICIES 5
¥ gwerty.avx.com healthcare-app 03/26/2021 05:00 Non-Compliant There are 3 non-compliant paramelers
ADMINISTRATION Certificate name  Parameter Certificate Policy
quwerty.avx.com State NewYork NY
Pz ord Vault Organization ~ AppViewX AppViewX
Bit length 4096 2048
Auto Enroliment s
Cerlificate Authority v dhitestava.com healthcare-app 03/26/2021 05:00 Non-Compliant There are 3 non-compliant parameters
Certificate name  Parameter Certificate Policy
Device Management dhitest ava.com Siate NewYork NY
P Organization ~ AppViewX.. AppViewx
NEER Bitlength 4096 2048
more + 4
~ www.anthem.com healthcare-app 03/26/2021 05:00 Non-Compliant There are 4 non-compliant paramelers
Certificate name  Parameter Certificate Policy
www_anthem.c State Indiana NY
1 ncalit Indiznanaliz NV

Report by source

This report shows the count of server certificates with respect to the source from where the certificates

are discovered along with the expiry status.

Report by Source - Server <
512

500
E 400
E 300 229
E 200 193 —
E 100 58 ! ! 8 a3

2 12 2 5 8 — _— 2 18
o
Citrix Microsoft PC AmazonELB Apache Windows We.. IBMDataPower F5 ns MNA PaloAlto AWS Dissociated LinuxServer
Valid I Expiry in 90 days Expiry in 30 days B Expiry in 10 days M Expired B Revoked B New Certificate

On click of anywhere in the bar chart, the filtered certificates data will be shown as below:
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= appviewX

fealures

DASHBOARD
CERTIFICATE ACTION
CERTIFICATE INVENTORY
AUTOMATION
CERTIFICATE DISCOVERY

ALERTS & LOGS

© GROUPS & POLICIES

F ADMINISTRATION

Ps ord Vaull
Auto Enroliment
Certificate Authority
Device Management
Application

more «

Orphan Certificate Report

Reports

ServerCertificate

Groups  All Certificates (AT

m]
[m]
a
[m]
a
[m]
a
[m]
a
[m]
a
[m]
a
[m]

Common Name

myt5.api

dma_a|

e5c3115.appvi

demathur

n.appv

car-nsurance. appviewx.com

selfcert.al om

sampledemo.appviewsx plus

aepdemoextemalcert.appvi

tesicertinother.avx plus

ocalhost.localdomain

gs-f5-pe153.1ab.appvi

gs-f5-pe238.lab.appviewx.ne

application:F5 AND expirystatus:Valid

Serial Number

6C:00:00:00:14:..

6C00:00:00:13

BF:18:50:TE08..

DCBC:3A 893

FE.CD:ADG3T.

53:00:00:01:39

SB1EODEEZ.

83 CAEASTT

OAB12ZBEEAF..

SAAZB4TB AT

13.07:BD:E7

070C:FC

06:2F.78

Group

Defauit

Defauit

Defauit

Defauit

Defauit

Defauit

Defauit

Defauit

Bankin..

Defauit

Defauit

Defauit

Defauit

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

(RW)

W

(RW)

(RW)

(RW)

(RW)

Certificate Reporting and Monitoring

Issuer Common Name

avxdeviab-derek

avxdevlab-derek

AppViewX Intermediate CA

AppViewX Intermediate CA

AppViewX Intermediate CA

avxdeviab-PTPLD178-CA

AppViewX Intermediate CA

AppViewX Intermediate CA

DigiCert TLS RSA SHAZ

AppViewX Intermediate CA

localhost localdomain

3c544006-Ta0b-4e0d-9e

ddf38¢59-3852-4a02-h0..

% Actions v

Valid to (GMT)

03/29/2022 1425

03/29/2022 14:11

03/25/2022 1830

03/25/2022 1824

03/25/2022 17:43

1201312021 0329

03/24/2022 2054

03/17/2022 15:05

03/24/2022 2359

12/04/2021 1119

02/10/2030 15:20

02/10/2030 18:24

07/25/2030 1334

LI Columns

Status

Managed

Managed

Managed

Managed

Managed

Managed

Managed

Managed

Managed

Managed

Managed

Managed

Managed

1to 25 0f 117 > (&

Certificate Authority

OTHERS

OTHERS

AppViewX

AppViewX

AppViewX

Microsoft Enterprise

AppViewX

AppViewX

DigiCert

AppViewX

OTHERS

OTHERS

OTHERS

This report shows the count of server certificates that are not associated/installed in any device/server.

Orphan Certificate Report - Server

Cartificates not pushed to device for more than 80 days

Certificates out of sync with application

Certificates deleted in device

27

Stale Certificate Report

This report shows the count of server certificates that are either revoked or expired.
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Stale Certificate Report - Server

Total Certificates: 429

B Revoked [l Expired

Certificate Summary Report

This report shows the count of certificates with respect to their expiry status.

Certificate Summary Report - Server

Expiry in 30 days
Valid

Expired

New Cerlificate
Expiry in 10 days
Revoked

Expiry in 90 days

Total Certificates

1156

Count by Issuer

This report shows the count of certificates with respect to the issuer details.
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Count by Issuer - Server

Certificate Reporting and Monitoring

.

Total cerificates

1070

Cipher Suite Report

RapidSSL SHA256 CA -
ISTIO DEMO ROOT CA
www.iuyire.com

test bresribk.com
AppViewX-Enterprise-..
SFTrust default KDGL ..
AuthenticationCA
HydrantiD No Relianc..
AppViewX Intermediat. .
AH_CA_MCAFEESERVER
PTPLD180-CA-Proxy
ddf38c59-3852-4a02-b..
d2101575-b41e-4631-b..

This report shows the count of certificates with respect to the cipher suites. They are also categorized as

Low, Medium, and High based on the cipher suites.

Cipher Suite Report - Server

TLSvi.2:TLS_DHE_RSA_WITH_AES 125 GCM_SHA25S

TLSv1 2:TLS_DHE_RSA_WITH_AES 258 GCM_SHA384

e e
I 5

TLSvi.2:TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA255 [N 4

TLSv1.2:TLS_ECDHE ECDSA_WITH_AES_256_GCM_SHA32: N 4

TLSvi.2:TLS_ECOHE RSA_WITH_AES 128 GCM_SHA25S

TLSv1.2:TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA224

Client Certificate Dashboard

+ Client Certificate Dashboard

* Report by Certificate Authority
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* Expiry Report by Month

* Policy compliance status

« Stale certificate report

* Certificate Summary Report

» Count of issuer

Client Certificate Dashboard

The certificates in the Client inventory will be shown in this dashboard as the following reports:

Report by Certificate Authority

This report shows the count of certificates in the client inventory with respect to the certificate authorities

and the expiry information.

Report by Certificate Authority - Client [
= 22
§ 20
E ) . 8 .
= 2
© 4 e - | ! '
AppViewx DigiCert OTHERS Ejbca ManagementCA Microsoft .
M vaid M Expiry in 90 days Expiry in 30 days M Expiry in 10 days W Expired I Revoked M New Certificate
Expiry Report by Month
This report shows the count of certificates with respect to expiry month information.
<

Expiry Report by Month - Client

< 3 3 3

2
2 1
1] 0 1] 0 0 0 [} l 0 [} - []

Jan 22 Feb 22 Mar 22

Certificate count

Jan 21 Feb 21 Mar 21 Apr 21 May 21 Jun 21 Jui 21 Aug 21 Sep 21 Oct 21 Nov 21 Dec 21

M Auto renew enabled M Auto renew not enabled
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Policy compliance status

This report shows the count of client certificates as compliance or non-compliance based on the group
policy assigned to the certificate.

Policy Compliance Report - Client G

Total Certificates: 37

<

Pending Validation I Non-Compliant Il Compliant

Stale certificate report

This report shows the count of client certificates that are either revoked or expired.

Stale Certificate Report - Client ¢

Total Certificates: 22

Il Revoked Il Expired

Certificate Summary Report

This report shows the count of certificates with respect to their expiry status.
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Certificate Summary Report - Client

[GE-EY
M Valid
M New Ceriificate
B E:xpired
Total Cerlificates
37

Count of issuer

This report shows the count of client certificates with respect to the issuer details.

Count by Issuer - Client o (¢

B ManagementCA

B Symantec Class 3 Man..
B AppViewX Intermediat..
B Demo MSG Issuing CA ..
B SCEPCAIntermediate.a..
M DigiCert SHA? Assure
M Symantec Private Cla

B AppViewX Cerlificate..

Total certificates

35

Code Signing Dashboard

» Code Signing Dashboard
* Report by Certificate Authority
» Expiry Report by Month
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» Stale Certificate Report

» Count of issuer

Code Signing Dashboard

The certificates in the code signing inventory will be shown in this dashboard as the following reports:

Report by Certificate Authority

This report shows the count of certificates in the code signing inventory with respect to the certificate

authorities and the expiry information.

Report by Certificate Authority - Code Signing [

£ 10
g e 6
& 8
S 4
=
E ; - 2 1
e ] —

AppViewX DigiCert Ejbca

M vaid W Expiry in 90 days Expiryin30 days W Expiryin10days [l Expired I Revoked M New Certificate

Expiry Report by Month
This report shows the count of code signing certificates with respect to expiry month information.

Expiry Report by Menth - Code Signing <

[}

4

Certificate count

1 1 1
] 0 ] . . . 0 0 0 0 0 0 [ ] 0
0

Jan 21 Feb 21 Mar 21 Apr 21 May 21 Jun 21 Jul 21 Aug 21 Sep 21 Oct 21 Nov 21 Dec 21 Jan 22 Feb 22 Mar 22

B Auto renew enabled W Auto renew not enabled

Stale Certificate Report

This report shows the count of code signing certificates that are either revoked or expired.
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Stale Certificate Report - Code Signing ¢

Total Certificates: 3

I Revoked [l Expired

Count of issuer

This report shows the count of client certificates with respect to the issuer details.

Certificate Summary Report - Code Signing Flao ©

M Expiry in 10 days
M Expired

M Expiry in 90 days
M New Ceriificate

Total Certificates

9

Server Certificate Security Dashboard

» Server Certificate Security Dashboard
» Hash Algorithm - Server

 Key Algorithm - Server

* CAA Record — Server

» Certificate transparency — Server

Server Certificate Security Dashboard

For the certificates in the Server inventory, this dashboard will show the reports as below:
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Hash Algorithm - Server

This report shows the count of certificates with respect to the hash algorithm available in the server

inventory.
Hash Algorithm - Server (@ nungage (G 3
a50
800
600
(4]
[2E]
w
L%
=
=
Fl
2 400
=
I=
=
(=]
(5]
200 149
5 43 4
] ’
0 . |
q&,ﬁ: & o & 5 3
& e e & &
Hash Algornthms

On click of the report, the filtered data of certificates will be shown as below:
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= appviewX Tue Mar 30 2021 21:30:17 GMT+0530 (1IST) {2 &

Server Cerfificate 1176 Reporis

Groups Al Certificates #1176 v = hash:SHA256 4 B3 Actions v I} Columns 110 25 of 869 > %)
DASHBOARD

» O Common Name Serial Number Group Issuer Common Name Valid to (GMT) Status. Certificate Authority
CERTIFICATE ACTION

» O @ crelblappviewx.com 2 99:C1:D1:D5:B Default W AppViewX Intermediate CA 04/03/2021 10:42 Managed AppViewX
CERTIFICATE INVENTORY

» O @ crelbl2.appviewx.com a 63 20°E3:17:02 Defaut  RwW) AppViewX Intermediate CA 04/03/2021 10°44 Managed AppViewX
AUTOMATION

» O XZCXZC a 18.FT.58:AZ.EE. Default  (Rw) AppViewX Intermediate CA 04/12/2021 11:39 Managed AppViewX
CERMGICHIBIS UV » O @ scomuiichain a D3:50:43:30:35 Default =Wl AppViewX Inter CA chain 04/09/2021 06:52 Managed OTHERS
ALERTS & LOGS » O @ MQServerFQDNSHAS12E. % 88:4F.92.9T FD.. Default  (Fwy AppViewX Intermediate CA 03/04/2023 15:44 Managed AppViewX
GROUPS & POLICIES » O ® MOSeverFODNSHAZSER a  EA2E349927. Default W  AppViewX Infermediate CA  03/04/2023 15:34 Managed AppViewX

» ® a 94'64'96:52°A8 Default AppViewX Int diate 0772712021 0716 M d OTHERS
T [m] FBoPJ efaul (RW) ppViewX Intermediate anage

+ O @ IBMClientProfilelevelPush a 23.78.CBOBET... Default  (Rw) AppViewX Intermediate CA 0311712022 1313 Managed AppViewX

» [0 @ IBMMQServerProfileLevelP .. a 10:E0AC45:6F .. Default  @Rw) AppViewX Intermediate CA 03/04/2022 15:08 Managed AppViewX

400 WG FWE %0 SOUWON b B B BB WED SRR D 2 B 2 LU b 88

Key Algorithm - Server

This report shows the count of certificates with respect to the key algorithms available in the server
inventory.

1iHsjage | G

Key Algorithm - Server

1119

200

G600

400

Count of Cerificates

200

28 7

¥ O ¥
& & o

Key Algorithms
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On click of the report, the filtered data of certificates will be shown as below:

= appviewX

Server Certificate 1176

Tue Mar 30 2021 21:30:17 GMT+0530 (IST) {4

Reports

?

Groups Al Certificates 21176 w = = hash:SHA256 ~v 5 Actions v (Il Columns 1 to 25 of 860 > O
DASHBOARD
» [J Common Name Serial Number Group Issuer Common Name Valid to (GMT) Status. Certificate Authority
CERTIFICATE ACTION
» O @ crelblappviewx.com % 99.C1:D1:D5E.. Default  (Fwy AppViewX Intermediate CA 04/03/2021 10:42 Managed AppViewX
CERTIFICATE INVENTORY
» O @ crelbl2 appviewx.com 2 63:20:E3:17:02. Default W AppViewX Intermediate CA 04/03/2021 10:44 Managed AppViewX
AUTOMATION
[m] XZCXZC a 18:FT:58 A2'EE Default  RwW) AppViewX Intermediate CA 04/12/2021 11:39 Managed AppViewX
< EEAENE R R v O @ scomultichain 4 D350:43:3D:35.. Default (®W)  AppViewX Inter CAchain 040012021 06:52 Managed OTHERS
D ALERTS &LOGS » O @ MQServerFQDNSHAS12E. .. a 88:4F:92:97-FD: Default  Rw) AppViewX Intermediate CA 03/04/2023 15:44 Managed AppViewX
) GROUPS & POLICIES » O ® MQServerFQDNSHAZS6R 4  EA22349027.. Defaut (RW)  AppViewX Intermediate CA  03/04/2023 15:34 Managed AppViewX
» ® % 94.64.96.52.A8.. Default AppViewX Ints diate ... 0772712021 0718 M d OTHERS
I ADMINISTRATION a F6IPJ efaul (RW) ppViewX Intermediate anage:
0 @ IBMClientProfileLevelPush.. a 23:78:CB:OB:E1. Default  mw) AppViewX Intermediate CA 03/17/2022 13:13 Managed AppViewX
+ O @ IBMMQServerProfileLevelP % 10EDACA56F... Default  (Rw) AppViewX Intermediate CA 03/04/2022 15.08 Managed AppViewX

PP LSS S W LW PR S WL S NS A

CAA Record — Server

This report shows the count of certificates with and without CAA records in the server inventory.

CAA Record - Server () 1eHrzjage | Co

Total: 393

® CAA Record A.. [101] CAA Record U.. [292]

On click of the report, the filtered data of certificates will be shown as below:
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= appviewX Tue Mar 30 2021 21:32

CAA Record - Server

1to 25 of 292

> Certificate common name CAA status Issuer CA

b * thermofisher.com CAA Record Unavailable DigiCert Secure Site ECC CA-1

2 dexcom.com CAA Record Unavailable Cloudfiare Inc ECC CA-3

’ wwwfloridablue_com CAA Record Unavailable DigiCert Global CA G2

» bcbs.com CAA Record Unavailable DigiCeri SHA2 Secure Server CA

’ www.horizonblue.com CAA Record Unavailable DigiCert EV RSA CA G2

3 localhost localdomain CAA Record Unavailable localhost.localdomain

r d0b7ed7i-80db-4d2a-a7 10-152fae38e904 CAA Record Unavailable d0b7ed7{-80db-4d2a-a7 10-152fae38e904
’ gs-f5-se1b.lab.appviewx.net CAA Record Unavailable 5461dc2a-b040-4645-bB5c569dd23aaech
» gs-f5-se1a.lab.appview.net CAA Record Unavailable 5461dc2a-b040-4645-b65c569dd23aaech
»

gs-f5-pel181.lab.appviews.net CAA Record Unavailable 9e13e774-9695-403d-901f005056a74a28

Maximum 1000 records shown. (*Date format - DD-MM-YYYY)

PV N SN SN SN S N N SN N S SN N N N N N N SN N SN SN N N N W B N 3 N o

Certificate transparency — Server
This report shows the count of application/FQDNSs for which more certificates are available and only a few
are managed/monitored in server certificate inventory. Currently the report is disabled.

Certificate Transparency ... (1 1hgjage | &) 3

Violations

264

On click of the report, the filtered data of certificates will be shown as below:
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= appviewX Tue Mar 30 2021 21324

Certificate Transparency - Server

1to 25 of 264

» Certificate common name Certificate category Certificate transparency data Certificate serial numbers
4 * thermofisher.com Server { Issuer. Sectigo RSA Organization V... | null,

2 panoramarolbacktest appviewx com Server { Issuer. CloudFlare Inc ECC CA-2S... | null,

4 wvww horizonblug.com Server { Issuer. GlobalSign CloudSSL CA--.. | null,

» healthapp. appview:x.com Others { Issuer. DigiCert SHAZ Secure Serv...  null,

’ dexcom.com Server { Issuer. DigiCert SHA2 High Assura... = null,

. www.anthem_com Server { Issuer. Symantec Class 3 Secure S...  null

4 bcbs.com Server { Issuer. Symantec Class 3 Secure S... | null

. www floridablue com Server { Issuer. Symantec Class 3 Secure S...  null

4 test appviewx com Server { Issuer: DigiCert SHAZ Secure Serv... | null

» test appviewx com Server { Issuer. Entrust Certification Authorit... | null .

Maximum 1000 records shown. (“Date format - DD-MM-YYYY)

VAP S SV S SV S S S SV S S SV S S S S S S S S S S S S S S S SV S

Client Certificate Security Dashboard

» Client Certificate Security Dashboard
» Hash Algorithm - Client

» Key Algorithm - Client

Client Certificate Security Dashboard

For the certificates in the Client inventory, this dashboard will be shown as the reports:

Hash Algorithm - Client

This report shows the count of certificates with respect to the hash algorithm available in the Client

inventory.
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12Hngage (G 3

Hash Algorithm - Client (i

. 19
20 12
w
€
W 15
5]
=
=
1]
]
]
— 10
=
o
]
5
0

Hash Algonthms

On click of anywhere in the report, the filtered data of certificates will be shown as below:

= appviewX Tue Mar 30 2021 21:43:14 GMT=0520(1ST) {3 2 3

Client Certificate 37 Reports

tures

Groups  All Certificates 227 v = hash-SHA256 v % Actions v LI Columns 1to 19 of 19 @
DASHBOARD
» [ Common Name Serial Number Group Issuer Common Name Valid to (GMT) Status Certificate Authority
CERTIFICATE ACTION
v 0 tismsgcert a 242B'ECBC 86 MSG RW) Demo MSG Issuing CA G1 03/29/2022 16:36 Managed Ejbca
CERTIFICATE INVENTORY
v OJ demomsgcert2 a 4B'63'93°F3C4 MSG RW) Demo MSG Issuing CA G1 03/29/2022 16:27 Managed Ejpca
AUTOMATION
v 0 workstationmsgcert a 276D 2B:F1:58 MSG RW) Demo MSG Issuing CA G1 03/29/2022 15:55 Managed Ejbca
EEEE NE LR » O ® shen-toyola Bankin_. (RW New Certific. DigiCert
ALERTS & LOGS + O @ raunag_testclient1 appview a 6B-F3:0CEB6TE Default  (rwW) AppViewX Intermediate CA 03/05/2021 1114 Managed AppViewX
) EETIESC TS » O ®raunaq_clientiest.appviews.... & 82°6E:9C:52°30 Defautt  RwW) AppViewX Intermediate CA 03/05/2021 11:03 Managed AppViewX
v L] ind Default New Certifi Mi it Ene
I ADMINISTRATION o Gowin efaul R ew Certific. icresoft Enterprise
r 0 Registration Authority 1613 b 5E131:33:55:29.. Default  mw) Symantec Private Class ... 02/16/2025 2359 Managed OTHERS
(i n) Client a 589E:5410°40 Default  (rwW) AppViewX Intermediate CA 10/20/12025 17-48 Managed AppViewX
r 0 InstaCard b S26ABEB482... Default  mw) AppViewX Intermediate CA 10020012025 17:48 Managed AppViewX
v O @ SuperAdmin 6C3DFB 5679 Default  (rwW) ManagemeniCA 01/11/2020 08:29 Managed ManagemeniCA
+ O @ clientcerti2 % 2ADIBECEA. . Default (W) AppViewX Certificate Ga. 10/30/12019 08:50 Managed OTHERS

B BB LLLLLPELPELDPDPIPIDIPIPIPLPIPIDDPIPLPLDLIPLIPLLLIL
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Key Algorithm - Client

This report shows the count of certificates with respect to the key algorithms available in the Client

inventory.
Key Algorithm - Client & 12hngage () 3
a 37
20
D
o
2
=
=
LE
2 20
L= ]
I=
=
(=]
O
10
o
q_.#
Key Algorithms

On click of anywhere in the report, the filtered data of certificates show the details.

Server Endpoint Security Dashboard

» Server Endpoint Security Dashboard
» TLS version - Server
» Cipher suites - Server

» Heartbleed & Poodle report - Server
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« Certificate Monitor Statuses - Server

« Certificate Auto Push - Server

Server Endpoint Security Dashboard

For the certificates in the Server inventory which are associated with the endpoints, from the security

perspective, the following are the reports available:

TLS version - Server

This report shows the count of certificates with respect to the TLS versions available in the server

inventory.

TLS version - Server (i) (VI

/-

Mo Report to Preview!

On click of the Endpoint Count value in the report, the respective data of certificates will be shown as

below:
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TLS version - Server

1to 25 of 60 >
I
Common Name Discovery Source Device
= bm.dk 188.64.154 41:443
* eCOmmerce.com 198.168.112.17:443 LON-{5-ltm
= forsyningstilsynet dk 188.64.154.147:443
* husdyrgodkendelse.dk 188.64.154.127:443
= modst.dk 188.64.154 192:443
= modst.dk 188.64.154.176:443
= modst.dk 188.64.154 180:443
* thermofisher.com wwnw.thermofisher.com:443
arvid.star.dk 188.64.154.159:443
at.dk 188.64.154 107443
bcbs.com winw.bchs.com:443
bmd.mst.dk 188.64.154 211:443
bmintra.dk 188.64.154 158:443 v
Maximum 1000 records shown. (*Date format - DD-MM-YYYY)

Cipher suites - Server

This report shows the count of certificates with respect to the cipher suite details and the TLS versions.

The cipher suites are shown based on the priority.
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Cipher Suites - Server (i) soayisjage | &) 3
1to 25 of 40 b
Mame Strength Protocol Vers... Endpoint Count Endpoint (D
TLS DHE_RS... MEDIUM TLSv1.2 49 19216899
TLS DHE_RS... MEDIUM TLSv1.1 40 192.168.41.°
TLS DHE_RS... MEDIUM TLSv1 38 188.64.154.«
TLS DHE_RS... MEDIUM TLSw1.2 46 19216899
TLS DHE_RS...  HIGH TLSv1.2 56 188.64.154.:
TLS DHE_RS... MEDIUM TLSv1 37 188.64.154.«
TLS DHE_RS...  MEDIUM TLSv1.1 39 188.64.154.«
TLS DHE RS... MEDIUM TLSv1.2 48 15216899
TLS DHE_RS... MEDIUM TLSv1.2 45 192.168.41.°
TLS DHE_RS... HIGH TLSw1.2 55 188.64.154.3
TLS _ECDHE_... MEDIUM TLSv1.2 1 184.72.120.°
TLS ECDHE_... MEDIUM TLSv1 1 184.72.120.°
TLS_ECDHE_... MEDIUM TLSv1.1 1 184.72.120.°
TLS ECDHE_... MEDIUM TLSv1.2 4 v thermao
TLS ECOHE_...  HIGH TLSv1.2 4 184.72.120.°
TLS ECDHE_... MEDIUM TLSv1 1 184.72.120.°
TLS_ECDHE_... MEDIUM TLSv1.1 1 184.72.120.°
TLS ECDHE_... MEDIUM TLSw1.2 1 184.72.120.°
TLS _ECDHE_... MEDIUM TLSv1.2 4 184.72.120.°
TLS ECOHE_...  HIGH TLSw1.2 4 184.72.120.°
TLS_ECDHE_... MEDIUM TLSv1 54 188.64.154."
TLS ECDHE_... MEDIUM TLSv1.2 93 188.64.154."

On click of the Endpoint count value in the report, the respective data of certificates will be shown as
below:
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Cipher Suites - Server x

1to 25 of 51 >

B |

Common Name Discovery Source Device

*aes.dk 188.64.154.99:443

* aes.dk 188.64.154.186:443

*bm.dk 188.64.154.41:443

* ecommerce.com 198.168.112.17:443 LON-i5-itm

* forsyningstilsynet.dk 188.64.154 147443

* modst.dk 188.64.154.176:443

* modst.dk 188.64.154.180:443

arvid.star.dk 188.64.154.159:443

bmintra.dk 188.64.154.158:443

bmintra.dk 188.64.154.157:443

danskindberetning.dk 188.64.154 246443

dendanskehavnelods.dk 188.64.154.239:443

dma.dk 188.64.154.218:443 v
Maximum 1000 records shown. (*Date format - DD-MM-YYYY)

Heartbleed & Poodle report - Server

This report shows the count of device endpoints are exposed to Heartbleed, Poodle, and ROCA

vulnerabilities.

Heartbleed Poodle Repor... o) 2payjsjage | &) 3
1to Jof 3
Vulnerability Risk Factor Count
Hearibleed Mo ]
Foodle Mo ]
ROCA MNo 0

Maximum 1000 records shown. (*Date format - DD-MM-YY%Y)

On click of the Count value in the report, the respective data of certificates will be shown as below:
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Heartbleed Poodle Report - Server x

0 Entries

Common Name Discovery source Device Name
No records found

Maximum 1000 records shown. (*Date format - DD-MM-YYYY)

- ™
Note: Since there are no vulnerable data available in the product, this report is shown as No

records found.
. J

Certificate Monitor Statuses - Server

This report shows the count of domain names for which more certificates are available and only a few are
managed/monitored in the Client certificate inventory.
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Certificate Monitor Statu... (@)

Total: 1461

Certificate Reporting and Monitoring

10 Hrjs)age | Co

p @ NOT_SYNCRONIL. [108] SYNCRONIZED [1178]

NOT_ASSOCIAT.. [111] ® ASSOCIATION_F.. [25]

On click of the chart in the report, the respective data of certificates will be shown as below:

Certificate Monitor Statuses - Server x

1to0 25 of 1,000 >
Certificate comm...  Certificate serial ... Device profile name Connector type Vendor name Device name Sync status
www. BCBST.com 2067 F50FA32. .. www.bcbst.com:44...  NETWORK_CON... Network www_bcbst com:443 SYNCRONIZED
www floridablue.com  0C:50:F7:66:31.72...  www floridablue.co... NETWORK_CON... Network www floridablue.co...  SYNCRONIZED
dexcom.com 0B:F9:83EF92:3... www.dexcom.com:... NETWORK_CON... Network www.dexcom.com:...  SYNCRONIZED
dexcom.com 0B:F9:83:EF92:3... www.dexcom.com:... NETWORK_CON... Network www_dexcom.com:...  SYNCRONIZED
bcbs.com 0C:61:44:513AF ... www bchs.com44...  NETWORK_CON... Network www.bcbs.com:443 SYNCRONIZED
* thermofisher.com 0DA:35:ED:F5:46:0... www thermofisher.... NETWORK_CON... Network www thermofisher...  SYNCRONIZED
www horizonblue.c...  08:CA4A2EDSE...  wwwhorizonblue.c... | NETWORK_CON... Network www horizonbluge.c...  SYNCRONIZED
www horizonblue.c... 08:CA4A:2EDS:B... www.horizonblue.c... NETWORK_CON... Network www_horizonblug.c...  SYNCRONIZED
www.anthem.com 0FBA:13:91:96:19...  wwwanthem.com:... = NETWORK_CON... Network www.anthem.com:...  SYNCRONIZED
Microsoft Root Aut... = C1:00:8B:3C:3C:8... | SIG-F503-LTM DEFAULT_CONN... F5 SIG-F503-LTM SYNCRONIZED -
Maximum 1000 records shown. (*Date format - DD-MM-YYYY)
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Certificate Auto Push - Server

This report shows the count of certificates in the Server inventory which are enabled and not enabled with
auto push feature.

Certificate Auto Push - §... @ t3tnsjage (G 3

Total: 1461

@ Manual [1450] Automatic [11]

If you click on the chart, the respective details will be shown.

Client Endpoint Security

* Client Endpoint Security

« Certificate Monitor Statuses - Client
* Certificate Auto Push - Client
 Shared Client Report

Client Endpoint Security

For the certificates in the Server inventory which are associated with the endpoints, from the security
perspective, the following are the reports available:
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Certificate Monitor Statuses - Client

This report shows the count of endpoints with respect to their certificate monitor statuses available in the
client inventory.

Certificate Monitor Statu... (i) 10Hrsjage | Ce 3

Total: 39

@ SYNCROMIZED [33] NOT_ASSOCIATED [6]

On click of this chart, the respective filtered data of certificates be shown as below:
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>

Certificate Monitor Statuses - Client x

Certificate comm...

Certificate serial ...

Device profile name

192.168.7.26 96:4B:58:3D:1E8. .. PTPLD1&0

testllS.appviewx.com 35:AEO8AGEDA... AVXAGENTENTCA
Jeevan Krishna M... | TD:F1:D4:3B82:0... | AVXAGENTENTCA
tesiclient. appviews... 04:53:163B:00:1D...  AVXAGENTENTCA
testesest 20:0251B399E2... AVXAGENTENTCA
lucy.appviewx.com 60:E&:FA'B6:15:3... AVXAGENTENTC...
testesest 9B:BAFES83CA .. AVXAGENTENTCA
test1.appview:.com DD:C4AF20:11:F...  AVXAGENTENTCA
SuperAdmin GC3DFB56:79:6... = AVXAGENTENTCA
lISClientCert 28:1C:60:17:TBE. .. AVXAGENTENTCA

Maximum 1000 records shown. (*Date format - DD-MM-YYYY)

Connector type

DEFAULT_CONN. ..
DEFAULT_CONN. ..
DEFAULT_CONN...
DEFAULT_CONN. ..
DEFAULT_CONN...
PROFILE_CONN...
DEFAULT_CONN...
DEFAULT_CONN. ..
DEFAULT_CONN. ..
DEFAULT_CONN. ..

Vendor name

1to0 25 of 33

Device name Sync status
PTPLD180 SYNCRONIZED
AVXAGEMTENTCA  SYNCRONIZED
AVXAGENTENTCA  SYNCRONIZED
AVXAGEMTENTCA  SYNCRONIZED
AVXAGEMTENTCA  SYNCRONIZED
AVXAGEMTENTCA  SYNCRONIZED
AVXAGEMTENTCA  SYNCRONIZED
AVXAGEMTENTCA  SYNCRONIZED
AVXAGEMTENTCA  SYNCRONIZED
AVXAGEMTENTCA  SYNCRONIZED

Certificate Auto Push - Client

This report shows the count of certificates in the client inventory which are enabled and not enabled with

auto push feature.
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Certificate Auto Push - Cl...(D

Total: 39

@ Manual [39]

Certificate Reporting and Monitoring

G

On click of this chart, the respective filtered data of certificates be shown as below:

Certificate Auto Push - Client

1to 13 0f 13
» Vendor Profile associated Device Name Certificate Common Name
L4 s AVXAGENTENTCA AVXAGENTENTCA wwiest.appviewx.com =
4 s AVXAGENTENTCA AVXAGENTENTCA www.mailer.net
» s AVXAGENTENTCA Dominion_Ami... AVXAGENTENTCA lucy.appview:.com
L4 s AVXAGENTENTCA:DND_12.42 ... AVXAGENTENTCA PTPLD180
» Microsoft PC ptpld180.avxdeviab.net: My ptpld180_avxdeviab.net FTPLD180.avxdeviab.net
L4 Microsoft PC ptpld180.avxdeviab.net: My ptpld180_avxdeviab.net PTPLD180
4 1S PTPLD180 PTPLD180 www test1-app.com
L4 Microsoft PC ptpld180.avxdeviab.net: My ptpld180_avxdeviab.net 192.168.7.26
4 s PTPLD180 PTPLD180 PTPLD180.avxdeviab.net
L LinuxServer JKS-Linux JKS-Linux PTPLD180.avxdeviab.net -
Maximum 1000 records shown. (*Date format - DD-MM-YYYY)
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Shared Client Report

This report shows the count of certificates in the client inventory which are shared with a single endpoint
or multiple endpoints.

Shared Client Report (i) 1nrsiage (&) 3
23

20
i
2K}
o]
2
=
=
2
O
y—
=
E

3 10
o

4
o
ol &
& &
Status

On click of this chart, the respective filtered data of certificates be shown as below:
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=| appviewX Tue Mar 30 2021 22:00:34 GMT+0530 (IST) £ 2

Client Certificate 37 Reporis

tures

Groups | Al Certificates ~ #337 v || = sharedStatus:Single v | EAdionsv | LUl Columns 110230123
DASHBOARD
- O Common Name Serial Number Group Issuer Common Name Valid to (GMT) Status Certificate Authority
B CERTIFICATE ACTION
O ® wnemaiernet a  73D0144114: Defaut Wy  AppViewXInlermediale CA 112022021 0617 Managed AppViewx
%l CERTIFICATE INVENTORY
O ® testdownioad 4 IEFCE3C927..  Defaul (RW  AppViewXinlermediale CA  0407/202009.59  Managed AppViewX
&) AUTOMATION
O @ SuperAdmin BC3DFB56.79 Default  mw) ManagemeniCA 01/11/2020 08:29 Managed ManagemeniCA
> CERTIFICATE DISCOVERY O @ testclient appview.com 4 0453:16:38.00. Defaut ®W  AppViewXIntermediate CA  01/09/2020 07:00 Managed AppViewx
© ALERTSE LOGS O ® centcerti2 a  2AIDSECEA  Defaut mw)  AppViewX Cetificats Ga 1073020190550 Managed OTHERS
| ETSCRTIE S O ® testesest o SG53:02FAES..  Defaul (RW)  AppViewXinlermediale CA 031920200934  Managed AppViewx
e cent a  DAAT5TBAA Defautt  (mi AppViewx Certiicate G 012120200700 Managed OTHERS
N — O ® cefaullcientcert efaut (v ppViewX Cerificate Ga anage,
[ ® testi appviews com DDC41F20:11..  Defaul ®W  AppViewXInlermediale CA 112020190538  Managed AppViewX
O ® Jeevan Krishna Murthy TDF1:D4:36:82 Defaut ®w  Symantec Class 3 Mana. 1019120182359 Managed OTHERS
O ® clientappviewx com 4 0530:03A049. Defaut ®W  AppViewXInlermediale CA 1207120191118 Managed AppViewX
O 788800130 & TR52D2CDS8 Defaut W ~ SCEFCAIntermediateap 0426120180458  Managed OTHERS
» O @ testliS appviewscom 4 IBAEISABE. Defaut ®W  AppViewXInlermediale CA  10/30/201907:38  Managed AppViewx

LD TE s 0 00 L 0 £ F o BBEFL 06 FBE BB 875D 00000

Server Standard Dashboard

* Server Standard Dashboard

* Certificate Auto-Renewal Readiness - Server

» Certificate CA Actions - All Certificate Types

* Certificate Discovery Trend - All Certificate Types

» Report by Certificate Authority - Server

Server Standard Dashboard

For the certificates in the Server inventory, from the standard perspective, the following are the reports
available in this dashboard:

Certificate Auto-Renewal Readiness - Server

This report shows the count of certificates ready for the auto-renewal process available in the server
inventory.
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Certificate Auto Renewal ...(D 13hgjage | G 3

Total- 130

® Ready [B1] Self Signed [99)

On click of the chart, the filtered data of certificates are shown as below:

Certificate CA Actions - All Certificate Types

This report shows the count of CA actions performed with respect to the certificate groups available in the

server inventory.
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Group Name
Auto-mohbile
Banking-app
CryptoOps
Default
Engineering
health-care
MSG
FOC-DHL
Frueba
SopraGr

Test-Christian
1

Maximum 1000 records shown. (*Date format - DD-MM-YYYY)

Submit / Req...

2
43
2
211
2

oy e

1

Renew

19

33

Certificate Reporting and Monitoring

13 Hr{s) aga () H

1to 11 of 11
Reissues Revoke
4
1
40
1

Certificate Discovery Trend - All Certificate Types

This report shows the trend of the count of certificates discovered into AppViewX in the last year.

Certificate Discovery Trend - All Certificate Types (D

50k

40k

30k

Count of Certificates

20k

10k

whngage (G §

Show zero values m[ Montnly | [ Quartery | [ veary |
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Report by Certificate Authority - Server

This report shows the count of certificates available in the server inventory with respect to the CA
accounts.

Report by Certificate Aut... (@

10 Hrjsjage | O

474

400
240
300
=
]
L]
200
111
100 78
58 |
32
19
1 7 1 1 2 4 I I E 1 3 3
ol M - _ l - - =
¥ & B2 &
4@*@00@ f?&d‘i&@@@@?#’\& Q?"\’s“ <'.;:§’
e & & .?g@'
& g ,;z% E cF&
a» @ App\iewx CA
@ G5 PAR10134 @ Google CA

When you click of the chart, the filtered data of certificates are shown as below:
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= appviewX Tue Mar 30 2021 22:47-10 GMT+0530 IST)  +§ 7
Server Certificate 117¢ Reports List
Groups Al Certificates £ 1176 = ca AppViewX AND caSettings:AppViewX CA v % Actions v |1l Columns 110 25 of 354 >
DASHBOARD
. [J Common Name Serial Number Group Issuer Common Name Valid to (GMT) Status Certificate Authority
S CERTIFICATE ACTION
O @ crelbl.appviewx.com B 99.C1:D1.D5B... Default  RwW) AppViewX Intermediate CA 04/03/2021 10:42 Managed AppViewX
& CERTIFICATE INVENTORY
[m] 2 63 29°E317:02: Default  Rw) AppViewX Intermediate CA 04/03/2021 10:44 Managed AppViewX
& AuTOMATION
O XZCXZC % 18 F7.58A2EE... Default (W) AppViewX Intermediate CA 04/12/2021 11:39 Managed AppViewX
o EETR S T LR o MQServerFQDNSHAS12E. a 88:4F:92:97:FD: Default  RwW) AppViewX Intermediate CA 03/04/2023 15:44 Managed AppViewX
@ ALERTS & LOGS v O MQServerFQDNSHA256R a EA28:34:99.27.. Default  RW) AppViewX Intermediate CA 03/04/2023 15:34 Managed AppViewx
) GROUPS & POLICIES [m] IBMClientProfileLevelPush. 2 2378:CBOBE1. Default  Rw) AppViewX Intermediate CA 03/17/2022 13:13 Managed AppViewX
MM fi Ve % 10.EQ:AC456F ... Default AppViewX Int diate CA 03/04/2022 15.08 M; d AppViewX
. ADMINISTRATION O IBMMQServerProfileLevelP. efault  (RW) ppViewX Intermediate anage: ppView;
a IBMMQServerProfieLevelP.. % 9F.D8:3CDAT... Default  mwy AppViewX Intermediate CA 03/04/2022 15:04 Managed AppViewX
m] IBMMQServerProfieLevelP 2 OFEFE3:D0:90. Default  (RwW) AppViewX Intermediate CA 03/17/2022 13.10 Managed AppViewX
O Linuxserver_Push.com 2 4D:83°BA'9E:03. Default  RwW) AppViewX Intermediate CA 03/05/2022 09:15 Managed AppViewX

'(D( \?Jiﬁ?’erl’)s’h: m ( (“‘( yGIPZZD)1 ( ﬁatyﬂ FWJ( ;up\ﬁ?xln m\?ala}i\ f 03/02/2022 15,18 ( vanagﬁ‘] { (AWE\% ( ( ( (

Client Standard Dashboard

* Client Standard Dashboard

* Certificate Auto-Renewal Readiness - Client

» Certificate Discovery Trend - All Certificate Types
* Certificate CA Actions - All Certificate Types

* Report by Certificate Authority Accounts - Client

Client Standard Dashboard

For the certificates in the Client inventory, from the standard perspective, the following are the reports
available in this dashboard:

Certificate Auto-Renewal Readiness - Client

This report shows the count of certificates ready for the auto-renewal process available in the Client

inventory.
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Dashboard > B3 C

Certificate Auto Rene... (i)

2

4
&

Mo Report to Preview!

Certificate Discovery Trend - All Certificate Types

This report shows the trend of the count of certificates discovered in AppViewX in the last year.

Certificate Discovery Trend - All Certificate types (i) wsangage (G
Show zero values m[ Montnty | [ Quartery | [ veary |
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Certificate CA Actions - All Certificate Types

This report shows the count of CA actions performed with respect to the certificate groups available in the

Client inventory.

Certificate CA Actions -... @)

Group Name Submit / Reg...
Auto-mobile 2
Banking-app 43
CryptoOps 2
Default 21
Enginesring 2
health-care a
MSG

POC-DHL 20
Prueba 1
SopraGr 1

Test-Christian 1
1

Maximum 1000 records shown. (*Date format - DD-MM-YY%Y)

Renew

19

33

13 Hr{g) ago s :
1to 11 of 11
Reissues Revoke
4
1
40
1

Report by Certificate Authority Accounts - Client

This report shows the count of certificates available in the client inventory with respect to the CA

accounts.
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Report by Certificate Aut... (@ 10Hreyage | O

22
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ar @ AppViewx CA Digicert
@ ® MSG-EJECA-SAAS-CA

On click of the chart, the respective filtered data of certificates will be shown.

Trust Store Certificates

» Trust Store Certificates

* Intermediate Certificates Expiry Statuses

» Root Certificates Expiry Statuses

Trust Store Certificates

For the certificates in the Root and Intermediate inventories, the following are the reports available in this
dashboard:
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Intermediate Certificates Expiry Statuses

This report shows the count of certificates in the intermediate certificate inventory with respect to the valid
and expiry status of the certificates.

Intermediate Certificates ... 2zmnjsags | &g

Total: 1354

4p @ Valid [907] Expiry in 30 d.. [4]
@ Expiry in 10 d.. [6] @ Expired [431]

Root Certificates Expiry Statuses

This report shows the count of certificates in the root certificate inventory with respect to the valid and
expiry status of the certificates.
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Root Certificates Expi... 1Hrsjage | ) &

Total: 601

4p @ vaiid [512)]
Expiry in 30 d.. [1]

Report Customization

AppViewX CERT+ allows you to customize your reports based on the organization's needs. Depending
on the customization, reports are classified into:

* My Reports

* Store

» Widget

My Reports

Personalized reports can be generated based on a user account. This will be useful when an operator
is assigned to do a specific task and has to generate reports on the same. To know more about My
Reports, refer below.

* Create a New Report

* Clone a Report
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* Delete a Report
* Pin a Report

» Share a Report

Create a New Report

To generate or create reports,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click Studio > Reports.

By default, My Reports page will be displayed.

4. Click Create New Report on the top-right.

5. On the Create Report page, enter the Report Name, Description and select a Category from the list.

6. Enable ACL Restricted option if you want the report to be visible based on the user's resource
access.

7. Select a hook from the list of available hooks or click Create New Hook.

8. Click Save to save details.

9. Click Next at the bottom-left.

= apoviewk i a3 1 S0 30 14 3T GART 08 T T D I

A

Chart Pravies.

10. On the Chart Configuration page, select one of the following chart types:
* Pie

* Donut
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» Bar
« Stacked Bar
* Grid
* Line

» Metric

« If you have selected Pie chart type, choose an option from the Group By and Aggregation

dropdown.

- If you have selected Donut chart type, choose an option from the Group By and Aggregation

dropdown.

- If you have selected the Bar chart type, fill the X-axis Label field and choose an option from the

Group By and Aggregation dropdown.

« If you have selected Stacked Bar chart type, fill the X-axis Label field and choose an option from

the Group By, Aggregation, and Stacked By dropdown.

« If you have selected Grid chart type, enable the Show Column Headers option if required. Then,

under Columns, select columns or click the Select All option.

[ Note: For the Select All option, only 10 columns can be selected. j

« If you have selected Grid chart type, fill the X-axis Label field, choose a Date Format, and choose

an option from the Group By and Aggregation dropdown.
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12.

13.

14.

15.
16.

17.

Certificate Reporting and Monitoring

- If you have selected Metric chart type, enter a Chart Title and choose an option from the
Aggregation dropdown. Under Chart Formatting, select a chart size, alignment, font color, and

icon.
F—— P ——— P
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Click Save.

Click Next at the bottom-left.

On the Chart Drilldown page, enable the Do you want to add drill down to the chart? option to add
drilldown.

Click Save & Enable.

The graphical representation of the report will be displayed on the right.

To enable the generated report, click the enable icon on the top-right of the report window.

To pin the report to a dashboard page, click the Pin icon at the bottom right. Select Existing Dashboard
or New Dashboard based on where it needs to be pinned.

To set the polling interval to collect data, click the Interval icon at the bottom right.
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18. To share the report, click the Share icon at the bottom right.
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Clone a Report

To clone a report,

. Log in to the AppViewX application with valid credentials.
. Click Menu > Studio > Reports.

. Click Actions dropdown on the top-right and select Clone.
. On the Clone Report pop-up window, enter a name.
. Click Save.

D 01 A W N P

The cloned reports will be displayed under the My Reports tab.

. Under My Reports tab, enable the checkbox to select a report.

1 H F &
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Expiry Statun,
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Delete a Report

To delete a report,
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1. Log in to the AppViewX application with valid credentials.

2. Click Menu > Studio > Reports.

3. Under My Reports tab, enable the checkbox to select a report.

4. Click Actions dropdown on the top-right and select Delete.

5. On the Confirm Delete popup window, click Yes.

Weper nares Tree Deasripon

Pin a Report

To pin a report,

. Click Menu > Studio > Reports.

. Click Actions dropdown on the top-right and select Pin.

a A W N P

based on where it has to be pinned.
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Share a Report

To share a report,

Lo aon

. Log in to the AppViewX application with valid credentials.

. Under My Reports tab, enable the checkbox to select a report.

Lisalian

1. Log in to the AppViewX application with valid credentials.

2. Click Menu > Studio > Reports.
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3. Under My Reports tab, enable the checkbox to select a report.

4. Click Actions dropdown on the top-right and select Share to schedule and email reports.

5. On the Schedule reports window, fill the General section for mail content and Schedule section for
scheduling emails.

6. Click Save.
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There are a few pre-defined reports available in the store. These reports can be cloned and customized to
have personalized reports, but cannot be modified. To know more about Store, refer below.

* View Pre-built Reports

+ Clone a Pre-built Report
* Pin a Pre-built Report

» Share a Pre-built Report

View Pre-built Reports

To view Pre-built reports,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click Studio > Reports.

By default, the My Reports page will be displayed.

4. Click Store on the top-left.

A list of pre-built reports will be displayed.
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5. You can search for reports and filter reports by category.
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Clone a Pre-built Report

To clone a pre-built report,

1. Log in to the AppViewX application with valid credentials.
2. Click Menu > Studio > Reports.
3. Under the Store tab, enable the checkbox to select a report.
4. Click Actions dropdown on the top-right and select Clone.
5. On the Clone Report pop-up window, enter a name.
6. Click Save.
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The cloned reports will be displayed under the Store tab.

[ Note: By default, store/pre-built reports are enabled. You cannot disable or delete it. j

Pin a Pre-built Report

To pin a pre-built report,
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1. Log in to the AppViewX application with valid credentials.

2. Click Menu >> Studio >> Reports.

3. Under the Store tab, enable the checkbox to select a report.

4. Click Actions dropdown on the top-right and select Pin.

5. On the Pin report(s) to the Dashboard popup window, select Existing Dashboard or New Dashboard
based on where it has to be pinned.
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6. Click Save.

The pinned reports will be displayed in the dashboard.

Share a Pre-built Report

To share a pre-built report,

1. Log in to the AppViewX application with valid credentials.
2. Click Menu > Studio > Reports.
3. Under the Store tab, enable the checkbox to select a report.
4. Click Actions dropdown on the top-right and select Share.
5. On the Schedule reports window, fill out the General section for mail content and the Schedule
section for scheduling emails.
6. Click Save.
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Widget

Widget reports are useful when an operator creates their widget based on the business needs. These
widgets display the count of a specific operation that is executed and pending in the system. To know
more about Widget, refer below.

* View Custom Reports
* Create a New Widget
* Clone a Widget

» Delete a Widget

* Pin a Widget

» Share a Widget

View Custom Reports

To view custom reports,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click Studio > Reports.

By default, the My Reports page will be displayed.

4. Click Widget on the top-left.

A list of custom reports with the Widget Name, Description, Location, and Status will be displayed.

5. You can search for reports and filter reports by category.
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Create a New Widget

To create a new widget,

1.
2.

© 00 N oo 0o b~ W

10.
11.
12.

Log in to the AppViewX application with valid credentials.
Click Menu > Studio > Reports.

By default, the My Reports page will be displayed.

. Click Widget on the top-left.
. Click + Create New Widget on the top-right.
. On the Create Widget page, enter a Widget Name and Description.
. Select the Widget Size: Small or Large.
. Under Select Report, select a report from the list or search for specific reports.
. Click Apply.
. Select a Chart Type: Metric, Bar, Pie or Donut.
Click Save.
Click Pin to Dashboard to pin the widget to the existing or new dashboard.

To enable the widget status, click the Status icon on the top-right.

Certficate Repor Metnc detals

[ ]

Clone a Widget

To clone a widget,

1.

Log in to the AppViewX application with valid credentials.

2. Click Menu > Studio > Reports.
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3. Under the Widget tab, enable the checkbox to select a report.
4. Click Actions dropdown on the top-right and select Clone.

5. On the Clone Report pop-up window, enter a name.

6. Click Save.

The Cloned reports will be displayed under the Widget tab.
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Delete a Widget

To delete a widget,

1. Log in to the AppViewX application with valid credentials.

2. Click Menu > Studio > Reports.

3. Under the widget tab, enable the checkbox to select a report.
4. Click Actions dropdown on the top-right and select Delete.
5. On the Confirm Delete popup window, click Yes.
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Pin a Widget

To pin a widget,
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. Log in to the AppViewX application with valid credentials.

. Click Menu > Studio > Reports.

. Under the Widget tab, enable the checkbox to select a report.
. Click Actions dropdown on the top-right and select Pin.

ga A W N P

. On the Pin report(s) to Dashboard popup window, select Existing Dashboard or New Dashboard
based on where it has to be pinned.
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Share a Widget

To share a widget,

1. Log in to the AppViewX application with valid credentials.
2. Click Menu > Studio > Reports.
3. Under the Widget tab, enable the checkbox to select a report.
4. Click Actions dropdown on the top-right and select Share.
5. On the Schedule reports window, fill out the General section for mail content and the Schedule
section for scheduling emails.
6. Click Save.
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Security Posture Determination and Interpretation
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« Security Posture Determination and Interpretation
* TLS Report
* Cipher Suite Reports

* Application Score Reports

Security Posture Determination and Interpretation

Application security score reports, TLS, and Cipher suite reports allow you to identify the security level of
service. To reduce security risks, change the application configuration to restrict the cipher suites and the
TLS versions that are marked as LOW. Also for certain applications, OS upgrades will be applied to align

with the security standard.

You can generate security reports through,

TLS Report

TLS report fetches data from SSL sessions and generates the report. It makes it easy for customers to
check the protocol version of their servers based on this data. This report will generate data to identify
vulnerable protocol versions. For example, in your infrastructure, there may be endpoints that still support
TLSv1.0 and TLSv1.1 versions.

To view TLS version - Server reports,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click Dashboard.
4. On the Dashboard list view, select Server Endpoint Security.
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5. On the Server Endpoint Security dashboard, you can view the TLS version - Server report.

TLS version - Server (i) G o

/-

Mo Report to Preview!

Cipher Suite Reports

Some ciphers use SHAL1 that is still supported by servers. Cipher Report will discover servers that support

these ciphers and provide data as per security standards. This report will generate data to identify
vulnerable ciphers.

To view Cipher Suite - Server reports,

1. Log in to the AppViewX application with valid credentials.
2. Click the Menu > Dashboard.

3. On the Dashboard list view, select Server Endpoint Security.
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4. On the Server Endpoint Security dashboard, you can view the Cipher Suite - Server report.

Cipher Suites - Ser... G o

W

Mo Report to Preview!

Application Score Reports

The application score report provides security scores of certificate parameters based on industry
standards. You can get the score based on parameters such as Cert Status, Key Type, Hash Algorithm,
CAA Record, TLS Version, and Vulnerability. Also, you can search for domains and check the security
score. For example, you can check if the certificate name is valid through this report.

To generate application score reports,

. Log in to the AppViewX application with valid credentials.
. Click the Menu > Dashboard.
. On the Dashboard list view, select the SSL Validation Report.

1

2

3

4. Choose a data center from the Data Center dropdown.

5. On the search bar, enter a domain name (www.appviewx.com:443) and click Enter.
6

. The report is generated with the summary and all required parameters.
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7. To export this report as a PDF, click the Export icon on the top-right.
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License Report
The license report dashboard contains the usage numbers of all the key metrics related to the license.

To view a license usage report,

1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click Dashboard in the left navigation pane.
The list of dashboards is displayed.

4. Click the desired Dashboard name.

The license report page appears:
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= |appviewX Mon Sep 13 2021 13:34:02 GMT+0530(05T) 4 7 oY
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Cert+ Metrics
CERTIFICATE ACTION Monitored Certificates & Managed Certificates & Discovered Certificate
Key Pairs Key Pairs
Enroll Certificate 675 1000 4744
Re ertificate
Push to Device
Reissue Certificate Number of Expired Certificates o Number of Revoked Certificates @ Number of Certificates Issued/ ©
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ertificate 932 932 3091
v
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ertificate

Intermediate

Root

Upload

The following table describes the options available on the dashboard view page:

Dashboard inventory | Go to Dashboard page where all the Dashboards are listed.

Create Create a dashboard/widget.

ot

Save widget Save the widget changes.

=

Align Align the widgets within the dashboard.
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Refresh Refresh a dashboard.

o

5. Click the Save Widget button in the command bar located at the upper right of the screen.

Viewing Dashboard

To view for a dashboard,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click Dashboard in the left navigation pane.
4. Click the desired Dashboard name.

The dashboard page appears:

Dashboard > & ServerCertificate @ = 4+ = = 0O
Report by Certificate Authority - Server ¢
o 165

F
2 100
B
= 50 27
= 19 19

0 - _— — .

AppViewx Symantec DigiCert OTHERS Comodo Cer.. Entrust Ejbca OpenTrust Microsoft .
M Valid W Expiry in 90 days Expiry in 30 days M Expiry in 10 days M Expired W Revoked M New Certificate

VVVVVYVVVVVVFVYVVVVVVVVVVYVVVYVVVYFVYVYVVVYFVYVVFVYVVFVYVYVVFYYVYVYVVFVYVVFYVVFVYVYVYSYS

The following table describes the options available on the dashboard view page:
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Dashboard
Go to Dashboard page where all the Dashboards are listed.
inventory
= Create a dashboard/widget.
Create
Save
Save the widget changes.
widget
= Align the widgets within the dashboard.
Align
C:) Refresh a dashboard.
Refresh

5. Click the Save Widget button in the command bar located at the upper right of the screen.
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Chapter 7: Alerts and Logs

 Qverview
Certificate Alerts

» Configuring a Certificate Expiry Alert

« Configuring a Certificate Sync Alert

» Configuring a Certificate Validation Alert
« Configuring a Connection Failure Alert

Certificate Logs

Export Certificates Logs

Overview

CERT+ allows you to monitor the AppViewX component level and certificate-related alerts in a dashboard
with predefined filters. Also, you can configure alerts based on your business needs. With these alerts,
you can trigger an email with the necessary information. To run a custom logic based on the alert
condition, you can configure it through a visual workflow in AppViewX. Alerts and logs help you to ensure

the system performance is monitored.

You can view logs and receive certificate alerts through,

« Certificate Logs
« Certificate Alerts

Certificate Alerts

Certificate Alerts helps you with alerts that are related to certificates. You can configure these alerts
based on certificate events such as sync, validation, or expiry. Any certificate-related actions performed
in your application are captured as logs. Also, you can notify users of a specific certificate action through

these alerts.

To verify certificate alerts,
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1. Log in to AppViewX application with valid credentials.

2. Click the menu button located in the upper left corner of the screen.
The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand ALERTS & LOGS.
5. Click Alerts, and then select Certificate Alerts.

The Certificate Alerts screen appears.

= | appviewX Tue Mar 30 2021 01:36:49 GMT+0530 (IST) {1 ? b
Certificate Alerts & | 11025074,136 >
0 DASHBOARD All Certificate SSH ADC AppViewX Syslog
CERTIFICATE ACTION [0}
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} AUTOMATION o i ) A ) X
v 03/30/20 Alert_004 Failed to validate Critical Certificate NA NA NA Revacation check Fa
o CERTIFICATE DISCOVERY v 03/30/20...  Alert_004... Failed tovalidate... gritical Certificate ~ NA NA NA Revocation check Fa...
@ | ALERTS & LOGS » | 03/30/20 Alert_004 Failed to validate griti:al Certificate NA NA NA Revaocation check Fa
. . A . .
: Certificate Alerls % Failed to validate... Critical Certificate NA NA NA Revocation check Fa...
Certificate Logs Configure Alerts Failed to validate... griti:al Certificate NA NA NA Revocation check Fa...
v 03130720 Alert_004 Failed to validate griti:al Certificate NA NA NA Revacation check Fa
© GROUPS & POLICIES
v 03/30/20...  Alert_004... Failed to validate... gritical Certificate NA NA NA Revocation check Fa...
#2 ADMINISTRATION A
v 03/30/20 Alert_004 Failed to validate Critical Certificate NA NA NA Revacation chec)
v 03/30/20 Alert_004 Failed to validate gritical Certificate NA NA NA Revocation check Fa

6. On the Certificate Alerts list view page, you can find the list of alerts related to the certificates. Any
actions performed on the certificates are captured under this list view.

7. You can search for alerts based on the Alert ID, Alert Event type, Severity, Category, Devices,
Applications, and Alert detail.

8. On the alert screen, view all details for a log by hovering your cursor over each column of data or click

the (Expand) icon for the log you want to view. The table row expands to display all details for the log.

Configuring a Certificate Expiry Alert

Certificate expiry alerts are sent to designated recipients for all certificates that are set to expire on the

date specified on the Settings: Certificate expiry alert screen.
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To create a certificate expiry alert,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.

3. Click CERTH+.

The CERT+ left navigation pane appears.

4. Expand ALERTS & LOGS.
5. Hover on Alerts, and then select Configure Alerts.

The Configure Certificate Alerts screen appears.
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. Enter a name for the certificate alert.
. In the Event Type field, select Certificate Expiry Alert.
. Select Critical as the severity of the alert.

© 00 N O

. Select the Certificate Category from the dropdown list.

10. In the Expires in (days) field, enter the number of days before a certificate expires. An alert will be sent
out.

11. To use Email Configuration to send the alert, complete the following steps:
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» Select the Email Configuration checkbox.

« In the Email Address field, enter the email addresses you want to send the alert to. Use commas to

separate the addresses.
* In the Subject field, leave the default text or enter the text that briefly describes the alert the user is
receiving.
12. To use the Simple Network Management Protocol (SNMP) to send the alert, complete the following
steps:
« Enter the Destination IP for the alert.
« Select the version of SNMP you want to use: V1 or V2.
- Enter the port that should be used for the alert.
13. Enter the Community String for the alert. The string is similar to a user ID or password and allows
users to access the requested information on the device.
14. Click Add to create the alert. It then appears at the bottom of the screen and on the Certificate tab

within the Alert module.

Configuring a Certificate Sync Alert

AppViewX maintains a record of what certificate is mapped to which Server:Application service, which
can be seen on the certificate's holistic view. This information is used by AppViewX to monitor continued
existence of the certificate on Server:Application. AppViewX establishes connectivity to the Server and
validates if the Application is still configured with the Certificate. Any change in the status is flagged out as
a Certificate Sync Alert. This can also be visualized through the change of Application Connector status

color. The Application Connectors on the Certificate's holistic view will turn Red in such circumstances.

To create a certificate sync alert,

1. Log in to the AppViewX application with valid credentials.

2. Click on the menu button.

The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.

4. Expand ALERTS & LOGS.
5. Hover on Alerts, and then select Configure Alerts.

The Configure Certificate Alerts screen appears.
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13.

14.
15.

= | appviewX
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ol DASHBOARD

& CERTIFICATE ACTION

CERTIFICATE INVENTORY

?  AUTOMATION

©©  CERTIFICATE DISCOVERY

© [ALERTS & LOGS Execute script

e Certificate Alerts

* Alert name

* Event type Certificate sync alert v
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None ~

: Certificate Alerts

Certificate Logs Configure Alerts

© GROUPS & POLICIES
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Select the Vendor whose device or application you are creating an alert for.

==

mma seperated for multiple

Subject

SNMP configuration

. In the Event Type field, select Certificate Sync Alert.
. Enter a name for the certificate alert.

Select the Certificate Category from the dropdown list.

Alerts and Logs

Tue Mar 30 2021 01:44:11 GMT+0530 (IST) £} 7 b

* Alert message

= Alert severity

Device name

Application name

. Select the Alert severity of the alert: Critical, Major, and Notification.

Major ~

. In the Alert Message field, enter the text that users see when the alert appears on the screen.
10.
11.
12,

In the Device Name field, select the device associated with the certificate you are creating an alert for.

In the Application field, select the application associated with the certificate you are creating an alert

for.
Select the Execute Script

checkbox.

In the Execute Script dropdown list, select the script to trigger the alert. To create a script, click the

(Add new script) icon. The below page appears.
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« Provide value in the Name field.
* Type by default is selected as Python.
* Provide description value in the Description field.

* Enter the script to be executed in the Script field and click Save.

16. To use the Email Configuration to send the alert, complete the following steps:
» Select the Email Configuration checkbox.

« In the Email Address field, enter email addresses to send the alert to. Use commas to separate the

addresses.

« In the Subject field, leave the default text or enter the text that briefly describes the alert the user is
receiving.

17. To use the Simple Network Management Protocol (SNMP) to send the alert, complete the following

steps:

+ Enter the Destination IP for the alert.

+ Select the version of SNMP you want to use: V1 or V2.

« Enter the port that should be used for the alert.

» Enter the Community String for the alert. The string is similar to a user ID or password and allows
users to access the requested information on the device.

18. Click Add to create the alert. It then appears at the bottom of the screen and on the Certificate tab
within the Alert module.

Configuring a Certificate Validation Alert

AppViewX acts as a repository of all the known certificates in the organization. A certificate identifies a
application via its Subject Common Name. In many a circumstance it observed that the organizations
faces certificate related outages even if the certificate is valid. This is because of an error while setting
up the application configuration or invalid certificate selected for the application. To identify such a
misconfiguration AppViewX periodically validates the identity of application but trying and establishing
connectivity to the Subject Common Name of server certificates in the Inventory. If the certificate is
exchanged as part of SSL handshake is found to be invalid through expiry, revocation or through
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misconfiguration, AppViewX triggers a Certificate Validation Alert to notify administrators about a SSL

handshake issue that users could be facing.

To create a certificate validation alert,

1. Log in to the AppViewX application with valid credentials.

2. Click on the menu button.

The left navigation pane appears.

=| appviewX

Welcome to AppViewX!

Alerts and Logs

Tue Mar 30 2021 01:34:46 GMT+0530 (IST) £}

Studio

Request

Collection

Inventory SH KEYS

Account

scover Keys and Host from
:, System -premises >

E] Logging

A\ Alert

Settings

3. Click CERT+.

Onboard a Device >

The CERT+ left navigation pane appears.

4. Expand ALERTS & LOGS.

5. Hover on Alerts, and then select Configure Alerts.

The Configure Certificate Alerts screen appears.
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14.

15.

Alerts and Logs
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. In the Event Type field, select Certificate Validation Alert.

. Enter a name for the certificate alert.

. Select the severity of the alert: Critical, Major, or Notification.

. In the Alert Message field, enter the text that users see when the alert appears on the screen.
10.
11.
12,
13.

Select the Vendor whose device or application you are creating an alert for.

Select the Certificate Category from the dropdown list.

In the Device Name field, select the device associated with the certificate you are creating an alert for.
In the Application field, select the application associated with the certificate you are creating an alert
for.

To use the Email Configuration to send the alert, complete the following steps:
« Select the Email Configuration checkbox.

« In the Email Address field, enter email addresses to send the alert to. Use commas to separate the
addresses.

- In the Subject field, leave the default text or enter the text that briefly describes the alert the user is
receiving.

To use the Simple Network Management Protocol (SNMP) to send the alert, complete the following
steps:

» Enter the Destination IP for the alert.

« Select the version of SNMP you want to use: V1 or V2.
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« Enter the port that should be used for the alert.
* Enter the Community String for the alert. The string is similar to a user ID or password and allows
users to access the requested information on the device.

16. Click Add to create the alert. It then appears at the bottom of the screen and on the Certificate tab
within the Alert module.

Configuring a Connection Failure Alert

When a certificate is enrolled with AppViewX, a connection is established between the Certificate
Authority (CA) signing the certificate. This connection is vital to perform CLM actions and certificate
discovery tasks seamlessly.

When you can check manually if the connection is successfully established between AppViewX and
certificate authority, and continues to stay so, starting version 2021.1.0, AppViewX allows you to
configure automatic alerts when this connection fails. These alerts will be recorded in AppViewX logs as
well as sent as email notifications.

To configure a connection failure alert:

1. Login to the AppViewX application with valid credentials.
2. Click on the menu button.
The left navigation pane appears.

3. Click CERT+.

The CERT+ left navigation pane appears.
4. Expand ALERTS & LOGS.
5. Click Alerts and then Configure Alerts.
The Configure Alerts page is displayed.

6. Enter an Alert name.

7. From the Event type dropdown list, select Certificate authority connection alert.
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Configure Certificate Alerts

Applieation name

Configure Certificate Alerts

* Eventtype Cerfifisate authority connection alert v * Alert severity Select severity v

* Certificate Authority Settings App\iewX CA

8. From the Certificate Authority Settings dropdown list, select the CA Account
9. Set the Alert severity to critical.
10. To configure email alerts, in the Email configuration section, enter the Email address that will
receive the email notifications in the event of a connection failure.
11. Enter the relevant subject in the Subject field.
12. To use the Simple Network Management Protocol (SNMP) for sending the alerts:
a. Enter the Destination IP address for the alert.
b. Select the SNMP version to be used.
c. Enter the Port number to be used for the alert.

d. Enter the Community string for the alert.

The string is similar to a user ID or password and allows users to access the requested information
on the device.

13. Click Add to create the alert.

The new alert is now listed in the Certificate Alerts page.

14. Click Reset if you want to re-enter the details.

Certificate Logs

Logs keep track of all activities that take place within AppViewX or any external entity that is connected

to the AppViewX system. The Logging functionality in AppViewX tracks user activities and creates the
device and object-level event logs. Certificate Logs helps you with logs that are related to certificates. Any
system or certificate-related actions performed in the application are captured as logs. With these logs,
you can check the system performance and it helps you with audit purposes to meet industry standards.
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To check logs,

1. Log in to AppViewX application with valid credentials.
2. Click the menu button located in the upper left corner of the screen.

The left navigation pane appears.
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3. Click CERT+.

The CERT+ left navigation pane appears Logging
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IA\erts Seftings - Certificate

DASHBOARD * Name
2 CERTIFICATE ACTION “ Type Pnen s
Descriptio
& CERTIFICATE INVENTORY n
) AUTOMATION
Script

7 CERTIFICATE DISCOVERY

@ | ALERTS & LOGS

Cerfificate Logs

@ cRoUPS & POLICIES

# ADMINISTRATION

4. Under the section Alerts & Logs, select Certificate Logs. The following page appears
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5. On the Certificate logs list view page, you can find the list of logs related to the certificates. Any actions
performed on the certificates are captured under this list view.

6. You can search for logs based on the time, user, device name, object details, and severity.

7. You can also filter logs based on the date and time and through the Log Message filter.

8. On the log screen, view all details for a log by hovering your cursor over each column of data or click
the (Expand) icon for the log you want to view. The table row expands to display all details for the log.

Export Certificates Logs

When exporting logs in AppViewX, you can export all of the logs of a given type-for example, all
Configure files or all Audit files-or you can search for specific logs or filter the default log list using the
Date Range and Log Detalil fields and then export only the logs that remain.

To export a logging report,

1. Log in to the AppViewX application with valid credentials.
2. Click on the menu button.

The left navigation pane appears.
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3. Click CERT+.

The CERT+ left navigation pane appears Logging.
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4. At the top of the Logging screen, click the tab for the type of logs you want to export: Certificate (in this

case).

5. (Optional) Run a search for specific logs or filter the default list using the Date Range and/or Log Detalil
fields in the Search bar.

6. Click the export button in the Command bar in the top-right corner of the page.

7. The log report is then downloaded as a tar.gz file.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 588



Chapter 8: Standard Practices

 PKI Standard Practices
» CLM - Best Practices

» Standard Practices followed in the Certificate Inventory
Management

« Securing CERT+

PKI Standard Practices

Offline Root CA

» The root CA should never be connected to the network or to the domain and no fingerprint of the server
should ever be recorded since the root key compromise will impact the entire PKI hierarchy.

» Root CAs should always stay offline and shut down except when signing the Issuing CA certificates and
during root CRL publish.

* Access to the Root CA to sign the Issuing CA request should be initiated in an agreed and controlled
workflow so as to not compromise the Root CA in any means.

» Once the Issuing CA certificate has been issued and Root CRL published the Root CA should be turned
off.

« Ensure to publish a reasonably short-lived Root CA CRL, the recommendations from NIST is to have
the Root CA CRL published for 1 year and ensure to renew the CRL before expiry.

* We strongly recommend that all your CA keys be stored securely in a FIPS 140-2 Hardware Security
Module (HSM).

« Protect the server during boot using Bitlocker or any other encryption system of choice and ensure to
backup CA private key, CA registry Key, the CA database, and the CA certificate.

« Ensure to enable an audit event to track all actions performed on the Root CA.
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Inline with Compliance

« Ensure to have a CP and CPS created to suit the organization's needs and ensure the PKI
infrastructure meets all standards and requirements with respect to the CP and CPS.

» Any changes or addition of features ensure to capture in the CP and CPS documents.
» Ensure to renew the CA certificates(Root and Subordinate) within half its lifecycle.

- Enterprise key and certificate security policies should align with the latest regulatory, industry-standard
recommendations, and guidelines such as key storage, secure communication protocols (TLSv1.2),
cryptographic algorithms (RSA-2048), and hashing algorithms (SHA-2).

« Enterprise security architects should constantly monitor security standard recommendations and
periodically update the enterprise's security policy.

« Ensure all security events are audited and a periodic security audit is performed to validate the security

adherences and metrics.

» Encourage short-lived certificates for all key usages.
CSR Generation Standardization

« A process must be defined across the enterprise to generate CSR that aligns with the security
standards and to store keys securely.

« Harden parameters such as Country and Organisation in accordance with organizational requirements.
« Access to keys should be restricted to authorized personnel.

» Key Generation, Certificate Request, and Approval processes should be well defined.

Archival

Signing keys do not require archival. We can always generate new keys for signing since the signed data
is not encrypted. But encryption keys have to be archived so that the encrypted files during the certificate

validity can be decrypted even after the certificate expiry. Also, this is recommended for security audits.
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Secure Storage of Keys

« It is recommended to store private keys in HSM.

« Ensure respective certificate owners or certificate authorized administrators are granted access to
private keys using the RBAC solution.

» Best practices training can be provided to certificate users and administrators to keep private keys
secure.

Compromised CA/CA keys

« Ensure to discover a compromise as quickly as possible by implementing tracking and detection
mechanisms and performing regular manual operational sanity checks.

- Establish well-defined communications plans for informing subjects, relying parties, and other
stakeholders with sufficient details about the type of compromise so these parties can implement the
appropriate remedial actions.
« If a CA system or signing key compromise occurs, the organization should perform the following steps:
 Ensure that certificates issued to the organization’s systems or users from the compromised CA are
revoked.

- Notify all owners of the affected certificates about the CA compromise and establish a point of contact
for responding to questions and providing guidance and instructions.

 Replace all certificates from the compromised CA with new certificates from a different CA effective
immediately.

 Ensure that all relying parties have the certificate trust chains required to validate certificates from the
new CA.

« Ensure that revocation checking is enabled on all relying party systems.

« If the compromised CA is a root CA, the root certificate must be removed from all trust stores and
relying on party systems.
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Compromised Certificate Handling

» Ensured to be prepared to respond in a timely manner in case of a CA or end-entity certificate
compromise and have a plan or workflow to replace all affected certificates or the trust chain.

« In the event of a key or certificate compromise, a fresh key pair should be generated on a secured
system. The compromised item should be revoked and taken out of the service as soon as the systems

are secured.

« If you are not sure of your private key possession, report it to your CA and suspend the key
immediately. Once you find the key is secure, reinstate the certificate.

CA Compromise and Remediation Matrix

1 Impersonation | Yes NA NA NA

2 RA Yes NA NA NA
compromise

3 CA system NA Yes Yes Yes
compromise

4 CA key NA Yes Yes NA
compromise

5 Root CA NA NA Yes Yes
compromise

CLM - Best Practices

Risks Involved in an Enterprise without CLM and their Solutions

1 No centralized management for all certificates Different modes to discover existing
in an enterprise and to know the certificate's certificates along with the discovery source.
location.
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2 Enforcing teams to follow the enterprise security
standards. « Get information about all certificates within
an enterprise.
* Run a validation for the existing certificate
against the organization's security standard.
3 Poor monitoring of certificate validity causes

outages due to expired certificates. « Continuous monitoring of the certificate

status and notifications.

» Automated renewals and provisioning
should be available.

4 Control over the generation of keys. Provide a mode of access to teams to
access and generate certificates for their

requirements.

» Create a certificate lifecycle management action plan

« Start automating the certificate management process wherever feasible.

« Identify and expose all the neglected certificates, these are the certificates that will cause more damage
during expiry.

» Ensure proper RBAC controls and avoid using direct user accounts and instead use identified admin
accounts for access and control.

» Enable notifications and alerts to ensure timely renewal.

» Schedule scans to run overnight or after business hours.

Standard Practices followed in the Certificate Inventory
Management

» Certificate Group
 Access Control

* Recommended Columns to View in the Default Inventory
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Certificate Group

« Group similar certificates into logical groups

» Groups can be based on business units or teams using certificates

« Provide group owner details during configuration for easy tracking

« Create hierarchy-based grouping to leverage alert escalation on OOB workflow.

 Try and maintain the same policy across a hierarchy of groups. It is also allowed to set a different policy
for each hierarchy.

The best way to manage certificates is to group certificates based on the following:
« AD Security Group vs Department

* Test vs Production

« Internal vs External Hierarchy

* Auto-renew vs Approved CSRs

« Auto Push Updated Certificate vs Controlled Push Updated Certificate

Access Control

Based on certificate groups, you can create resources and map devices/applications.
Identify various authorization roles that have to be created. Find the list of roles below:
» Certificate Administrator Team

« CERT Owner/Requester

» Approver

» Certificate Manager

* Inventory View

The certificate admin team should be granted access to view the entire certificate inventory and end-
users should be able to view their respective certificates.
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All managed/monitored certificates should be available on a single window for tracking and visibility. The
product provides various columns that have rich information that might not be needed in all scenarios.

Recommended Columns to View in the Default Inventory
* Subject Distinguished Name (DN)

* Subject Alternative Names (SANS)

* Issue Date (not Before date)

» Expiry Date (not After date)

* Issuing Certificate Authority

 Key Length

« Key Algorithm (RSA, ECDSA)

» Signing Algorithm

+ Validity Period (From the not Before date/time to the not After date/time)
» Installed location(s) of a certificate (IP or DNS address and file path)

« Certificate Owner (The group responsible for the certificate)

- Contacts (The group of individuals is notified of issues)

« Approver(s) (parties responsible for reviewing issuance and renewal requests)

As the inventory is a RegEx-based search engine, users can search for a certificate based on any
parameter with various filters.

Securing CERT+

CERT+ Certificate Lifecycle Management (CLM) offers capabilities to discover and manage certificates
on devices and self-service certificate enrollment for users. CERT+ also acts as a Key Escrow for keys
discovered and enrolled.

Typically, the private keys are stored by the devices handling SSL termination, and an SSL management
tool retrieves them during certificate renewal. The tools and devices store them in their storage in the
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original format, which can be reused. If there is an attack on the device or tool storage, the private keys

will be given away, which can be used to host an array of attacks.

AppViewX stores the private keys discovered in a secure part of the database, which is encrypted using
the AES-256 algorithm. It encrypts each private key with independent keys and stores the encrypted

independent keys in the database with a randomly generated key.

Thus, even if the hackers get the database, they will not be able to get the private keys. Only a maze of
jumbled up characters will be visible to them, which does not make any sense and hence, rendering the

attack useless.

Copyright © 2022 AppViewX, Inc. All Rights Reserved. 596



Chapter 9: Glossary

This table describes common terms used in this guide.

ACME Automatic Certificate Management Environment (ACME) protocol is a communications
protocol for automating the certificate enrollment to the CA and provisioning the certificate
on the requesting entity.

Certificate | A certificate authority or certification authority is an entity that issues digital certificates. It

Authority | certifies the ownership of the key pair belongs to the subject within the certificate.

(CA)

CAA A Certificate Authority Authorization Record specifies which certificate authority is allowed

Record to issue certificate for a domain. If a certificate has CAA record, it means only the CAs
listed in the CAA record are allowed to issue a certificate for the domain. If there is no CAA
Record, it means any CA can issue certificate for the domain.

X.509 X.509 is a standard defining the format of public key certificates. An X. 509 certificate is

Digital using the widely accepted public key infrastructure (PKI) standard to verify that a public key

Certificate | belongs to the user, computer or service identity contained within the certificate.

Identity The digital certificate can also be called a Digital ID or Identity for the subject to whom it is
certified.

PKI A public key infrastructure (PKI) is a technology containing a set of roles, policies, and
procedures needed to create, distribute, store and revoke digital certificates and manage
public-key encryption.

KMIP The Key Management Interoperability Protocol is a communication standard protocol that
defines message formats for the management of cryptographic keys on a key management
server.
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MDM Mobile Device Management (MDM) is the administration of mobile devices, such as smart
phones, tablet computers, and laptops.

EST The Enrollment over Secure Transport or EST is a cryptographic protocol that describes
an X. 509 certificate management protocol targeting public key infrastructure (PKI) clients
that need to acquire client certificates and associated certificate authority (CA) certificates.
EST is described in RFC 7030

SCEP Simple Certificate Enrollment Protocol (SCEP) is an IETF RFC. This enables network user
to request their digital certificate electronically and as simply as possible. Supported by
most of the network devices.

SSL/TLS | SSL refers to Secure Sockets Layer whereas TLS refers to Transport Layer Security. Both

Certificates | are cryptographic protocols providing secure data communication in a network.
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